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Foreword

In an era defined by interconnectedness, the importance of security is undeniable. Across billions
of devices and computing systems, cryptographic algorithms and protocols stand as sentinels, safe-
guarding the confidentiality, integrity, and non-repudiation of transactions. However, even with the
remarkable capabilities of cryptographic algorithms, the systems they safeguard are not necessarily
immune to vulnerabilities. These vulnerabilities frequently emerge during the transition from theory
to practical implementations, underscoring the pivotal role of cryptographic engineering in achiev-
ing comprehensive security measures. The present book serves to nicely bridge this gap and provide
practitioners and researchers interested in the world of embedded security a wide perspective of
secure implementations of cryptographic algorithms.

While strong cryptographic algorithms are an important starting point in the design of secured
systems, they also need to be efficiently implemented for real-life practical applications. While in
the early days they were implemented largely on general-purpose computers, it was gradually felt
necessary to realize them on hardware and embedded platforms. This shift was an outcome of mul-
tiple factors. The complexity of cryptographic algorithms and their real-time requirements to ensure
practical applications motivated researchers to implement the ciphers on hardware and embedded
platforms. Moreover, because of the various attacks on software platforms, designing security sys-
tems relying on hardware root-of-trusts became a popular design choice. Further, the growth of em-
bedded applications and thereof the advent of Cyber-Physical-Systems (CPS) and Internet-of-Things
(IoT), obviated the integration of cryptographic algorithms into special-purpose devices. However,
great care needs to be taken in such implementations, as apart from the classic design objectives, like
power, energy, throughput, and area, designers also need to tackle side-channel information leak-
ages which can be exploited by attackers with physical access to the devices. Common side-channel
attacks based on power/electromagnetic analysis and fault analysis have become one of the biggest
threats in deploying crypto algorithms on embedded devices. The ubiquitousness of such devices
and easy physical access by adversaries offer novel attack surfaces which can cripple the best of
crypto-algorithms if suitable countermeasures are not implemented along with.

The contribution of this book is to address these aspects of secured crypto-design and provide a
vivid description to develop an end-to-end understanding. The designs of cryptographic algorithms
and their analysis are often based on mathematical and statistical tools. The book starts with a nice
summary of important mathematical principles, which are needed to comprehend the cipher con-
structions and their attack analysis. Subsequently, the book provides a summary of both classical
and modern cryptosystems. The following chapters also stress on implementations of these mod-
ern cryptosystems, before delving into various forms of physical attacks on the implementations.
The book discusses techniques for side-channel analysis of both symmetric-key and public-key cryp-
tosystems, along with suitable countermeasures. The book then presents a contemporary summary
of various forms of fault attacks on cryptosystems, and countermeasures against them. The book con-
cludes with practical aspects of physical attacks, providing much-needed details of physical set-ups,
useful to develop practical set-ups for hardware security research.

Engaging and informative, this book is fine reading for anyone fascinated by the intricate realm of
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embedded security and cryptographic engineering. It offers a compelling glimpse into the workings
of attacks on cryptosystems in embedded devices and provides actionable strategies for mitigation.
Enjoy the journey into the captivating world of security engineering!

Kharagpur, India Debdeep Mukopadhyay

April 2024

Starting my doctoral studies several decades ago, I found myself immensely interested in the
area of physical side channels and the resulting attacks, which at the time disrupted the way in
which cryptographers approached designing and analyzing ciphers. This was a fortunate encounter
for me: today my research is still driven by the challenge of efficiently detecting, quantifying, and as
far as possible mitigating physical side channels.

Research in the area of side channels has developed and grown, not only in volume but also in
maturity. In the early days, researchers playfully discovered how to tap into side channels, as well
as how to extract more information from available side channels, and to make side channels harder
to exploit. There was little emphasis on the development of a methodology. Countermeasures were
(re)invented, and applied to different types of cryptosystems, acknowledging, but not systematizing
that different discoveries were in fact related.

Only when, together with two colleagues, I wrote the first comprehensive research book on power
analysis attacks, a clearer picture emerged of the factors that contribute to the success of attacks and
how we can mitigate leakage. Other researchers pushed our initial attempts further, and today, we
have sound theories for many aspects of side-channel attacks and countermeasures. Similarly, the
area of fault attacks has seen significant progress over the past two decades.

This book here provides a contemporary summary of techniques for attacks and countermea-
sures. There are many good examples provided: I encourage all readers of this book to pay particular
attention to these and implement and extend as many as possible. The best way to understand the
foundational aspects of any field is by active learning: do as much as you can yourself!

Birmingham, United Kingdom Elisabeth Oswald

April 2024



Preface

Cryptography is an indispensable tool used to protect information in computing systems. Billions of
people all over the world use it in their daily lives without even noticing there is some cryptographic
algorithm running behind the scenes. Cryptographic computations can be found in any form of
electronic communication, electronic passports, security tokens, payment systems, etc.

Cryptographic algorithms in use nowadays are considered secure in theory. But in the real world,
these algorithms are implemented on physical devices in the form of integrated circuits. These cir-
cuits have their physical properties, such as power consumption dependent on the processed data,
emanation of electromagnetic waves, and susceptibility to computational errors due to environmen-
tal influences. To evaluate the security level of cryptographic implementations, it is necessary to
include the physical security assessment.

There are various physical attack methods, e.g. fault attacks, side-channel attacks, hardware
trojans, etc. Side-channel attacks can be divided into different specific attacks, depending on the
exploited information, e.g. electromagnetic/power analysis, timing analysis, cache attacks. In this
book, we will be focusing on fault attacks and electromagnetic/power analysis attacks on crypto-
graphic implementations.

We assume the readers have basic knowledge of real numbers, rational numbers, integers, and
complex numbers, which will be denoted by R, Q, Z, and C respectively in this book. We also assume
the readers have completed a course in linear algebra.

This book is primarily aimed at graduate students who take a course on hardware security and/or
cryptography. However, it provides useful resources for anyone willing to explore the exciting world
of physical attacks – designers, implementers, evaluators, as well as academic scholars.

Bratislava, Slovakia Xiaolu Hou
Vienna, Austria Jakub Breier

April 2024
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Chapter 1

Mathematical and Statistical Foundations

Abstract

To study attacks on cryptographic algorithms, we must �rst understand the compu-
tations performed at each step of these algorithms. To achieve this, we need knowl-
edge of several mathematical concepts. In this chapter, we introduce the mathemat-
ical background needed for the rest of the book, including abstract algebra, linear
algebra, coding theory, and probability theory.
Keywords : abstract algebra, modular arithmetic, linear algebra, coding theory, prob-
ability theory, hypothesis testing

To study attacks on cryptographic algorithms, we need to �rst understand the computations that
are carried out in each step of those algorithms. To achieve this, we need knowledge of certain
mathematical concepts. In this chapter, we will introduce the necessary mathematical background
for the rest of the book, including abstract algebra, linear algebra, coding theory, and probability
theory. In Section 1.8, we also introduce statistical tools that will be useful in Chapter 4.

1.1 Preliminaries

Before we begin, let us �rst introduce the basic notation.

1.1.1 Sets

A set is a collection of distinct objects. We will normally use a capital letter to denote a set. For
example, A = f 0; 1; 2 g is a set consisting of three numbers, and B = f � ; 4 ; � g is a set consisting
of three shapes. The objects in a setS are called elementsof S. If an element a is in a set S, we write
a 2 S. If an element a is not in S, we write a 62S. A set with no elements is called the empty setand
is denoted by ; . The total number of elements in a set S is called the cardinality of S, denoted by jSj.

Now let us look at two sets, S and T. We say that S is a subsetof T, denoted by S � T, if every
element of S is also an element of T. Namely, S � T if for any s 2 S, s 2 T. Two sets are said to be
equal if they contain the same elements. In other words, S = T if S � T and T � S. The power setof
a setS, denoted by 2S, is the set of all subsets ofS. By de�nition, S 2 2S, ; 2 2S, and ; � S for every
set S.

Example 1.1.1. Let T = f 0; 1; 2; 3 g and S = f 2; 3 g, then

• S � T and T 6� S.

• 2 2 S, 0 62S.

• jSj = 2 , jT j = 4 .

• 2S = f ; ; S; f 2 g; f 3 g g.

1
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The union of two sets A and B , denoted by A [ B , is the set containing all elements that belong to
A or B .

A [ B := f x j x 2 A or x 2 B g:

The intersectionof A; B , denoted A \ B , is the set that contains elements in both A and B .

A \ B := f x j x 2 A and x 2 B g:

Example 1.1.2. Let A = f 0; 1; 2 g and B = f 2; 3; 4 g, then A [ B = f 0; 1; 2; 3; 4 g and A \ B = f 2 g.

Similarly, the union and the intersection of n setsA1; A2; : : : ; An are de�ned as follows:

n[

i =1

A i := f a j a 2 A i for some i g;
n\

i =1

A i := f a j a 2 A i for all i g :

The differenceof A and B is the set of all elements of A that are not in B :

A � B := f a j a 2 A; a 62B g: (1.1)

The complementof a setA in a set S is the difference between S and A,

Ac := S � A = f s j s 2 S; s 62A g:

The Cartesian productof A and B is the set of all ordered pairs(a; b) such that a 2 A and b 2 B ,

A � B := f (a; b) j a 2 A; b 2 B g:

The Cartesian product of n sets can be de�ned similarly,

nY

i =1

A i := f (a1; a2; : : : ; an ) j ai 2 A i for all i g :

Example 1.1.3. Let A = f 2; 4; 6 g, B = f 1; 3; 5 g, and S = A [ B . Then A � B = A; the complement
of A in S is B , and

A � B = f (2; 1); (2; 3); (2; 5); (4; 1); (4; 3); (4; 5); (6; 1); (6; 3); (6; 5) g:

We note that in general, A � B 6= B � A. In Example 1.1.3,

B � A = f (1; 2); (3; 2); (5; 2); (1; 4); (3; 4); (5; 4); (1; 6); (3; 6); (5; 6) g 6= A � B:

1.1.2 Functions

Functions (also called maps) will be used frequently throughout the rest of the book. We now give
the formal de�nition.

De�nition 1.1.1. A function (or map) f : S ! T is a rule that assigns to each elements 2 S a unique
element t 2 T.

• S is called the domainof f .

• T is called the codomainof f .

• If f (s) = t, then t is called the imageof s, and s is called a preimageof t.

• For any A � T,
f � 1(A) := f s 2 S j f (s) 2 A g

is called the preimage ofA underf .
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Example 1.1.4. De�ne

f : R ! R

x 7! x2;

where R is the set of real numbers. Then f has domain R and codomain R.
Let A = f 1 g � R, the preimage of A under f is given by

f � 1(A) = f � 1; 1 g:

1 is the image of � 1 and � 1 is a preimage of 1. 1 is another preimage of 1.
Let B = f � 1 g � R, then f � 1(B ) = ; .

We note that the image of an element s 2 S is unique, and preimages of t 2 T may not exist. Even
if a preimage of t 2 T exists, it may not be unique. If every t 2 T has at least one preimage, thenf is
called surjective. If every t 2 T has exactly one preimage, thenf is called bijective.

De�nition 1.1.2. • A function f : S ! T is called ontoor surjective, if given any t 2 T, there exists
s 2 S, such that t = f (s).

• A function f : S ! T is said to be one-to-one(written 1-1) or injectiveif for any s1; s2 2 S such
that s1 6= s2, we have f (s1) 6= f (s2).

• f is called 1-1 correspondenceor bijectiveif f is 1-1 and onto.

Example 1.1.5. • De�ne f

f : R ! R� 0

x 7! x2;

then f is surjective as for any y 2 R� 0, we can �nd a preimage x of y by calculating x =
p

y.
But f is not injective, since f (� 1) = f (1) = 1 .

• De�ne g

g : R ! R

x 7! x:

It can be easily seen thatg is bijective.

As mentioned above, if f : S ! T is not surjective, then there exists t 2 T such that f � 1(f tg) = ; .
If f is not injective, then there exist distinct s1; s2 2 S such that f (s1) = f (s2) = t, which means that
f � 1(f tg) contains more than one element. However, when f is bijective, f � 1 : T ! S is a function –
it assigns to eacht 2 T a unique element s 2 S. In such a case,f � 1 is called the inverseof f .

Example 1.1.6. De�ne f

f : R ! R

x 7! x3:

Then the inverse of f exists and is given by

f � 1 : R ! R

x 7! 3
p

x:

When the domain of one function is the codomain of another function, we can de�ne the compo-
sition of those two functions.

De�nition 1.1.3. For two functions f : T ! U, g : S ! T, the compositionof f and g, denoted by f � g,
is the function

f � g : S ! U

s 7! f (g(s)) :
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Example 1.1.7. Suppose we havef

f : R ! R

x 7! x2;

and g

g : R ! R

x 7! x3:

Then the composition of f and g is given by

f � g : R ! R

x 7! (x3)2 = x6:

For a function whose domain and codomain are the same, say f : S ! S, we can de�ne f � f �� � �� f
in a similar way. For simplicity, we write f n for the composition of n copies of f . When f : S ! S is
bijective, f � 1 is a function. And we write f � n for the composition of n copies of f � 1.

Example 1.1.8. De�ne

f : R ! R

x 7! x2;

then

f n : R ! R

x 7! x2n
:

1.1.3 Integers

We deal with integers every day. We would write one hundred and twenty-three as 123because

123 = 1 � 100 + 2 � 10 + 3 � 1:

Such a representation of an integer is called a base� 10 representation. In general, for any integer
b � 2, we can have a base� b representation for a positive integer.

Theorem 1.1.1. Let b � 2 be an integer. Then any positive integer n 2 Z can be expressed uniquely
in the form

n =
` � 1X

i =0

ai bi ; (1.2)

where 0 � ai < b (0 � i < ` ), a` � 1 6= 0 , and ` � 1. a` � 1a` � 2 : : : a1a0 is called a base� brepresentationfor
n. ` is called the lengthof n in base� b representation.

The proof can be found in e.g. [Kos02, page 81]. To emphasize the baseb, we sometimes put b
as a subscript for the representation. When b = 2 , a base� 2 representation is also called a binary
representation. In this case, ` is called the bit lengthof n, a0 is called the least signi�cant bit(LSB) of n,
and a` � 1 is called the most signi�cant bit (MSB) of n. When b = 16, a base� 16 representation is also
called a hexadecimal representation.

The correspondence between decimal numerals and hexadecimal (baseb = 16) numerals is listed
in Table 1.1.

Base10 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
Base16 0 1 2 3 4 5 6 7 8 9 A B C D E F

Table 1.1: Correspondence between decimal and hexadecimal (baseb = 16) numerals.
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Example 1.1.9.
310 = 112 = 316:
410 = 1002 = 416:
6010 = 1111002 = 3C16:

For example, when we divide 6 by 4, we obtain quotient 1 and remainder 2. Such a computation
can be done thanks to the following theorem. The proof involves well-ordering principles of integers,
which will not be covered in this book. Interested readers are referred to e.g. [Her96, page 22].

Theorem 1.1.2. If m; n 2 Z and m > 0, then there exist q; r 2 Z such that 0 � r < m and n = qm + r .

q is called the quotientand r is called the remainder.

De�nition 1.1.4. Given m; n 2 Z, if m 6= 0 and n = am for some integer a, we say that m dividesn,
written m j n. We call m a divisorof n and n a multiple of m. If m does not divide n, we write m - n.

Example 1.1.10. • 3 j 6, � 2 j 4, 1 j 8, 5 j 5.

• 7 - 9, 4 - 6.

• All the positive divisors of 4 are 1; 2; 4.

• All the positive divisors of 6 are 1; 2; 3; 6.

We can see that there are some common divisors between4 and 6. The largest of them will be of
importance to us. Formally, we can de�ne the greatest common divisor between two integers that
are not both zero.

De�nition 1.1.5. Let m; n 2 Z be not both zero. The greatest common divisorof m and n, denoted by
gcd(m; n), is the integer d 2 Z such that

• d > 0,

• d j m, d j n, and

• if c j m and c j n, then c j d.

Example 1.1.11. • Continuing Example 1.1.10, common divisors of 4and 6are1and 2. Sogcd(4; 6) =
2.

• All the positive divisors of 2 are 1 and 2. All the positive divisors of 3 are 1 and 3. Sogcd(2; 3) =
1.

It can be proven that the greatest common divisor of two integers (not both zero) always exists
and it is unique. The proof of the theorem can be found in e.g. [Her96, page 23].

Theorem 1.1.3 (Bézout's identity) . For any m; n 2 Z, such that m 6= 0 or n 6= 0 , gcd(m; n) exists and
is unique. Moreover, there exist s; t 2 Z such that gcd(m; n) = sm + tn .

The equation gcd(m; n) = sm + tn is usually called Bézout's identity. We note that the choices of
s; t are not unique. Indeed, if gcd(m; n) = sm + tn , then gcd(m; n) = ( s + n)m + ( t � m)n.

Example 1.1.12.

gcd(4; 6) = 2 = ( � 1) � 4 + 1 � 6:

gcd(2; 3) = 1 = ( � 4) � 2 + 3 � 3:

Next, we prove some simple but useful results.

Lemma 1.1.1. For any m; n; a 2 Z, we have

(1) 1 j n for all n.

(2) If m 6= 0 , then m j 0.
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(3) If m j n and n j a, then m j a.

(4) If m j 1, then m = � 1.

(5) If m j n and n j m, then m = � n.

(6) If m j n and m j a, then m j (un + va), 8u; v 2 Z.1

(7) If a j mn and gcd(a; m) = 1 , then a j n.

(8) If m j a, n j a and gcd(m; n) = 1 , then mn j a.

Proof. Proofs of (1)–(4) easily follow from the de�nitions.
To prove (5), as m j n and n j m, by De�nition 1.1.4, there are integers c1; c2 such that n = mc1

and m = c2n. This gives n = nc1c2 and we have c1c2 = 1 . Since all the divisors of 1 are � 1, we have
c1 = c2 = 1 or c1 = c2 = � 1.

To prove (6), sincem j n and m j a, there are integersc1; c2 such that n = mc1 and a = mc2. Then

un + va = uc1m + vc2m = ( uc1 + vc2)m

is a multiple of m.
To prove (7), we note that by Bézout's identity, there exist s; t 2 Z such that as + mt = 1 . Multi-

plying both sides by n, we get asn + mnt = n. Sincea j asn and a j mnt , we have a j n.
Finally, we prove (8). Since m j a, a = mk for some k 2 Z. We have n j mk. Now because

gcd(m; n) = 1 , by (7), n j k and so k = nk0 for some k0 2 Z. Thus a = mnk 0 is divisible by mn.

In general, to �nd gcd(m; n), it would be too time-consuming to list all the divisors of m and n.
The following theorem allows us to simplify the computation.

Theorem 1.1.4 (Euclid's division) . Given m; n 2 Z with m > 0, let q; r 2 Z be such that n = qm + r
and 0 � r < m . Then gcd(m; n) = gcd( m; r ).

Proof. We �rst note that we can �nd q; r by Theorem 1.1.2. By Lemma 1.1.1 (6),gcd(m; n) j n � qm,
i.e. gcd(m; n) j r . Similarly we have gcd(m; r ) j qm + r , i.e. gcd(m; r ) j n.

By De�nition 1.1.5, gcd(m; n) j gcd(m; r ) and gcd(m; r ) j gcd(m; n). By Lemma 1.1.1 (5),gcd(m; r ) =
� gcd(m; n). By De�nition 1.1.5, gcd(m; r ) > 0 and gcd(m; n) > 0. We have gcd(m; n) = gcd( m; r ).

Thus, to �nd gcd(m; n), we repeatedly apply Euclid's division until we obtain r = 0 .

Example 1.1.13. We can calculategcd(120; 35) as follows:

120 = 35 � 3 + 15 gcd(120; 35) = gcd(35; 15);
35 = 15 � 2 + 5 gcd(35; 15) = gcd(15; 5);
15 = 5 � 3 gcd(15; 5) = 5 = ) gcd(120; 35) = 5:

The procedure is called the Euclidean algorithmand the details are provided in Algorithm 1.1. By
Theorem 1.1.4,gcd(m; n) = gcd( m; r ) after each loop from line 1. In the end, we get gcd(m; n).

Algorithm 1.1: Euclidean algorithm.
Input: m; n // m; n 2 Z, m 6= 0

Output: gcd(m; n)
1 while m 6= 0 do
2 r = m
3 m = n%m// remainder of n divided by m

4 n = r

5 return n

Furthermore, with the intermediate results we have from the Euclidean algorithm, we can also
�nd a pair of s; t such that gcd(m; n) = sm + tn (Bézout's identity).

1The notation 8 stands for “for all”.
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Example 1.1.14. Continuing Example 1.1.13, we can �nd integers s; t such that gcd(120; 35) = 120s +
35t as follows:

5 = 35 � 15� 2; 15 = 120 � 35� 3;
=) 5 = 35 � (120� 35� 3) � 2 = 120 � (� 2) + 35 � 7:

Such a procedure is called theextended Euclidean algorithm.

Example 1.1.15. We can calculategcd(160; 21) using the Euclidean algorithm

160 = 21 � 7 + 13 gcd(160; 21) = gcd(21; 13);
21 = 13 � 1 + 8 gcd(21; 13) = gcd(13; 8);
13 = 8 � 1 + 5 gcd(13; 8) = gcd(8; 5);
8 = 5 � 1 + 3 gcd(8; 5) = gcd(5; 3);
5 = 3 � 1 + 2 gcd(5; 3) = gcd(3; 2);
3 = 2 � 1 + 1 gcd(3; 2) = gcd(2; 1);
2 = 1 � 2 gcd(2; 1) = 1 = ) gcd(160; 21) = 1

By the extended Euclidean algorithm, we can also �nd integers s; t such that gcd(160; 21) = 160s+21t.

1 = 3 � 2; 2 = 5 � 3;
3 = 8 � 5; 5 = 13 � 8;
8 = 21 � 13; 13 = 160 � 21� 7:

We have

1 = 3 � (5 � 3) = 3 � 2 � 5 = 8 � 2 � 5 � 3 = 8 � 2 � (13 � 8) � 3

= 8 � 5 � 13� 3 = 21 � 5 � 13� 8 = 21 � 5 � (160� 21� 7) � 8

= ( � 8) � 160 + 61 � 21:

An algorithmic description of the extended Euclidean algorithm is shown in Algorithm 1.2. By
De�nition 1.1.5, m 6= 0 or n 6= 0 . If m = 0 , gcd(m; n) = n. If n = 0 , gcd(m; n) = m. Both cases are
trivial, hence in the algorithm, we assume n 6= 0 and m 6= 0 . We also note that we can just compute
the coef�cient s and then compute t using s.

Algorithm 1.2: Extended Euclidean algorithm.
Input: m; n // m; n 2 Z, n 6= 0 , m 6= 0

Output: s; t such that gcd(m; n) = sm + tn
1 s = 0 , ss = 1 , r = m, rr = n
2 while r 6= 0 do

// quotient of rr divided by r

3 q = rr=r
4 tmp = r

// remainder of rr divided by r

5 r = rr %r
6 rr = tmp
7 tmp = s
8 s = ss � q � s
9 ss = tmp

// rr = gcd( m; n )

10 t = ( rr � ss � n)=m
11 return ss; t

De�nition 1.1.6. • For m; n 2 Z such that m 6= 0 or n 6= 0 , m and n are said to be relatively
prime/ coprimeif gcd(m; n) = 1 .

• Given p 2 Z with p > 1, we say that p is primeif its only positive divisors are 1 and p.

• Given n 2 Z with n > 1, if n is not prime, then it is said to be composite(or a composite number).
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Example 1.1.16. • 4 and 9 are relatively prime.

• 8 and 6 are not coprime.

• 2; 3; 5; 7 are prime numbers.

• 6; 9; 21are not prime numbers.

We have the following lemma concerning prime numbers.

Lemma 1.1.2. For p 2 Z a prime number, if p j
Q n

i =1 ai , where ai 2 Z, then p j ai for some i (1 � i � n).

Proof. If p j a1, then we are done. Otherwise, gcd(p; a1) = 1 , by Lemma 1.1.1 (7), we havep j
Q n

i =2 ai .
We can repeat the argument and conclude that p j ai for some i .

It can be proven that an integer n > 1 is either a prime number or a product of prime numbers
(see e.g. [Her96, page 26]). Then, we have the Fundamental Theorem of Arithmetic which says that
this product is unique up to permutation.

Theorem 1.1.5 (The Fundamental Theorem of Arithmetic) . For any n 2 Z, n > 1, n can be written in
the form

n =
kY

i =1

pei
i ;

where the exponents ei are positive integers and p1; p2; : : : ; pk are pairwise distinct prime numbers,
uniquely determined up to permutation.

Proof. We prove by contradiction. Assume the theorem is false. Let n 2 Z (n > 1) be the smallest
integer with two distinct factorizations. We can write

n =
kY

i =1

pei
i =

Ỳ

j =1

qdj
j :

Sincep1 j
Q `

j =1 qdj
j , by Lemma 1.1.2,p1 j qj for some j . Without loss of generality, we assume p1 j q1.

Sincep1 and q1 are prime numbers, we have p1 = q1.
Then the integer

n0 =
n
p1

= pe1 � 1
1

kY

i =2

pei
i = qd1 � 1

1

Ỳ

j =2

qdj
j

also has two distinct factorizations and satis�es n0 < n , contradicting the minimality of n.

Example 1.1.17. 20 = 22 � 5, 135 = 33 � 5.

1.2 Abstract Algebra

In this section, we introduce the basics of abstract algebra and a few important abstract structures.
Most of us are already familiar with examples of such structures, although perhaps not by name.
Those structures will become useful when we discuss modern cryptographic algorithms.

1.2.1 Groups

First, we de�ne a group.

De�nition 1.2.1. A group(G; �) is a non-empty set G with a binary operation � satisfying the following
conditions:

• G is closed under � (closure property), 8g1; g2 2 G, g1 � g2 2 G.

• � is associative,8g1; g2; g3 2 G, g1 � (g2 � g3) = ( g1 � g2) � g3.
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• 9e 2 G, an identity element, such that 8g 2 G, e � g = g � e = g.2

• For every g 2 G, there exists an inverseg� 1 2 G such that g � g� 1 = g� 1 � g = e.

When it is clear from the context, we omit � and say that G is a group.

Example 1.2.1. There are many examples of groups that we are familiar with.

• (Z; +) , the set of integers with addition, is a group. The identity element is 0.

• Similarly, (Q; +) and (C; +) are groups.

• (Q; � ) is not a group. Because0 2 Q does not have an inverse with respect to multiplication.

• But (Qn f 0 g; � ) is a group. The identity element is 1.

Next, we give an example of formally proving that a set with a binary operation is a group. Let
G = R> 0 be the set of positive real numbers and let � be the multiplication of real numbers, denoted
� . We will show that (R> 0; � ) is a group.

1. R> 0 is closed under � : for any a1; a2 2 R> 0, a1 � a2 2 R and a1 � a2 > 0, hencea1 � a2 2 R> 0.

2. � is associative:8a1; a2; a3 2 R> 0, a1 � (a2 � a3) = ( a1 � a2) � a3.

3. 1 is the identity element in R> 0: 8a 2 R> 0, 1 � a = a � 1 = a.

4. Take anya 2 R> 0, 1
a 2 R and 1

a > 0, so 1
a 2 R> 0. Moreover,

a �
1
a

=
1
a

� a = 1

hencea� 1 = 1
a 2 R> 0.

By de�nition, we have proved that (R> 0; � ) is a group.

De�nition 1.2.2. Let (G; �) be a group. If � is commutative, i.e.

8g1; g2 2 G; g1 � g2 = g2 � g1;

then the group is called abelian.

The name abelian is in honor of the great mathematician Niels Henrik Abel (1802-1829).

Example 1.2.2. The groups we have seen so far,(Z; +) , (R> 0; � ), (Qn f 0 g; � ), (Q; +) , and (C; +) are
all abelian groups.

Example 1.2.3. Let us consider the set of 2 � 2 matrices with coef�cients in R. We denote this
set by M 2� 2(R). Recall that matrix addition, denoted by + , is de�ned component-wise. For any�

a00 a10

a01 a11

�
;
�

b00 b10

b01 b11

�
in M 2� 2(R),

�
a00 a10

a01 a11

�
+

�
b00 b10

b01 b11

�
=

�
a00 + b00 a10 + b10

a01 + b01 a11 + b11

�
:

(M 2� 2(R); +) is an abelian group: closure, associativity and commutativity of + are easy to show. The

identity element is the zero matrix
�

0 0
0 0

�
. The inverse of any matrix

�
a00 a10

a01 a11

�
is

�
� a00 � a10

� a01 � a11

�
,

which is also in M 2� 2(R). Section 1.3.1 presents a more general discussion on matrices.

Example 1.2.4. Let F2 := f 0; 1 g. We de�ne logicalXOR, denoted � , in F2 as follows:

0 � 0 = 0; 0 � 1 = 1 � 0 = 1; 1 � 1 = 0:

Closure, associativity, and commutativity can be directly seen from the de�nition. The identity ele-
ment is 0 and the inverse of 1 is 1. Hence (F2; � ) is an abelian group.

2The notation 9 stands for “there exists”.
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Example 1.2.5. Let E = f a; bg, a 6= b. De�ne addition in E as follows:

a + a = a; a + b = b+ a = b; b+ b = a:

Closure, associativity, and commutativity can be directly seen from the de�nition. The identity ele-
ment is a and the inverse of b is b. Hence (E; +) is an abelian group.

Next, we will see a group that is not abelian. To introduce this group, we start by de�ning per-
mutations.

De�nition 1.2.3. A permutationof a setS is a bijective function � : S ! S.

Example 1.2.6. • Let S = f 0; 1; 2 g. De�ne � : S ! S as follows:

0 7! 1; 1 7! 2; 2 7! 0:

Then � is a permutation of S.

• Let S = f � ; 4 ; � g. De�ne � : S ! S as follows:

� 7! 4 ; 4 7! � ; � 7! � :

Then � is a permutation of S.

We note that what matters for a permutation is how many objects we have, not the objects' nature.
We can label a set ofn objects with 1; 2; : : : ; n. In Example 1.2.6, we can label� as0, 4 as1, and � as
2. Then � and � are the same permutation.

Now, we take a set S of n elements. Labeling the elements allows us to consider S = f 1; : : : ; n g.
Let Sn denote the set of all permutations of S. And let � denote the composition of functions (see
De�nition 1.1.3). Then

Lemma 1.2.1. (Sn ; � ) is a group.

The proof is easy. We leave it as an exercise for the reader.
We note that the identity element in the group is the identity function � : S ! S, � (s) = s 8s 2 S.

Any � 2 Sn is bijective (see De�nition 1.1.2), the inverse of � in Sn is then given by � � 1.

De�nition 1.2.4. (Sn ; � ) is called the symmetric group of degreen.

Example 1.2.7. Let n = 2 and S = f 1; 2 g. There are only two ways to permute two elements. So
S2 = f � 1; � 2 g, where � 1 : S ! S, 1 7! 1; 2 7! 2 is the identity, and � 2 : S ! S, 1 7! 2; 2 7! 1.

Example 1.2.8 (A group that is not abelian) . Let n = 3 and S = f 1; 2; 3 g. There are3! = 6 ways of
permuting three elements. In particular, we have the following two permutations

� 1 : S ! S;1 7! 2; 2 7! 3; 3 7! 1; � 2 : S ! S;1 7! 3; 2 7! 2; 3 7! 1:

We note that � 1 � � 2 6= � 2 � � 1 since

� 1 � � 2(1) = 1 ; but � 2 � � 1(1) = 2 :

Hence, S3 is not abelian.

We can extend � 1 and � 2 in Example 1.2.8 to permuting n elements by keeping the other n � 3
elements unchanged. ThusSn is not abelian for any n � 3.

De�nition 1.2.5. The orderof a group (G; �) is the number of elements in G, or the cardinality of the
set G, jGj. A group G is said to be �nite if jGj < 1 and in�nite if jGj = 1 .

Example 1.2.9. • We have seen a few in�nite groups, for example, (Z; +) and (R> 0; � ).

• We have also seen two �nite groups, jS2j = 2 , jS3j = 6 .
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• Let S = f 1; 2; : : : ; n g. To permute the elements in S, there aren choices for the image of 1, n � 1
choices for the image of 2, etc. ThusjSn j = n!, and Sn is a �nite group.

De�nition 1.2.6. Let (G; �) be a group with identity element e. Theorderof an element g 2 G, denoted
ord (g), is the smallest positive integer k such that

g � g � � � g
| {z }

k times

= gk = e:

When such a k does not exist, we de�ne ord (g) = 1 .

Example 1.2.10. • In (Z; +) , the identity element is 0, ord (1) = 1 .

• Continuing Example 1.2.7, � 1 is the identity. And � 2
2 : S ! S, 1 7! 1, 2 7! 2. Hence ord (� 2) = 2 .

De�nition 1.2.7. A group G is called cyclic if it is generated by one element, i.e. if there exists an
element g 2 G such that

G =
n

gk
�
�
� k 2 Z

o
:

Example 1.2.11. We have seen in Example 1.2.7,S2 = f � 1; � 2 g, where � 1 is the identity element. In
Example 1.2.10, we discussed that� 2

2 = � 1. Hence S2 =
�

� 2; � 2
2

	
is a cyclic group.

We now state a very useful theorem about the order of a group and the order of an element in the
group. The proof follows from a famous theorem (Lagrange's Theorem) named after Joseph-Louis
Lagrange (1736-1813). Details can be found in e.g. [Her96, page 59].

Theorem 1.2.1. Let (G; �) be a �nite group with identity element e. For any g 2 G, ord (g) divides jGj,
in particular, gjGj = e.

A direct corollary is as follows.

Corollary 1.2.1. Let G be a group. If jGj is a prime number, then G is cyclic.

Proof. Let e denote the identity element in G. Take any element g 2 G such that g 6= e. By Theo-
rem 1.2.1, ord(g) divides jGj. SincejGj is prime and g is not the identity element, ord (g) = jGj.

We claim that
G =

n
g; g2; g3; : : : ; gjGj

o
:

Otherwise, we would have gi = gj for some 1 � i; j � j Gj, where i 6= j .
Without loss of generality, we assume i > j . Multiplying both sides of gi = gj by g� j , we get

gi � j = e.
By De�nition 1.2.6, since 0 < i � j < ord (g), this is impossible. Hence G =

�
g; g2; g3; : : : ; gjGj

	
.

1.2.2 Rings

Next, we move to another abstract structure, rings.

De�nition 1.2.8. A set R together with two binary operations + and �, (R; + ; �), is a ring if (R; +) is
an abelian group, and for any a; b; c2 R, the following conditions are satis�ed:

• R is closed under � (closure), a � b 2 R.

• � is associative,(a � b) � c = a � (b� c).

• The distributive laws hold: a � (b+ c) = a � b+ a � c and (b+ c) � a = b� a + c � a.

• The identity element for � exists, which is different from the identity element for + .

De�nition 1.2.9. If a � b = b� a for all a; b2 R, R is a commutative ring.

Remark 1.2.1. • For most cases, we will denote the identity element for + as 0 and the identity
element for � as1.
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• We normally refer to the operation + as addition, and 0 as the additive identity. Similarly, we
refer to the operation � as multiplication and 1 as themultiplicative identity.

• The inverse of an element a 2 R with respect to + is called the additive inverseof a, usually
denoted by � a.

• The last condition in De�nition 1.2.8 implies that a set consisting of only 0 is not a ring.

• For simplicity, we sometimes write abinstead of a � b.

• When the operations in (R; + ; �) are clear from the context, we omit them and write R.

Example 1.2.12. We have seen that(Z; +) is an abelian group and the identity element is 0. It can be
easily shown that (Z; + ; � ) is a commutative ring. The identity element for � is 1.

Similarly (Q; + ; � ), (R; + ; � ) and (C; + ; � ) are all commutative rings with 0 as the additive iden-
tity and 1 as the multiplicative identity.

Example 1.2.13. In Example 1.2.3, we have shown that (M 2� 2(R); +) is an abelian group. We recall

matrix multiplication, denoted by � , for 2 � 2 matrices: for any
�

a00 a10

a01 a11

�
;
�

b00 b10

b01 b11

�
in M 2� 2(R),

�
a00 a10

a01 a11

�
�

�
b00 b10

b01 b11

�
=

�
a00b00 + a10b01 a00b10 + a10b11

a01b00 + a11b01 a01b10 + a11b11

�
:

(M 2� 2(R); + ; � ) is a ring: associativity and distributive laws are easy to show. The identity element

for � is the 2 � 2 identity matrix
�

1 0
0 1

�
. We note that (M 2� 2(R); + ; � ) is not a commutative ring.

For example, �
1 0
0 0

� �
0 0
1 0

�
=

�
0 0
0 0

�
; but

�
0 0
1 0

� �
1 0
0 0

�
=

�
0 0
1 0

�
:

Example 1.2.14. In Example 1.2.4 we have shown that (F2; � ) is an abelian group. Let us de�ne logical
AND, denoted &, in F2 as follows:

0 & 0 = 0 ; 1 & 0 = 0 & 1 = 0 ; 1 & 1 = 1 :

Closure of F2 with respect to &, associativity and commutativity of &, and the distributive laws are
easy to see from the de�nitions. The identity element for & is 1. (F2; � ; &) is a commutative ring.

Example 1.2.15. In Example 1.2.5 we showed that (E; +) is an abelian group. De�ne multiplication
in E as follows:

a � a = a; a � b = b� a = a; b� b = b:

Closure of E with respect to �, associativity of �, commutativity of �, and the distributive laws are easy
to see from the de�nitions. The identity element for � is b. Thus (E; + ; �) is a commutative ring.

De�nition 1.2.10. Let (R; + ; �) be a ring with additive identity 0 and multiplicative identity 1. Let
a; b2 R. If a 6= 0 and b 6= 0 but a � b = 0 , then a and bare called zero divisors. If a � b = b� a = 1 , a (also
b) is said to be invertibleand it is called a unit .

Example 1.2.16. • There are no zero divisors in (Z; + ; � ), (Q; + ; � ), (R; + ; � ) or (C; + ; � ).

• Every nonzero element in (Q; + ; � ), (R; + ; � ), and (C; + ; � ) is a unit. In (Z; + ; � ), the only
units are 1 and � 1.

Example 1.2.17. As shown in Examples 1.2.3 and 1.2.13,(M 2� 2(R); + ; � ) is a ring. The additive

identity is
�

0 0
0 0

�
. Since

�
1 0
0 0

� �
0 0
1 0

�
=

�
0 0
0 0

�
;

by De�nition 1.2.10,
�

1 0
0 0

�
and

�
0 0
1 0

�
are zero divisors.

De�nition 1.2.11. An integral domainis a commutative ring with no zero divisors.

Example 1.2.18. (Z; + ; � ), (Q; + ; � ), (R; + ; � ) and (C; + ; � ) are all integral domains.
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1.2.3 Fields

De�nition 1.2.12. A �eld is a commutative ring in which every nonzero element is invertible.

By de�nition, for any a 2 F , a 6= 0 , there existsb 2 F such that a � b = b� a = 1 . Then bis called the
multiplicative inverseof a. It is easy to show that the multiplicative inverse of an element a is unique.
Let b; c2 F be such that

ab= 1 and ac = 1 :

Then
b = b(ac) = ( ba)c = 1 � c = c:

Hence the multiplicative inverse of a is unique. We will denote the multiplicative inverse of a nonzero
element a 2 F by a� 1.

Lemma 1.2.2. A �eld is an integral domain.

Proof. Let F be a �eld. Suppose there are zero divisors in F . By De�nition 1.2.10, there exist a; b2 F
such that a 6= 0 , b 6= 0 , and a � b = 0 . SinceF is a �eld, by the above discussion, a� 1 2 F . Multiplying
both sides of a � b = 0 by a� 1, we get

a� 1 � a � b = 1 � b = 0 = ) b = 0 ;

a contradiction.

Example 1.2.19. • (Q; + ; � ), (R; + ; � ) and (C; + ; � ) are all �elds.

• (Z; + ; � ) is not a �eld. For example, 2 2 Z is not invertible and 2 6= 0 .

For the rest of this subsection, let F be a �eld with addition + and multiplication �.

De�nition 1.2.13. A �eld with �nitely many elements is called a �nite �eld .

Example 1.2.20. In Example 1.2.14 we have shown that (F2; � ; &) is a commutative ring. The only
nonzero element is 1, which is its own inverse with respect to &. Thus (F2; � ; &) is a �nite �eld.

Example 1.2.21. In Example 1.2.15 we have shown that (E; + ; �) is a commutative ring with additive
identity a and multiplicative identity b. The only nonzero element, i.e. the element not equal to the
additive identity, is b. bhas multiplicative inverse bsinceb� b = b. Hence (E; + ; �) is a �nite �eld.

For an element a 2 F and a positive integer p, we de�ne

p � a =
pX

i =1

a:

De�nition 1.2.14. The characteristicof a �eld F is the smallest positive integer p such that p � 1 = 0,
where 1 is the multiplicative identity of F . If no such p exists, we de�ne the characteristic of the �eld
to be 0.

Example 1.2.22. • The characteristics of R; Q; and C are 0.

• The characteristic of the �eld F2 in Example 1.2.20 is2 since

2 � 1 = 1 � 1 = 0:

• The characteristic of the �eld E in Example 1.2.21 is2 since

2 � b = b+ b = a:

Theorem 1.2.2. The characteristic of a �eld is either 0 or a prime number.
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Proof. First, we note that the characteristic of a �eld is not equal to 1 since1 � 1 = 1 6= 0 .
Suppose the characteristicp = mn is not a prime, where m; n 2 Z and 1 < m; n < p . Let a = n � 1,
b = m � 1. Then

a � b = ( n � 1) � (m � 1) =

 
nX

i =1

1

!

�

0

@
mX

j =1

1

1

A = ( mn) � 1 = 0 =) n � 1 = 0 or m � 1 = 0;

where the last part follows from Lemma 1.2.2. As n; m are both strictly smaller than p, we have a
contradiction.

De�nition 1.2.15. Let E; F be two �elds with F � E . F is called a sub�eld of E if the addition and
multiplication of E , when restricted to F , are the same as those inF .

Example 1.2.23. Q is a sub�eld of R and R is a sub�eld of C.

De�nition 1.2.16. Let (F; + F ; �F ); (E; + E ; �E ) be two �elds. F is said to be isomorphicto E , written
F �= E if there is a bijective function f : F ! E such that for any a; b2 F ,

(1) f (a + F b) = f (a) + E f (b), and

(2) f (a �F b) = f (a) �E f (b),

The function f is called a �eld isomorphism.

A function f : F ! E that satis�es condition (1) in De�nition 1.2.16 is said to preserve the addition.
Similarly, a function g : F ! E that satis�es condition (2) in De�nition 1.2.16 is said to preserve the
multiplication.

Example 1.2.24. Let us consider the �elds (F2; � ; &) from Example 1.2.20 and (E; + ; �) from Exam-
ple 1.2.21. De�ne f : F2 ! E by

f (0) = a; f (1) = b:

It is easy to see thatf is bijective. Also, it can be shown that f preserves both addition and multipli-
cation. For example,

f (1 � 0) = f (1) = b; f (1) + f (0) = b+ a = b =) f (1 � 0) = f (1) + f (0):

Thus f is a �eld isomorphism and F2
�= E .

In fact, it can be shown that any �nite �eld with two elements is always isomorphic to F2. The
next theorem says that, in general, there is only one �nite �eld up to isomorphism. The proof can be
found in e.g. [Her96, page 224].

Theorem 1.2.3. • Let K be a �nite �eld of characteristic p. Then K contains pn elements for some
positive integer n.

• For any prime p and any positive integer n, there exists, up to isomorphism, a unique �eld with
pn elements.

Remark 1.2.2. • We will use Fpn to denote the unique �nite �eld with pn elements.

• Let K be a �nite �eld with characteristic p and multiplicative identity 1. Then K contains

0; 1; 2 � 1; : : : ; (p � 1) � 1;

the p multiples of 1. Thus, K contains a sub�eld isomorphic to Fp.

Furthermore, we de�ne the notion of bit formally.

De�nition 1.2.17. • Variables that range over F2 are called Boolean variablesor bits.

• Addition of two bits is de�ned to be logical XOR, also called exclusive or.

• Multiplication of two bits is de�ned to be logical AND.

• When the value of a bit is changed, we say the bit is �ipped.
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1.3 Linear Algebra

Most readers are probably very familiar with linear algebra. However, when we learned about ma-
trices in high school we focused on the case when the underlying abstract structure is a �eld. In
Section 1.3.1 we will see the general case when the underlying abstract structure is a commutative
ring. Then in Section 1.3.2 we recap concepts for vector spaces.

1.3.1 Matrices

Throughout this subsection, let R be a commutative ring with additive identity 0 and multiplicative
identity 1.

De�nition 1.3.1. A matrix with coef�cients inR is a rectangular array where each entry is an element
of R.

The matrix A in Equation 1.3 has m rowsand n columns, and is of size m � n. The transposeof A,
denoted A> , is the n � m matrix obtained by interchanging the rows and columns of A.

A =

0

B
B
B
@

a00 : : : a0(n� 1)
a10 : : : a1(n� 1)

...
a(m� 1)0 : : : a(m� 1)(n� 1)

1

C
C
C
A

; A> =

0

B
B
B
@

a00 : : : a(m� 1)0
a01 : : : a(m� 1)1

...
a0(n� 1) : : : a(m� 1)(n� 1)

1

C
C
C
A

: (1.3)

The i th row of A is �
ai 0 ai 1 : : : ai (n� 1)

�
;

and the j th column of A is 0

B
B
B
@

a0j

a1j
...

a(m� 1)j

1

C
C
C
A

;

where aij denotes the entry in the i th row and j th column. An n � n matrix is called a square matrix
(i.e. a matrix with the same number of rows and columns). If A is a square matrix and aij = 0 for
i 6= j , then A is said to be adiagonal matrix. An n � n identity matrix, denoted I n , is an n � n diagonal
matrix whose diagonal entries are 1 and all the other entries are 0, i.e. aii = 1 for i = 0 ; 1; : : : ; n � 1
and aij = 0 for i 6= j . A 1 � n matrix is called a row vector. An n � 1 matrix is called a column vector.

Example 1.3.1. Let R = Z.

• A =
�

9 1
0 � 2

�
is a 2 � 2 matrix with coef�cients in Z. a00 = 9 and a01 = 1 .

• I 2 =
�

1 0
0 1

�
and I 3 =

0

@
1 0 0
0 1 0
0 0 1

1

A .

•
�

5 0
0 � 1

�
is a diagonal matrix.

We de�ne the additionof two m � n matrices component-wise:
0

B
B
B
@

a00 : : : a0(n� 1)
a10 : : : a1(n� 1)

...
a(m� 1)0 : : : a(m� 1)(n� 1)

1

C
C
C
A

+

0

B
B
B
@

b00 : : : b0(n� 1)
b10 : : : b1(n� 1)

...
b(m� 1)0 : : : b(m� 1)(n� 1)

1

C
C
C
A

=

0

B
B
B
@

a00 + b00 : : : a0(n� 1) + b0(n� 1)
a10 + b10 : : : a1(n� 1) + b1(n� 1)

...
a(m� 1)0 + b(m� 1)0 : : : a(m� 1)(n� 1) + b(m� 1)(n� 1)

1

C
C
C
A

:

(1.4)
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Example 1.3.2. Let R = Z. Below is an example of addition between two 2 � 2 matrices with coef�-
cients in Z: �

2 3
1 � 1

�
+

�
4 � 2
0 � 5

�
=

�
6 1
1 � 6

�
:

De�nition 1.3.2. The scalar productof a 1 � n row vector v = ( v0; v1; : : : ; vn� 1) with an n � 1 column
vector w = ( w0; w1; : : : ; wn� 1)> is given by

v � w =
�
v0 v1 : : : vn� 1

�

0

B
B
B
@

w0

w1
...

wn� 1

1

C
C
C
A

=
n� 1X

i =0

vi wi :

Example 1.3.3. Let R = Z. The scalar product of
�
2 3

�
and

�
4 0

� >
is

�
2 3

�
�

4
0

�
= 2 � 4 + 3 � 0 = 8 + 0 = 8 :

We de�ne the multiplication of an m � n matrix A with an n � r matrix B as follows:

AB =

0

B
B
B
@

a00 : : : a0(n� 1)
a10 : : : a1(n� 1)

...
a(m� 1)0 : : : a(m� 1)(n� 1)

1

C
C
C
A

0

B
B
B
@

b00 : : : b0(r � 1)
b10 : : : b1(r � 1)

...
b(n� 1)0 : : : b(n� 1)( r � 1)

1

C
C
C
A

=

0

B
B
B
@

c00 : : : c0(r � 1)
c10 : : : c1(r � 1)

...
c(m� 1)0 : : : c(m� 1)( r � 1)

1

C
C
C
A

;

(1.5)
where cij is the scalar product of the i th row of A and the j th column of B :

cij =
n� 1X

k=0

aik bkj ; i = 0 ; 1; : : : ; m � 1; j = 0 ; 1; : : : ; r � 1:

Example 1.3.4. Let R = Z. Below is an example for multiplication of two 2 � 2 matrices with coef�-
cients in Z: �

2 3
1 � 1

� �
4 � 2
0 � 5

�
=

�
8 � 19
4 3

�
:

De�nition 1.3.3. An n � n square matrix A is said to be invertible if there exists an n � n matrix B
such that

AB = BA = I n :

B is called the inverseof A. We will use A � 1 to denote this matrix.

Example 1.3.5. Let R = Z. We have
�

2 1
1 1

� �
1 � 1

� 1 2

�
=

�
1 � 1

� 1 2

� �
2 1
1 1

�
=

�
1 0
0 1

�
:

Hence, the 2 � 2 matrix A =
�

2 1
1 1

�
is invertible and its inverse A � 1 =

�
1 � 1

� 1 2

�
.

Theorem 1.3.1. Let n be a positive integer. We de�ne M n� n (R) to be the set of n � n square ma-
trices with coef�cients in R. Then M n� n (R) together with addition and multiplication de�ned in
Equations 1.4 and 1.5 is a ring. It is not a commutative ring when n � 2.

Proof. In Examples 1.2.3 and 1.2.13 we have shown thatM 2� 2(R) is a ring. Proof for the general case
is similar.

The closure of M n� n (R) with respect to both operations is easy to see. Associativity and distribu-
tive laws for addition and multiplication follow from the corresponding properties of R.

The additive identity is the zero matrix of size n � n. The additive inverse of a matrix A with
coef�cients aij (0 � i; j � n � 1) is given by � A with coef�cients � aij , (0 � i; j � n � 1). The
multiplicative identity is I n .
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When n = 1 , M 1� 1(R) is a commutative ring because R is commutative.
When n � 2, let

A =

0

B
B
B
@

1 0 : : : 0
0 0 : : : 0
...

...
...

...
0 0 : : : 0

1

C
C
C
A

; B =

0

B
B
B
@

0 0 : : : 0
0 0 : : : 0
...

...
...

...
1 0 : : : 0

1

C
C
C
A

:

Then

AB =

0

B
B
B
@

0 0 : : : 0
0 0 : : : 0
...

...
...

...
0 0 : : : 0

1

C
C
C
A

; BA =

0

B
B
B
@

0 0 : : : 0
0 0 : : : 0
...

...
...

...
1 0 : : : 0

1

C
C
C
A

:

Hence AB 6= BA , and M n� n (R) is not commutative for n � 2.

In general, not every matrix is invertible. To �nd the inverse of an invertible matrix, we will need
the following de�nition.

De�nition 1.3.4. Let n be a positive integer. For any A 2 M n� n (R), the determinantof A, denoted
det(A), is de�ned as follows.

• If n = 1 , A = ( a), det(A) := a.

• If n > 1, let A ij denote the matrix obtained from A by deleting the i th row and the j th column.
Fix an i 0,

det(A) :=
n� 1X

j =0

(� 1)i 0+ j ai 0 j det(A i 0 j ): (1.6)

We note that the value of det(A) is independent of the choice of i 0 in Equation 1.6 (see Ap-
pendix A.1). Similarly, det(A) can also be found by �xing a j 0 and computing

det(A) =
n� 1X

i =0

(� 1)i + j 0 aij 0 det(A ij 0 ):

Example 1.3.6. Let n = 2 , for any A 2 M 2� 2(R), we can write A =
�

a00 a01

a10 a11

�
. Take i 0 = 0 ,

det(A) =
n� 1X

j =0

(� 1)i 0+ j ai 0 j det(A i 0 j ) =
1X

j =0

(� 1)j a0j det(A0j ) = a00a11 � a01a10:

Theorem 1.3.2. A matrix A 2 M n� n (R) is invertible in M n� n (R) if and only if det(A) is a unit in R.
When det(A) is a unit in R, if n = 1 and A = ( a), then A � 1 = ( a� 1). If n > 1, we de�ne the adjoint

matrix of A as follows:

adj(A) :=

0

B
@

(� 1)0+0 det(A00) ( � 1)0+1 det(A10) :: (� 1)0+( n � 1) det(A (n � 1)0 )
...

...
...

...
(� 1)(n � 1)+0 det(A0(n � 1) ) ( � 1)(n � 1)+1 det(A1(n � 1) ) :: (� 1)(n � 1)+( n � 1) det(A (n � 1)( n � 1) )

1

C
A ;

where the (i; j )-entry of adj(A) is given by (� 1)i + j det(A ji ). Then

A � 1 = (det( A)) � 1 adj(A):

The proof can be found in e.g. [Hun12, page 353].

Example 1.3.7. Let n = 2 , by Example 1.3.6 and Theorem 1.3.2, a matrixA =
�

a00 a01

a10 a11

�
from

M 2� 2(R) is invertible if and only if a00a11 � a01a10 is a unit in R. When a00a11 � a01a10 is a unit in R,
the adjoint matrix of A is given by

adj(A) =
�

a11 � a01

� a10 a00

�
:



18

And the inverse of matrix A is given by

A � 1 = ( a00a11 � a01a10) � 1
�

a11 � a01

� a10 a00

�
: (1.7)

Example 1.3.8. Let R = Z. By Example 1.3.6,A =
�

2 3
4 7

�
has determinant 14 � 12 = 2. 2 is not a

unit in Z. By Theorem 1.3.2,A is not invertible in M 2� 2(Z). However, if we consider R = Q, 2 is a
unit in Q. By Theorem 1.3.2,A is invertible in M 2� 2(Q) and we can compute A � 1 using Equation 1.7:

A � 1 =
1
2

�
7 � 3

� 4 2

�
=

�
3:5 � 1:5
� 2 1

�
:

1.3.2 Vector Spaces

Let F be a �eld with additive identity 0 and multiplicative identity 1.

De�nition 1.3.5 (Vector space). A nonempty set V , together with two operations— vector addition
(denoted by + ) and scalar multiplication by elements ofF , which is a map from F � V to V—is called a
vector spaceover F if (V;+) is an abelian group and, for any v; w 2 V and any a; b2 F , we have

1. a(v + w) = av + aw.

2. (a + b)v = av + bv.

3. a(bv) = ( ab)v.

4. 1v = v, where 1 is the multiplicative identity of F .

Elements of V are called vectorsand elements of F are called scalars.

Remark 1.3.1. It is easy to see that if 0 is the additive identity in F and v 2 V , then 0v = 0, where 0
is the additive identity in V .

Example 1.3.9. The set of complex numbers C = f x + iy j x; y 2 R g is a vector space overR. Note
that for any a1 + b1i; a2 + b2i 2 C, vector addition is de�ned as

(a1 + b1i ) + ( a2 + b2i ) = ( a1 + a2) + ( b1 + b2)i:

And for any a 2 R, scalar multiplication by elements of R is de�ned as

a(a1 + b1i ) = aa1 + ab1i:

The identity element for vector addition is 0. Furthermore, for any a+ bi 2 C, its inverse with respect
to vector addition is given by � a � bi.

Let F n = f (v0; v1; : : : ; vn� 1) j vi 2 F 8i g be the set of n-tuples over F . De�ne vector addition
and scalar multiplication by elements of F component-wise: for any v = ( v0; v1; : : : ; vn� 1) 2 F n ,
w = ( w0; w1; : : : ; wn� 1) 2 F n , and any a 2 F ,

v + w := ( v0 + w0; v1 + w1; : : : ; vn� 1 + wn� 1); (1.8)

av := ( av0; av1; : : : ; avn� 1): (1.9)

Theorem 1.3.3. Together with vector addition and scalar multiplication by elements of F de�ned in
Equations 1.8 and 1.9 respectively,F n = f (v0; v1; : : : ; vn� 1) j vi 2 F 8i g is a vector space overF .

Proof. Take any v = ( v0; v1; : : : ; vn� 1); w = ( w0; w1; : : : ; wn� 1) from F n and any a; b2 F .
By Equation 1.8, it is easy to see that F n is closed under vector addition. The associativity

and commutativity of vector addition follow from that for addition in F . The identity element
for vector addition is (0; 0; : : : ; 0), where 0 is the additive identity in F . The inverse of v 2 F n is
(� v0; � v1; : : : ; � vn� 1), where � vi is the additive inverse of vi in F . Thus F n with vector addition is
an abelian group.

By de�nition of scalar multiplication by elements of F (Equation 1.9), av 2 F n . Properties 1 and
2 in De�nition 1.3.5 follow from distributive law in F . Property 3 follows from the associativity of
multiplication in F . Property 4 follows from the de�nition of multiplicative identity in F .



19

Example 1.3.10. Let F = F2, the unique �nite �eld with two elements (see Example 1.2.20 and The-
orem 1.2.3). Letn be a positive integer, it follows from Theorem 1.3.3 that Fn

2 is a vector space over
F2.

The identity element for vector addition is (0; 0; : : : ; 0). For any v = ( v0; v1; : : : ; vn� 1) 2 Fn
2 , the

inverse of v with respect to vector addition is (� v0; � v1; : : : ; � vn� 1) = v.

Recall that variables ranging over F2 are called bits (see De�nition 1.2.17). We have shown that
(F2; � ; &) is a �nite �eld (see Example 1.2.20), where � is logical XOR(see Example 1.2.4), and& is
logical AND(see Example 1.2.14).

De�nition 1.3.6. Vector addition in Fn
2 is called bitwiseXOR, also denoted � . Similarly, we de�ne bit-

wiseANDbetween any two vectors v = ( v0; v1; : : : ; vn� 1), w = ( w0; w1; : : : ; wn� 1) from Fn
2 as follows:

v & w := ( v0 & w0; v1 & w1; : : : ; vn� 1 & wn� 1):

Remark 1.3.2. Another useful binary operation, logical OR, denoted _, on F2 is de�ned as follows:

0 _ 0 = 0; 1 _ 0 = 1; 0 _ 1 = 1; 1 _ 1 = 1:

It can also be extended toFn
2 in a bitwise manner and we get bitwiseOR.

For simplicity, we sometimes write v0v1 : : : vn� 1 instead of (v0; v1; : : : ; vn� 1).

Example 1.3.11. Let n = 3 , take 111; 1012 F3
2, 111� 101 = 010, 111 & 101 = 101, 111_ 101 = 111.

De�nition 1.3.7. A vector in Fn
2 is called an n-bit binary string. A 4-bit binary string is called a nibble.

An 8-bit binary string is called a byte.

Example 1.3.12. • 1010; 00112 F4
2 are two nibbles. Furthermore,

1010� 0011 = 1001; 1010 & 0011 = 0010:

• 00101100is a byte.

Remark 1.3.3. By Theorem 1.1.1, a byte can be considered as a base� 2 representation/binary repre-
sentation of an integer (see Theorem 1.1.1). By Equation 1.2, the value of this integer is between0
and 255or between 0016 and FF16 with base� 16 representation/hexadecimal representation.

For the rest of this section, let V be a vector space overF .

De�nition 1.3.8. A nonempty subset U � V is called a subspaceof V if U is a vector space overF
under the same operations (vector addition and scalar multiplication by elements of F ) in V .

Remark 1.3.4. To show U � V is a subspace ofV , by De�nitions 1.3.5, 1.2.1 and 1.2.2, we need to
prove the following:

1. (U;+) is an abelian group.

(a) U is closed under + (closure property): 8u ; v 2 U, u + v 2 U.

(b) + is associative:8u ; v; w 2 U, u + ( v + w) = ( u + v) + w .

(c) The identity element for vector addition in V is also in U.

(d) For v 2 U, its additive inverse in V is also in U.

2. Scalar multiplication by elements of F is a function with domain U � F and codomain U.

3. For any v; w 2 U and any a; b2 F , we have

(a) a(v + w) = av + aw.

(b) (a + b)v = av + bv.

(c) a(bv) = ( ab)v.

(d) 1v = v, where 1 is the multiplicative identity in F .
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We note that 1-(b) and 3 follow from the corresponding properties of V . Thus, to prove U is a sub-
space ofV , we need to prove 1-(a), 1-(c), 1-(d) and 2.

In caseF = F2, by Example 1.3.10, 1-(d) is true by default. Furthermore, 2 is also true as there are
only two elements in F2: 0 and 1. To show U is a subspace whenF = F2, it suf�ces to prove 1-(a) and
1-(c).

De�nition 1.3.9. A linear combinationof v1; v2; : : : ; v r 2 V is a vector of the form a1v1 + a2v2 + � � � +
ar v r , where ai 2 F 8i .

Lemma 1.3.1. For any v1; v2; : : : ; v r 2 V (r � 1), U := f a1v1 + a2v2 + � � � + ar v r j ai 2 F g is a
subspace ofV .

Proof. By Remark 1.3.4, we will prove 1-(a), 1-(c), 1-(d) and 2.

Take any v =
rX

i =1

ai v i 2 U.

1-(a). For anyu =
rX

i =1

bi v i 2 U,

v + u =
rX

i =1

ai v i +
rX

i =1

bi v i =
rX

i =1

(ai + bi )v i 2 U

1-(c). Letai = 0 2 F , then (see Remark 1.3.1)

0 =
rX

i =1

ai v i 2 U:

1-(d). The inverse of v with respect to vector addition is given by

u :=
rX

i =1

(� ai )v i

becausev + u = 0. Furthermore, since � ai 2 F , we have u 2 U.
2. For any � 2 F ,

�
rX

i =1

ai v i =
rX

i =1

(�a i )v i 2 U:

De�nition 1.3.10. Let S = f v1; v2; : : : ; v r g � V ,

hSi := f a1v1 + a2v2 + � � � + ar v r j ai 2 F g

is called the (linear) spanof S over F . For any subspaceU � V , and a subsetS of U, if U = hSi , S is
called a generating setfor U.

We note that if S is a subspace ofV , then hSi = S.

Example 1.3.13. Let V = F3
2, and S = f 001; 100g, then hSi = f 000; 001; 100; 101g

De�nition 1.3.11. A set of vectors f v1; v2; : : : ; v r g � V are linearly independent overF if

rX

i =1

ai v i = 0 =) ai = 0 8i:

Otherwise, they are said to be linearly dependent overF .

Example 1.3.14. • Let F = F2 and V = F3
2. Then 001and 100are linearly independent.

• For any S � V , if 0 2 S, then the vectors in S are linearly dependent.
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• Let F = R; V = R3, (0; 1; 0) and (0; 0; 1) are linearly independent.

(0; 1; 0); (2; 3; 0); (1; 0; 0) are linearly dependent since for example, we have

3 � (0; 1; 0) + ( � 1) � (2; 3; 0) + 2 � (1; 0; 0) = (0 ; 0; 0):

De�nition 1.3.12. Let B be a nonempty subset of V . If V = hB i and vectors in B are linearly inde-
pendent, then B is called a basisfor V over F .

Remark 1.3.5. SupposeB is a basis for V and B = f v1; v2; : : : ; v r g. Then any element v 2 V has a
unique representation as a linear combination of vectors in B :

v =
rX

i =1

ai v i =
rX

i =1

bi v i =)
rX

i =1

(ai � bi )v i = 0 =) ai = bi 8i:

Example 1.3.15. • Let F = R, V = R3, and B = f (1; 0; 0); (0; 1; 0); (0; 0; 1) g. It is easy to see that
vectors in B are linearly independent. For any v = ( v0; v1; v2) 2 R3, we have

v = v0(1; 0; 0) + v1(0; 1; 0) + v2(0; 0; 1):

Thus, B is a generating set of V . By de�nition, B is a basis for V over R.

• Let F = F2, and V = F3
2, similarly, we can show f (1; 0; 0); (0; 1; 0); (0; 0; 1) g is a basis forV over

F2.

Example 1.3.16. Let V = F n and B = f v0; v1; : : : ; vn� 1 g, where

v i = ( vi 0; vi 1; : : : ; vi (n� 1)); vii = 1 and vij = 0 for i 6= j:

It is easy to see that vectors in B are linearly independent. For any u = ( u0; u1; : : : ; un� 1) 2 V , we
can write

u =
n� 1X

`=0

u`v ` :

Thus, B is a generating set of V. By de�nition, B is a basis for V over F .

Lemma 1.3.2. Let B1; B2 be subsets ofV . If V = hB1i and vectors in B2 are linearly independent,
then jB1j � j B2j.

Proof. SupposeB1 = f v1; v2; : : : ; v r 1 g and B2 = f w 1; w 2; : : : ; w r 2 g. SinceV = hB1i ,

w 1 =
r 1X

j =1

aj v j

for some aj 2 F . Moreover, at least one of aj 6= 0 as vectors in B2 are linearly independent. Without
loss of generality, let us assumea1 6= 0 , then

v1 = �
r 1X

j =2

aj

a1
v j +

1
a1

w 1;

and we have f w 1; v2; : : : ; v r 1 g spansV . Then, we can write

w 2 = b1w 1 +
r 1X

j =2

bj v j ;

where bj 2 F and at least one of bj 6= 0 for 2 � j � r1, otherwise w 2 is a linear combination of w 1.
Supposeb2 6= 0 , We have

v2 = �
b1

b2
w 1 �

r 1X

j =3

bj

b2
v j +

1
b2

w 2;

which means f w 1; w 2; v3; : : : ; v r 1 g spansV .
We can continue in this manner, if r1 < r 2, we will deduce that f w 1; w 2 : : : ; w r 1 g spans V and

w r 1+1 can be written as a linear combination of f w 1; w 2 : : : ; w r 1 g, a contradiction.
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We have the following direct corollary.

Corollary 1.3.1. If B1 and B2 are bases ofV , then jB1j = jB2j.

Proof. By Lemma 1.3.2,jB1j � j B2j and jB2j � j B1j.

De�nition 1.3.13. The dimensionof V over F , denoted dim(V )F , is given by the cardinality of B , jB j,
where B is a basis ofV over F .

Example 1.3.17. Continuing Example 1.3.16, dim(F n )F = n.

Lemma 1.3.3. Let F = F2, if dim(V )F2 = k, then jV j = 2 k .

Proof. Let B = f v1; v2; : : : ; vk g be a basis forV . We have discussed in Remark 1.3.5 that everyw 2 V
has a unique representation as a linear combination of vectors in B . In other words,

V =

(
kX

i =1

ai v i

�
�
�
�
�

ai 2 F2; 1 � i � k

)

;

where there are two choices for eachai .

Example 1.3.18. Let F = F2, S = f 0010; 1000g and V = hSi . It is easy to see that vectors in S are
linearly independent. By De�nition 1.3.13, dim(V )F2 = 2 . By Lemma 1.3.3,jV j = 4 . We can verify
that V = f 0000; 0010; 1000; 1010g.

For any v = ( v0; v1; : : : ; vn� 1) 2 Fn
2 and w = ( w0; w1; : : : ; wn� 1) 2 Fn

2 , we can consider v as a row
vector and w as a column vector and compute the scalar product(see De�nition 1.3.2) between v and
w:

v � w =
n� 1X

i =0

vi wi :

We note for any u = ( u0; u1; : : : ; un� 1) 2 Fn
2

(v + w) � u =
n� 1X

i =0

(vi + wi )ui =
n� 1X

i =0

vi ui +
n� 1X

i =0

wi ui = v � u + w � u : (1.10)

De�nition 1.3.14. • For any v; w 2 Fn
2 , v and w are said to beorthogonalif v � w = 0 .

• Let S � Fn
2 be nonempty. The orthogonal complement, denoted S? , of S is given by

S? = f v j v 2 Fn
2 ; v � s = 0 8s 2 S g:

• If S = ; , we de�ne S? = Fn
2 .

By de�nition, it is easy to see that hSi ? = S? .

Lemma 1.3.4. For any S � Fn
2 , S? is a subspace ofFn

2 .

Proof. By Remark 1.3.4, we will prove 1-(a) and 1-(c).
1-(a). Take anyv; u 2 S? and any s 2 S. By Equation 1.10, we have

(v + u) � s = v � s + u � s = 0 ;

hencev + u 2 S? .
1-(c). 0 � s = 0 for any s 2 S. Hence 0 2 S? .
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1.4 Modular Arithmetic

Throughout this section, let n > 1 be an integer.
We are interested in the set f 0; 1; 2: : : ; n � 1 g. It can be considered as the set of possible remain-

ders when dividing by n (see Theorem 1.1.2). We will also associate each integer with one element
of this set — namely, the remainder obtained when the integer is divided by n. Here we would like
to provide a rigorous de�nition for this association. First, we introduce the notion of equivalence
relations.

De�nition 1.4.1. A relation � on a set S is called an equivalence relationif 8a; b; c2 S, the following
conditions are satis�ed.

• a � a (re�exivity).

• If a � b, then b � a (symmetry).

• If a � band b � c, then a � c (transitivity)

Let us de�ne a relation � on the set Z as follows:

a � b if and only if n j (b� a): (1.11)

We can see that this is an equivalence relation onZ.

• 8a 2 Z, 0 = a � a and n j 0, hencea � a (re�exivity).

• If n j (a � b), then n j (b� a), we have a � b implies b � a (symmetry).

• If n j (a � b) and n j (b� c), then

n j ((a � b) + ( b� c)) = ) n j (a � c):

Thus a � band b � c implies a � c (transitivity).

De�nition 1.4.2. Take a; b 2 Z. If a � b, i.e. n j (b � a), then we say that a is congruent tob modulon,
written a � bmod n. n is called the modulus.

By the above de�nitions, saying a is congruent to bmodulo n is equivalent to saying that the remain-
der of a divided by n is the same as the remainder ofbdivided by n.

De�nition 1.4.3. If � is an equivalence relation on a set S, then the equivalence classof an element
a 2 S, denoted a, is de�ned by

a := f b j b 2 S; b� a g:

Theorem 1.4.1. If � is an equivalence relation on a setS, then � partitions S into disjoint equivalence
classes. That is,

S =
[

a2 S

a; and a \ b = ; if a 6= b:

Proof. It is easy to see thatS =
S

a.
To prove the second part. We show that the following equivalent claim is true:

if a \ b 6= ; ; then a = b:

Let c be an element of a \ b. By De�nition 1.4.3, c � a and c � b. By symmetry (De�nition 1.4.1),
a � c. By transitivity (De�nition 1.4.1), a � b. Hence a 2 b. Now for any d 2 a, d � a. By transitivity
(De�nition 1.4.1), d � b. Then by De�nition 1.4.3, d 2 b. We have a � b.

Similarly, we can prove b � a. Hence a = b.

De�nition 1.4.4. For any a 2 Z, the congruence class ofa modulon, denoted a, is de�ned to be the
equivalence class ofa with respect to the equivalence relation � de�ned in Equation 1.11.

We note that the set a consists of all integers of the form a + nk for some k 2 Z.
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Lemma 1.4.1. Let Zn denote the set of all congruence classes ofa 2 Z modulo n. Then

Zn =
�

0; 1; : : : ; n � 1
	

:

Proof. By Theorem 1.1.2, given anyb 2 Z, we can �nd q; r 2 Z such that

0 � r < n and b = qn + r =) b � r:

By Theorem 1.4.1, we haveb = r . Hence the set
�

0; 1; : : : ; n � 1
	

contains all the congruence classes
of integers modulo n, possibly with some repetitions.

If r 1 = r 2 for some 0 � r1; r2 < n , then n j (r1 � r2). Since� (n � 1) � r1 � r2 � n � 1, the only
multiple of n in this range is 0. Hence r1 � r2 = 0 , so r1 = r2.

Thus 0; 1; : : : ; n � 1 are all distinct.

Remark 1.4.1. a = b if and only if a � bmod n.

Example 1.4.1. Let n = 5 . We have 1 = 6 = � 4. By Lemma 1.4.1,Z5 =
�

0; 1; 2; 3; 4
	

.

We de�ne the addition operation on the set Zn as follows:

a + b = a + b: (1.12)

If a = a0and b = b0, we have n j (a0� a) and n j (b0� b), therefore

n j ((a0� a) + ( b0� b)) = ) n j ((a0+ b0) � (a + b)) = ) (a + b) � (a0+ b0) =) a + b = a0+ b0:

Thus the addition in Equation 1.12 is well-de�ned.

Example 1.4.2. • Let n = 7 , 3 + 2 = 5.

• Let n = 4 , 2 + 2 = 4 = 0.

Proposition 1.4.1. (Zn ; +) , the set Zn together with addition de�ned in Equation 1.12, is an abelian
group.

Proof. For any a; b 2 Zn , a + b 2 Zn . Hence Zn is closed under + . The associativity follows from the
associativity of the addition of integers. The identity element is 0 and the inverse of a is n � a:

a + n � a = n � a + a = n = 0:

The commutative property follows from that for integer addition.

Remark 1.4.2. The proof also shows that the additive inverse of a 2 Zn is � a = n � a, and the
identity element is 0.

Example 1.4.3. • Let n = 5 , the inverse of 1 in (Z5; +) is 5 � 1 = 4.

• Let n = 8 , the inverse of 2 in (Z8; +) is 8 � 2 = 6.

Lemma 1.4.2. (Zn ; +) is a cyclic group.

Proof. Recall that the identity element in (Zn ; +) is 0. It is easy to see that1 has order n (see De�ni-
tion 1.2.6):

1 + 1 = 2

1 + 1 + 1 = 3
...

1 + 1 + : : : 1| {z }
n� 1 times

= n � 1

1 + 1 + : : : 1| {z }
n times

= n = 0:
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We de�ne multiplication on Zn as follows

a � b = ab: (1.13)

If a0 = a and b0 = b, then we can write a0 = a + sn; b0 = b+ tn for some integers s; t. We have

a0b0 = ab+ n(at + sb+ st) =) a0b0 � ab:

Hence a0b0 = aband the multiplication in Equation 1.13 is well-de�ned.

Example 1.4.4. Let n = 5 ,
� 2 � 13 = 3 � 3 = 9 = 4:

Theorem 1.4.2. (Zn ; + ; �), the set Zn together with addition de�ned in Equation 1.12 and multipli-
cation de�ned in Equation 1.13 is a commutative ring. It is an integral domain if and only if n is
prime.

Proof. In Proposition 1.4.1 we have shown that (Zn ; +) is an abelian group.
Take any a; b 2 Zn , ab2 Zn . Hence Zn is closed under �. Associativity, commutativity of multipli-

cation, and distributive laws follow from that for the integers. The identity element for multiplication
is 1. We have proved that (Zn ; + ; �) is a commutative ring.

If n is not a prime, let m be a prime that divides n. Then d = n=m is an integer and d 6= 0 . We
have

m � d = n = 0:

By De�nition 1.2.10, d;m are zero divisors in Zn . By De�nition 1.2.11, Zn is not an integral domain.
Let n be a prime. Suppose there area; b 2 Zn , such that a 6= 0, b 6= 0, and a � b = 0. By de�nition,

we have n j ab. By Lemma 1.1.2,n j a or n j b, which gives a = 0 or b = 0, a contradiction.

For simplicity, we often write a instead of a. When necessary, we specify that a 2 Zn to avoid
confusion with an integer a 2 Z. In particular, Zn = f 0; 1; 2; : : : ; n � 1 g. Furthermore, to emphasize
that multiplication or addition is done in Zn , we write abmod n or a + bmod n.

Example 1.4.5. Let n = 5 , we write

4 � 2 mod 5 = 8 mod 5 = 3; or 4 � 2 � 8 � 3 mod 5:

Lemma 1.4.3. For any a 2 Zn with a 6= 0 , the element a has a multiplicative inverse in Zn if and only
if gcd(a; n) = 1 .

Proof. By Bézout's identity (Theorem 1.1.3), gcd(a; n) = sa + tn for some s; t 2 Z.
( = If gcd(a; n) = 1 , then sa + tn = 1 , i.e. n j (1 � sa). Hence sa � 1 mod n, so the congruence

class ofs is the multiplicative inverse of a in Zn .
=) On the other hand, if a has a multiplicative inverse, then there exists s 2 Zn such that

as mod n = 1 , which gives n j (as � 1). Hence there is somet 2 Z such that 1 = as + tn . By
Lemma 1.1.1 (6),gcd(a; n) j 1. As gcd(a; n) > 0, we have gcd(a; n) = 1 .

When a 2 Zn is invertible, we denote its multiplicative inverse in Zn by a� 1. Thus

aa� 1 = a� 1a = 1

in Zn .

Remark 1.4.3. Recall that by the extended Euclidean algorithm (Algorithm 1.2), we can �nd integers
s; t such that gcd(a; n) = sa + tn for any a; n 2 Z. In particular, when gcd(a; n) = 1 , we can �nd s; t
such that 1 = as + tn , which gives as mod n = 1 . Thus, we can �nd a� 1 mod n = s mod n by the
extended Euclidean algorithm.

Example 1.4.6. We calculated in Example 1.1.15 thatgcd(160; 21) = 1 and 1 = ( � 8) � 160 + 61 � 21.
We have 21� 1 mod 160 = 61.
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Example 1.4.7. Let
p = 5 ; q = 7

By the extended Euclidean algorithm,

7 = 5 � 1 + 2; 5 = 2 � 2 + 1;

1 = 5 � 2 � 2 = 5 � (7 � 5) � 2 = 5 � 3 � 7 � 2:

We have
p� 1 mod q = 5 � 1 mod 7 = 3; q� 1 mod p = 7 � 1 mod 5 = � 2 mod 5 = 3:

Example 1.4.8. Let
p = 7 ; q = 47

By the extended Euclidean algorithm,

47 = 7 � 6 + 5; 7 = 5 � 1 + 2; 5 = 2 � 2 + 1;

1 = 5 � 2 � 2 = 5 � (7 � 5) � 2 = 5 � 3 � 7 � 2 = (47 � 7 � 6) � 3 � 7 � 2

= 47 � 3 � 7 � 20:

We have

p� 1 mod q = 7 � 1 mod 47 = � 20mod 47 = 27; q� 1 mod p = 47 � 1 mod 7 = 3:

Corollary 1.4.1. Zn is a �eld if and only if n is prime.

Proof. By Theorem 1.4.2,Zn is a commutative ring. By De�nition 1.2.12 and Lemma 1.4.3, Zn is a �eld
if and only if for any a 2 Zn such that a 6= 0 , we have gcd(a; n) = 1 , which is true if and only if n is a
prime.

Corollary 1.4.2. For any a 2 Zn , if gcd(a; n) = 1 , then the set f ab j b 2 Zn g = Zn .

Proof. It is clear from the de�nition that f ab j b 2 Zn g � Zn . As there are n distinct values for b,
it suf�ces to prove that ab1 6� ab2 mod n for b1; b2 2 Zn with b1 6= b2. We will prove the claim by
contradiction.

Assume
ab1 � ab2 mod n (1.14)

and b1 6= b2. By Lemma 1.4.3,a� 1 exists. Multiply both sides of Equation 1.14 by a� 1 we get b1 �
b2 mod n, a contradiction.

We note that when p is prime, Zp is the unique �nite �eld Fp up to isomorphism (see Theorem 1.2.3
and Remark 1.2.2).

Lemma 1.4.3 leads us to the following de�nition.

De�nition 1.4.5. Let Z �
n denote the set of congruence classes inZn which have multiplicative in-

verses:
Z �

n := f a j a 2 Zn ; gcd(a; n) = 1 g:

The Euler's totient function, ' , is a function de�ned on the set of integers bigger than 1 such that ' (n)
gives the cardinality of Z �

n :
' (n) = jZ �

n j:

Example 1.4.9. • Let n = 3 , Z �
3 = f 1; 2 g, ' (3) = 2 .

• Let n = 4 , Z �
4 = f 1; 3 g, ' (4) = 2 .

• Let n = p be a prime number, Z �
p = Zp � f 0 g3 = f 1; 2; : : : ; p � 1 g, ' (p) = p � 1.

3Recall the difference between sets de�ned in Equation 1.1.
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Lemma 1.4.4. (Z �
n ; �), the setZ �

n together with the multiplication de�ned in Zn (Equation 1.13), is an
abelian group.

Proof. For any a; b 2 Z �
n , a� 1; b� 1 2 Z �

n . We note that (ab)(b� 1a� 1) = 1 , henceab has an inverse in
Z �

n and ab 2 Z �
n (closure). The associativity follows from that for multiplications in Z. The identity

element is 1 and Lemma 1.4.3 proves that every element has an inverse inZ �
n .

Commutativity follows from commutativity of multiplication in Zn .

Recall by the Fundamental Theorem of Arithmetic (Theorem 1.1.5), every integer n > 1 is either
a prime or can be written as a product of primes in a unique way. We have the following result
concerning Euler's totient function. The proof can be found in e.g. [Sie88, page 247].

Theorem 1.4.3. For any n 2 Z, n > 1,

if n =
kY

i =1

pei
i ; then ' (n) = n

kY

i =1

�
1 �

1
pi

�
; (1.15)

where pi are distinct primes.

Example 1.4.10. • Let n = 10. 10 = 2 � 5. We can count the elements in Z10 that are coprime to
10 (labelled in red color):

Z10 = f 0; 1; 2; 3; 4; 5; 6; 7; 8; 9 g:

There are four of them. By Equation 1.15, we also have

' (10) = 10 �
�

1 �
1
2

�
�

�
1 �

1
5

�
= 4 :

• Let n = 120. 120 = 23 � 3 � 5. We have

' (120) = 120 �
�

1 �
1
2

�
�

�
1 �

1
3

�
�

�
1 �

1
5

�
= 32:

• Let n = pq, where p and q are two distinct primes. Then

' (n) = pq
�

1 �
1
p

� �
1 �

1
q

�
= ( p � 1)(q � 1):

• Let n = pk , where p is a prime and k 2 Z, k � 1. Then

' (pk ) = pk
�

1 �
1
p

�
= pk� 1(p � 1):

• In particular, if p = 2 ,
' (2k ) = 2 k� 1:

Theorem 1.4.4 (Euler's Theorem). For any a 2 Z, a' (n) � 1 mod n if gcd(a; n) = 1 .

Proof. By de�nition, jZ �
n j = ' (n). If gcd(a; n) = 1 , then a 2 Z �

n . The result follows from Theorem 1.2.1.

Example 1.4.11. Let n = 4 . We have calculated that ' (4) = 2 in Example 1.4.9. And

32 = 9 � 1 mod 4:

Let n = 10. we have calculated that ' (10) = 4 in Example 1.4.10. And

34 = 81 � 1 mod 10:

Since' (p) = p � 1 (Example 1.4.9), a direct corollary of Euler's Theorem is Fermat's Little Theo-
rem.
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Theorem 1.4.5 (Fermat's Little Theorem) . Let p be a prime. For any a 2 Z, if p - a, then ap� 1 �
1 mod p.

Example 1.4.12. • Let p = 3 . 22 = 4 � 1 mod 3.

• Let p = 5 . 24 = 16 � 1 mod 5.

Corollary 1.4.3. Let p be a prime. Then for any a 2 Z and any nonnegative integers b; csuch that
b � c mod (p � 1), we have

ab � ac mod p:

In particular,
ab � ab mod (p� 1) mod p:

Proof. By Fermat's Little Theorem (Theorem 1.4.5),

ap� 1 �

(
1 mod p if p - a

0 mod p otherwise
:

Sinceb � c mod (p � 1), b� c = ( p � 1)k for some k 2 Z. And

ab � ac+( p� 1)k � aca(p� 1)k �

(
ac mod p if p - a

0 mod p otherwise
� ac mod p:

Example 1.4.13. Let p = 5 , a = 2 , b = 6 . Then

26 � 26 mod 4 � 22 � 4 mod 5:

We can verify that indeed
26 � 64 � 4 mod 5:

Corollary 1.4.4. Let p be a prime and bbe an integer coprime to ' (p). For any a1; a2 2 Zp, if a1 6= a2,
then ab

1 6� ab
2 mod p.

Proof. Supposea1 6= a2 and ab
1 � ab

2 mod p. Let c = b� 1 mod ' (p), then

abc
1 � abc

2 mod p; and bc� 1 mod ' (p):

By Corollary 1.4.3, a1 � a2 mod p. Sincea1; a2 2 Zp, we have a1 = a2, a contradiction.

Example 1.4.14. Let p = 7 , then ' (p) = 6 . Let a1 = 3 , a2 = 4 , b = 5 . Then

ab
1 � 35 � 243� 5 mod 7; ab

2 � 45 � 1024� 2 mod 7:

This agrees with Corollary 1.4.4. On the other hand, if we let b = 2 , which is not coprime to ' (p), we
have

ab
1 � 32 � 9 � 2 mod 7; ab

2 � 42 � 16 � 2 mod 7:

1.4.1 Solving Linear Congruences

In this part, we will discuss how to solve a system of linear congruences in Zn .
We �rst consider one linear congruence equation.

Lemma 1.4.5. For any a; b2 Z, the linear congruence

ax � bmod n

has at least one solution in Z if and only if gcd(a; n) j b.
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Proof. By De�nition 1.4.2, the linear congruence is equivalent to the following equation for some
k 2 Z

ax + kn = b (1.16)

=) By Lemma 1.1.1 (6),gcd(a; n) j b.
( = Assume gcd(a; n) j b, then b

gcd(a;n) is an integer. By Bézout's identity (Theorem 1.1.3), we can �nd

integers s; t such that as + tn = gcd(a; n). Multiplying both sides by b
gcd(a;n) , we have

a
sb

gcd(a; n)
+ n

tb
gcd(a; n)

= b:

Thus sb
gcd(a;n) is a solution for Equation 1.16.

Example 1.4.15. Let n = 10, a = 4 . Then gcd(a; n) = 2 . By Lemma 1.4.5, the linear congruence
4x � 1 mod 10 has no solution. Indeed, if we try to multiply any integer by 4 and divide by 10 we
will not get an odd remainder.

On the other hand, the linear congruence 4x � 2 mod 10 has at least one solution. For example,
x = 3 is a solution (4 � 3 � 12 � 2 mod 10).

Theorem 1.4.6. For any a; b2 Z, the linear congruence

ax � bmod n

has a unique solution in Zn if and only if gcd(a; n) = 1 .

Proof. =) Suppose gcd(a; n) > 1 and x0 2 Zn is a solution for the linear congruence. Let x1 =
x0 + n

gcd(a;n) , then

ax1 � ax0 +
�

a
gcd(a; n)

�
n � ax0 mod n:

Since gcd(a; n) > 1, n
gcd(a;n) 6= 0 mod n, and we have x1 6� x0 mod n. Thus x1 mod n is another

solution in Zn .
( = Supposegcd(a; n) = 1 . Take any two solutions x0; x1 2 Zn , we have ax1 � ax0 mod n. Then

a(x0 � x1) � 0 mod n =) n j a(x0 � x1):

Sincegcd(n; a) = 1 , n - a. By Lemma 1.1.1 (7),n j (x0 � x1). As x0; x1 2 Zn , 0 � x0; x1 < n , we must
have x0 � x1 = 0 .

Example 1.4.16. • Let n = 10, a = 3 . 3x � 4 mod 10has a unique solution x = 8 2 Z10.

• Let n = 10, a = 4 . 4x � 4 mod 10has two solutions in Z10: x = 1 ; 6.

We now know when there are solutions for a linear congruence and when the solution is unique
in Zn . Next, we will discuss the formulas to �nd the solution when it is unique. Also, instead of
only looking at one equation, the method can �nd the solution for a few equations, which are called
a system of simultaneous congruences, at the same time.

Such a problem was mentioned in an ancient Chinese math book called “Sun Zi Suan Jing”. The
question in the book asks: “There is something whose amount is unknown. If we count by threes,
2 are remaining; by �ves, 3 are remaining; and by sevens, 2 are remaining. How many things are
there?” Translating to our notations, the question is

x � 2 mod 3

x � 3 mod 5

x � 2 mod 7

x � ? (1.17)
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Before answering the question, we provide the solution for a more general case. Let us consider
a system of simultaneous linear congruences

x � a1 mod m1

x � a2 mod m2
...

x � ak mod mk ; (1.18)

where mi are pairwise coprime positive integers, i.e gcd(mi ; mj ) = 1 for i 6= j .
De�ne

m =
kY

i =1

mi ; M i =
m
mi

; 1 � i � k: (1.19)

Sincemi are pairwise coprime, mi and M i are coprime. By Lemma 1.4.3,yi := M � 1
i mod mi exists. It

can be computed by the extended Euclidean algorithm (See Remark 1.4.3). Let

x =
kX

i =1

ai yi M i mod m: (1.20)

Sinceyi = M � 1
i mod mi and mj j M i for j 6= i , we have

ai yi M i � ai mod mi ; and aj yj M j � 0 mod mi if j 6= i:

Then,
x � ai yi M i +

X

1� j � k;j 6= i

aj yj M j � ai mod mi for all i:

Thus, x is a solution to the system of simultaneous linear congruences in Equation 1.18.
Now, we can compute a solution to Equation 1.17. We have

m1 = 3 ; m2 = 5 ; m3 = 7 ; a1 = 2 ; a2 = 3 ; a3 = 2 ;

and
m = 3 � 5 � 7 = 105; M 1 = 35; M 2 = 21; M 3 = 15:

By the extended Euclidean algorithm, we get

y1 = M � 1
1 mod 3 = 2 � 1 mod 3 = 2;

y2 = M � 1
2 mod 5 = 1 � 1 mod 5 = 1;

y3 = M � 1
3 mod 7 = 1 � 1 mod 7 = 1:

And a solution to Equation 1.17 is given by

x =
3X

i =1

ai yi M i mod m = 2 � 2 � 35 + 3 � 1 � 21 + 2 � 1 � 15mod 105

= 233 mod 105 = 23 mod 105:

Example 1.4.17. Let us solve the following system of simultaneous linear congruences

x � 2 mod 5

x � 1 mod 7

x � 5 mod 11

x � ? mod 385:

Following the above procedures, we have

m1 = 5 ; m2 = 7 ; m3 = 11; a1 = 2 ; a2 = 1 ; a3 = 5 ;
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m = 5 � 7 � 11 = 385; M 1 = 77; M 2 = 55; M 3 = 35:

Then
M 1 � 77 � 2 mod 5; M 2 � 55 � 6 mod 7; M 3 � 35 � 2 mod 11:

Using the extended Euclidean algorithm, we compute the modular inverses:

y1 = M � 1
1 mod 5 = 3; y2 = M � 1

2 mod 7 = 6; y3 = M � 1
3 mod 11 = 6:

And

x =
3X

i =1

ai yi M i mod m = 2 � 3 � 77 + 1 � 6 � 55 + 5 � 6 � 35mod 385

= 1842 mod 385 = 302:

We have shown how to �nd a solution to a system of simultaneous linear congruences. The
following theorem says that our solution is unique in Zm .

Theorem 1.4.7 (Chinese Remainder Theorem). Let m1; m2; : : : ; mk be pairwise coprime positive in-
tegers. For anya1; a2; : : : ; ak 2 Z, the system of simultaneous congruences

x � a1 mod m1; x � a2 mod m2; : : : x � ak mod mk

has a unique solution modulo m =
Q k

i =1 mi .

Proof. The discussions above have shown the existence of such a solution. To prove the uniqueness,
let x1; x2 2 Zm be two solutions for the system of simultaneous congruences. Then

x1 � x2 mod m1; x1 � x2 mod m2; : : : x1 � x2 mod mk :

By de�nition, we have

m1 j (x1 � x2); m2 j (x1 � x2); : : : mk j (x1 � x2):

Since the integersmi are pairwise coprime, Lemma 1.1.1 (8) implies that

m =
kY

i =1

mi

divides x1 � x2. As x1 and x2 are from Zm , we must have x1 = x2.

Example 1.4.18. Let p = 3 ; q = 5 ; n = 15; a = 10. We would like to �nd the unique solution x 2 Z15

such that
x � 10mod 3; x � 10mod 5:

We have
m1 = p = 3 ; m2 = q = 5 ; a1 = a2 = a = 10:

Hence

m = n = 15; M 1 = 5 ; M 2 = 3 ; y1 = 5 � 1 mod 3 = 2; y2 = 3 � 1 mod 5 = 2:

And

x = a1y1M 1 + a2y2M 2 mod n = 10 � 2 � 5 + 10 � 2 � 3 mod 15 = 160 mod 15 = 10:

Example 1.4.19. Take two distinct primes p; q, and let n = pq. By Theorem 1.4.7, for anya 2 Zn , there
is a unique solution x 2 Zn such that

x � a mod p; x � a mod q: (1.21)

Sincea � a mod p and a � a mod q, the unique solution is given by x = a 2 Zn . In other words,
there is no other element b 2 Zn different from a that satis�es Equation 1.21.
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On the other hand, following the above procedures for �nding the solution, we have

m1 = p; m2 = q; a1 = a2 = a:

And
m = n = pq; M1 = q; M2 = p; y1 = q� 1 mod p; y2 = p� 1 mod q:

Then

x = a1y1M 1 + a2y2M 2 mod n = ( a(q� 1 mod p)q + a(p� 1 mod q)p) mod n

= ( a((q� 1 mod p)q + ( p� 1 mod q)p)) mod n:

By de�nition,
(q� 1 mod p)q = pk1 + 1 ; (p� 1 mod q)p = qk2 + 1 ;

for some integers k1; k2. Thus

p j ((q� 1 mod p)q + ( p� 1 mod q)p � 1);

and
q j ((q� 1 mod p)q + ( p� 1 mod q)p � 1):

By Lemma 1.1.1 (8), we have

n j ((q� 1 mod p)q + ( p� 1 mod q)p � 1) =) (q� 1 mod p)q + ( p� 1 mod q)p � 1 mod n:

Thus
x = ( a((q� 1 mod p)q + ( p� 1 mod q)p)) mod n = a mod n:

Corollary 1.4.5. Let p and q be two distinct primes and n = pq. For any a 2 Z and any nonnegative
integer b, we have

ab � ab mod ' (n) mod n:

Proof. Since' (n) = ( p � 1)(q � 1),

bmod ' (n) � bmod (p � 1); bmod ' (n) � bmod (q � 1):

By Corollary 1.4.3,
ab � ab mod ' (n) mod p; ab � ab mod ' (n) mod q:

By Example 1.4.19,
ab � ab mod ' (n) mod n:

Example 1.4.20. Let p = 3 , q = 5 , a = 2 , b = 9 . Then n = 15 and ' (n) = 2 � 4 = 8. And

29 � 29 mod 8 � 2 mod 15:

We can check that
29 � 512� 2 mod 15:

Corollary 1.4.6. Let p and q be two distinct primes and n = pq. For any a1; a2 2 Zn and b 2 Z �
' (n) , if

a1 6= a2, then ab
1 6� ab

2 mod n.

Proof. Supposeab
1 � ab

2 mod n. Let c = b� 1 mod ' (n), then

abc
1 � abc

2 mod n; and bc� 1 mod ' (n):

By Corollary 1.4.5, a1 � a2 mod n. Sincea1; a2 2 Zn , we have a1 = a2, a contradiction.

Example 1.4.21. Let p = 5 , q = 7 , a1 = 4 , a2 = 6 . Then n = 35 and ' (n) = 4 � 6 = 24. Chooseb = 5 .
Then

ab
1 � 45 � 9 mod 35; ab

2 � 65 � 6 mod 35:
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1.5 Polynomial Rings

In this section, we introduce another family of commutative rings—polynomial rings. Throughout
this section, let (F; + ; �) be a �eld with additive identity 0 and multiplicative identity 1.

De�nition 1.5.1. • De�ne

F [x] :=

(
nX

i =0

ai x i

�
�
�
�
�

ai 2 F; n � 0

)

:

An element f (x) = anxn + an� 1xn� 1 + � � � + a1x + a0 2 F [x] is called a polynomial overF .

• If an 6= 0 , then the degree off (x), denoted deg(f (x)) , is de�ned to be n. By convention, we de�ne
deg(0) = �1 .

Example 1.5.1. Let F = R, then f (x) = x + 1 2 R[x] is a polynomial over R and deg(f (x)) = 1 .

Take f (x) = anxn + an� 1xn� 1 + � � � + a0, g(x) = bm xm + bm� 1xm� 1 + � � � + b0 from F [x]. Without
loss of generality, let us assumen � m. Then we can write g(x) = bnxn + bn� 1xn� 1 + � � � + b0, where
bi = 0 for i > m . We de�ne addition + F [x] and multiplication � F [x] as follows:

f (x) + F [x] g(x) := cnxn + cn� 1xn� 1 + � � � + c0; where ci = ai + bi : (1.22)

And

f (x) � F [x] g(x) := dm+ nxm+ n + dm+ n� 1xm+ n� 1 + � � � + d0; where di =
iX

j =0

aj bi � j : (1.23)

It is easy to show the following proposition.

Proposition 1.5.1. With the addition + F [x] and multiplication � F [x] de�ned in Equations 1.22 and 1.23,
(F [x]; + F [x]; � F [x]) is a commutative ring. It is called the polynomial ring overF .

The identity element for + F [x] is the zero polynomial. The identity element for � F [x] is the con-
stant polynomial 1. The additive inverse of a polynomial

f (x) = anxn + an� 1xn� 1 + � � � + a0

is given by
� f (x) = � anxn � an� 1xn� 1 � � � � � a0;

where � ai is the additive inverse of ai in F . For simplicity, we will write f (x)g(x) and f (x) + g(x)
instead of f (x) � F [x] g(x) and f (x) + F [x] g(x).

Example 1.5.2. Let F = R, R[x] is a ring. The identity element for multiplication is 1. The identity
element for addition is 0. Take f (x) = x + 1 ; g(x) = x in R[x],

f (x) + g(x) = 2 x + 1 ; f (x)g(x) = x2 + x:

The additive inverse of f (x) is
� x � 1:

Lemma 1.5.1. For any f (x); g(x) 2 F [x], such that f (x) 6= 0 ; g(x) 6= 0 , we have

deg(f (x)g(x)) = deg( f (x)) + deg( g(x)) :

Proof. Let m = deg(f (x)) and n = deg(g(x)) . Then we can write

f (x) =
mX

i =0

ai x i ; g(x) =
nX

j =0

bj x j ; where am 6= 0 ; bn 6= 0 :

By Equation 1.23,f (x)g(x) = d(x), where the highest power of x in d(x) is m + n and its coef�cient is
am bn 6= 0 . We have deg(d(x)) = m + n.
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Lemma 1.5.2. F [x] is an integral domain.

Proof. For any f (x); g(x) 2 F [x], such that f (x) 6= 0 ; g(x) 6= 0 , we have deg(f (x)) � 0; deg(g(x)) � 0.
By Lemma 1.5.1,deg(f (x)g(x)) � 0, and hencef (x)g(x) 6= 0 .

Similar to Euclid's algorithm (Theorem 1.1.2), we have the following theorem. The proof can be
found in e.g. [Her96, page 155].

Theorem 1.5.1 (Division Algorithm) . For any f (x); g(x) 2 F [x] with f (x) 6= 0 , there exist s(x); r (x) 2
F [x] such that

g(x) = s(x)f (x) + r (x);

where either r (x) = 0 or deg(r (x)) < deg(f (x)) . r (x) is called the remainder, and s(x) is called the
quotient.

De�nition 1.5.2. Let f (x); g(x) 2 F [x], if f (x) 6= 0 and g(x) = s(x)f (x) for some s(x) 2 F [x], then we
say f (x) dividesg(x), written f (x) j g(x).

Example 1.5.3. Let F = F5. Take g(x) = 4 x5 + x3; f (x) = x3 2 F5[x], then

g(x) = f (x)(4x2 + 1)

and f (x) j g(x).

De�nition 1.5.3. A polynomial f (x) 2 F [x] of positive degree is said to be reducible (overF ) if there
exist g(x); h(x) 2 F [x] such that

deg(g(x)) < deg(f (x)) ; deg(h(x)) < deg(f (x)) ; and f (x) = g(x)h(x):

Otherwise, it is said to be irreducible (overF ).

It is easy to show the following lemma from the above de�nitions.

Lemma 1.5.3. A polynomial f (x) 2 F [x] of degree n is reducible over F if and only if it is divisible
by an irreducible polynomial of degree at most bn=2c.

Remark 1.5.1. • f (x) 2 F [x] of degree 2 or 3 is reducible over F if and only if it has a root in F .4

• Let f (x) =
P n

i =0 ai x i 2 F [x]. Then f (0) = a0. Thus f (x) is reducible if a0 = 0 .

• Let f (x) =
P n

i =0 ai x i 2 F2[x]. Then f (1) =
P n

i =0 ai . If jf ai j ai 6= 0 gj is even, then f (1) = 0
and f (x) is reducible over F2. In other words, any f (x) 2 F2[x] with an even number of nonzero
terms is reducible over F2.

Example 1.5.4. • h(x) = x5 + x3 2 F3[x] has degree5 and it is reducible since

h(x) = x3(x2 + 1) :

• g(x) = x2 2 F2[x] has degree2 and it is reducible, g(x) = x � x.

Example 1.5.5. Let F = F2.

• All the polynomials of degree 2 are x2; x2 + 1 ; x2 + x + 1 ; x2 + x. By Remark 1.5.1, the only
irreducible polynomial of degree 2 is x2 + x + 1 .

• All the degree 3 polynomials with an odd number of nonzero terms are x3; x3 + x + 1 ; x3 + x2 +
1; x3 + x2 + x. Among those, the polynomials with a0 6= 0 are the irreducible polynomials of
degree3:

x3 + x + 1 ; x3 + x2 + 1 :
4An element a 2 F is a rootof f (x) if f (a) = 0 .
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• Degree 4 polynomials with a0 6= 0 and an odd number of nonzero terms are

x4 + x + 1 ; x4 + x2 + 1 ; x4 + x3 + 1 ; x4 + x3 + x2 + x + 1 :

By our choice, they are not divisible by degree 1 polynomials. By Lemma 1.5.3, any of them is
reducible if and only if it is divisible by x2 + x + 1 , which can be veri�ed using the Division
Algorithm (Theorem 1.5.1). For example,

x4 + x + 1 = ( x2 + x)(x2 + x + 1) + 1

is not divisible by x2 + x + 1 . And

x4 + x2 + 1 = ( x2 + x + 1)( x2 + x + 1)

is divisible by x2 + x + 1 .

Finally, we have all the degree 4 irreducible polynomials over F2:

x4 + x + 1 ; x4 + x3 + 1 ; x4 + x3 + x2 + x + 1 :

We note that there are many analogies between a polynomial ring F [x] and the ring of integers
Z. For example, a polynomial f (x) corresponds to an integer n. An irreducible polynomial p(x)
corresponds to a prime p.

For the rest of the section, let us �x a polynomial f (x) 2 F [x] such that f (x) 6= 0 . Same as in
Equation 1.11, we de�ne a relation � on F [x] as follows:

g(x) � h(x) if f (x) j (g(x) � h(x)) :

We have shown that the relation in Equation 1.11 is an equivalence relation on Z, and a similar
proof shows that � is an equivalence relation on F [x]. We can also de�ne congruence in F [x] (cf.
De�nition 1.4.2).

De�nition 1.5.4. For any g(x); h(x) 2 F [x], if g(x) � h(x), i.e. f (x) j (g(x) � h(x)) , then we say that
g(x) is congruent toh(x) modulof (x), written

g(x) � h(x) mod f (x):

The congruence class ofg(x) modulo f (x) is given by

f h(x) j h(x) � g(x) mod f (x) g:

Similar proofs for Lemma 1.4.1 can be applied to prove the following lemma.

Lemma 1.5.4. Supposef (x) has degreen, where n � 1. Let F [x]=(f (x)) denote the set of all congru-
ence classesof g(x) 2 F [x] modulo f (x). Then

F [x]=(f (x)) =

(
n� 1X

i =0

ai x i

�
�
�
�
�

ai 2 F for 0 � i < n

)

can be identi�ed with the set of all polynomials of degree less than n.

Example 1.5.6. Let f (x) = x2 + x + 1 2 F2[x]. By Lemma 1.5.4,

F2[x]=(f (x)) = f 0; 1; x; x + 1 g:

Similarly, let g(x) = x2 2 F2[x]. Then

F2[x]=(g(x)) = f 0; 1; x; x + 1 g:

We can see thatF2[x]=(f (x)) and F2[x]=(g(x)) can both be represented by the same set of polynomials,
although the arithmetic in the two rings is different.
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+ 0 1 x x + 1
0 0 1 x x + 1
1 1 0 x + 1 x
x x x + 1 0 1

x + 1 x + 1 x 1 0

� 0 1 x x + 1
0 0 0 0 0
1 0 1 x x + 1
x 0 x x + 1 1

x + 1 0 x + 1 1 x

Table 1.2: Addition and multiplication in F2[x]=(f (x)) , where f (x) = x2 + x + 1 .

+ 0 1 x x + 1
0 0 1 x x + 1
1 1 0 x + 1 x
x x x + 1 0 1

x + 1 x + 1 x 1 0

� 0 1 x x + 1
0 0 0 0 0
1 0 1 x x + 1
x 0 x 0 x

x + 1 0 x + 1 x 1

Table 1.3: Addition and multiplication in F2[x]=(g(x)) , where g(x) = x2.

Naturally, for any g(x); h(x) 2 F [x]=(f (x)) , same as in Equations 1.12 and 1.13, addition and
multiplication in F [x]=(f (x)) are computed modulo f (x).

Example 1.5.7. Let f (x) 2 F2[x] be a polynomial of degree n. For any

g(x) =
n� 1X

i =0

ai x i ; h(x) =
n� 1X

i =0

bi x i

from F2[x]=(f (x)) , we have

g(x) + h(x) mod f (x) =
n� 1X

i =0

ci x i ; where ci = ai + bi mod 2:

Thus the addition computations in F2[x]=(f (x)) are the same for all f (x) of the same degree.

Example 1.5.8. Let F = F2, f (x) = x2 + x + 1 2 F2[x], g(x) = x 2 F2[x]=(f (x)) , and h(x) = x 2
F2[x]=(f (x)) . We have

g(x) + h(x) mod f (x) = x + x mod f (x) = 0 ;
g(x)h(x) mod f (x) = x2 mod f (x) = x + 1 :

Example 1.5.9. Let f (x) = x2 + x + 1 ; g(x) = x2 2 F2[x]. The addition and multiplication computa-
tions in F2[x]=(f (x)) and F2[x]=(g(x)) are shown in Tables 1.2 and 1.3 respectively. We note that the
addition computations for F2[x]=(f (x)) and F2[x]=(g(x)) are the same as discussed in Example 1.5.7.

We also have the notion of the greatest common divisorsbetween two nonzero polynomials in
F [x] (cf. De�nition 1.1.5). Then, for any g(x) 2 F [x], modi�ed version of the Euclidean algo-
rithm (Algorithm 1.1) can be applied to �nd the greatest common divisor for g(x) and f (x), denoted
gcd(g(x); f (x)) . Similarly the extended Euclidean algorithm (Algorithm 1.2) can be applied to �nd
the inverse of g(x) modulo f (x) when gcd(f (x); g(x)) = 1 . More details are presented in [LX04,
Section 3.2].

Example 1.5.10. Let F = F2 and f (x) = x2 + x + 1 ; g(x) = x 2 F2[x]. By the Euclidean algorithm, we
have

f (x) = ( x + 1) g(x) + 1 ; gcd(g(x); f (x)) = gcd( g(x); 1) = 1 :

By the extended Euclidean algorithm,

1 = g(x)(x + 1) + f (x):

We have g(x) � 1 mod f (x) = x + 1 .
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Example 1.5.11. Let F = F2 and f (x) = x2 + x + 1 ; g(x) = x2 2 F2[x]. By the Euclidean algorithm,
we have

f (x) = g(x) + ( x + 1) ; gcd(g(x); f (x)) = gcd( g(x); (x + 1)) ;
g(x) = ( x + 1)( x + 1) + 1 ; gcd(g(x); (x + 1)) = 1 :

By the extended Euclidean algorithm,

1 = g(x) + ( x + 1)( x + 1) = g(x) + ( x + 1)( f (x) + g(x)) = g(x)x + ( x + 1) f (x):

And g(x) � 1 mod f (x) = x.

Similar proofs for Theorem 1.4.2 and Corollary 1.4.1 can be applied to show the following theo-
rem.

Theorem 1.5.2. Together with addition and multiplication modulo f (x), F [x]=(f (x)) is a commuta-
tive ring. It is a �eld if and only if f (x) is irreducible.

Example 1.5.12. Let F = R. By Remark 1.5.1,f (x) = x2 + 1 is irreducible over R. By Theorem 1.5.2,
R[x]=(f (x)) is a �eld. By Lemma 1.5.4,

R[x]=(f (x)) = f a + bx j a; b2 R g:

Recall that
C = f a + bi j a; b2 R g:

It is easy to see thatR[x]=(f (x)) �= C by mapping x to i (see De�nition 1.2.16).

Example 1.5.13. In Examples 1.5.4 and 1.5.5 we have shown thatg(x) = x2 is reducible and f (x) =
x2 + x + 1 is irreducible over F2.

By Theorem 1.5.2,F2[x]=(g(x)) is not a �eld and F2[x]=(f (x)) is a �eld. Indeed, in Examples 1.5.6
and 1.5.9, we have seen that even thoughF2[x]=(f (x)) and F2[x]=(g(x)) contain equivalent classes
generated by the same elements, the multiplication computations are different in those two rings.
In particular, x is a zero divisor in F2[x]=(g(x)) (Table 1.3), but has inversex + 1 in F2[x]=(f (x))
(Table 1.2).

We have discussed that there is only one �nite �eld up to isomorphism (Theorem 1.2.3). The
following theorem speci�es the �eld structures for F [x]=(f (x)) when F = Fp, where p is a prime.

Theorem 1.5.3. Let p be a prime, and let f (x) 2 Fp[x] be an irreducible polynomial of deg(f (x)) = n.
Then Fp[x]=(f (x)) �= Fpn .

Proof. By Lemma 1.5.4,

Fp[x]=(f (x)) =

(
n� 1X

i =0

ai x i

�
�
�
�
�

ai 2 Fp for 0 � i < n

)

:

There arep choices for each of then ai s. Hence the cardinality of Fp[x]=(f (x)) is pn . The result follows
from Theorem 1.2.3.

Example 1.5.14. Let f (x) = x2 + x + 1 2 F2[x], by Theorem 1.5.3,F2[x]=(f (x)) �= F22 .

1.5.1 Bytes

Throughout this subsection, let f (x) = x8 + x4 + x3 + x + 1 2 F2[x].
It can be shown that f (x) is irreducible over F2 using Lemma 1.5.3 and Example 1.5.5. Then by

Lemma 1.5.4,

F2[x]=(f (x)) =

(
7X

i =0

bi x i

�
�
�
�
�

bi 2 F2 8i

)

:

By Theorem 1.5.3,F2[x]=(f (x)) �= F28 .
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We note that any

b7x7 + b6x6 + b5x5 + b4x4 + b3x3 + b2x2 + b1x + b0 2 F2[x]=(f (x))

can be stored as a byteb7b6b5b4b3b2b1b0 2 F8
2 (see De�nition 1.3.7), which represents an integer be-

tween 0 (0016) and 255 (FF16) (see Remark 1.3.3). There are256 different values for a byte, and
jF28 j = 2 8 = 256. Then  de�ned as follows

 : F2[x]=(f (x)) ! F8
2

b7x7 + b6x6 + b5x5 + b4x4 + b3x3 + b2x2 + b1x + b0 7! b7b6b5b4b3b2b1b0

is a bijective function. Thus, with addition and multiplication modulo f (x) in F2[x]=(f (x)) , we can
de�ne the corresponding addition and multiplication between bytes.

De�nition 1.5.5. For any two bytes v = v7v6 : : : v1v0 and w = w7w6 : : : w1w0, let gv (x) = v7x7 +
v6x6 + � � � + v1x + v0 and gw (x) = w7x7 + w6x6 + � � � + w1x + w0 be the corresponding polynomials
in F2[x]=(f (x)) . Using the bijection  , we de�ne

v + w :=  (gv (x) + gw (x) mod f (x)) ;

and
v � w :=  (gv (x)gw (x) mod f (x)) :

In particular, by Example 1.5.7,

v + w = c7c6 : : : c1c0; where ci = vi + wi mod 2:

Remark 1.5.2. Recall that a byte is also a vector in F8
2, we have de�ned vector addition as bitwise XOR

(see De�nition 1.3.6), and

v + F8
2

w = u7u6 : : : u1u0; where ui = vi � wi :

We note that a + bmod 2 = a � b for a; b 2 F2. Thus, our de�nition of addition between two bytes
(De�nition 1.5.5) agrees with the vector addition between two vectors in F8

2.

Example 1.5.15. Take x6 + x4 + x2 + x + 1 2 F2[x]=(f (x)) , which corresponds to 010101112 = 5716.
And x7 + x + 1 2 F2[x]=(f (x)) , which corresponds to 100000112 = 8316. We have

5716 + 8316 = ( x6 + x4 + x2 + x + 1) + ( x7 + x + 1) mod f (x)

= x7 + x6 + x4 + x2 mod f (x) = 110101002 = D416:

We note that
010101112 � 100000112 = 110101002:

For multiplication, we compute

(x6 + x4 + x2 + x + 1)( x7 + x + 1) = x13 + x11 + x9 + x8 + x6 + x5 + x4 + x3 + 1 ;

and

x8 = x4 + x3 + x + 1 mod f (x);

x9 = x5 + x4 + x2 + x mod f (x);

x11 = x7 + x6 + x4 + x3 mod f (x);

x13 = x9 + x8 + x6 + x5 mod f (x):

Thus

x13 + x11 + x9 + x8 + x6 + x5 + x4 + x3 + 1 = x11 + x4 + x3 + 1 = x7 + x6 + 1 mod f (x);

which gives
5716 � 8316 = 110000012 = C116:
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Example 1.5.16. In this example, we would like to compute the formula for a byte multiplied by
0216 = x. Take any g(x) = b7x7 + b6x6 + � � � + b1x + b0 2 F2[x]=(f (x)) ,

g(x)x mod f (x)

= ( b7x7 + b6x6 + b5x5 + b4x4 + b3x3 + b2x2 + b1x + b0)x mod f (x)

= b7x8 + b6x7 + b5x6 + b4x5 + b3x4 + b2x3 + b1x2 + b0x mod f (x)

= b6x7 + b5x6 + b4x5 + b3x4 + b2x3 + b1x2 + b0x + b7x4 + b7x3 + b7x + b7 mod f (x)

= b6x7 + b5x6 + b4x5 + ( b3 + b7)x4 + ( b2 + b7)x3 + b1x2 + ( b0 + b7)x + b7 mod f (x):

Thus, for any byte b7b6 : : : b1b0, multiplication by 0216 is equivalent to left shift by 1 and XORwith
000110112 = 1B16 if b7 = 1 .

Example 1.5.17. • 5716 = 010101112, 0216 � 5716 = 10101110 = AE16.

• 8316 = 100000112, 0216 � 8316 = 000001102 � 000110112 = 000111012 = 1D16.

• D416 = 110101002, 0216 � D416 = 101010002 � 000110112 = 101100112 = B316.

Example 1.5.18. Now, let us compute the multiplication of a byte by 0316 = x + 1 . Take any h(x) =
b7x7 + b6x6 + � � � + b1x + b0 2 F2[x]=(f (x)) ,

h(x)(x + 1) mod f (x) = h(x)x + h(x) mod f (x):

Thus, for any byte b7b6 : : : b1b0, multiplication by 0316 is equivalent to �rst multiplying by 0216 (left
shift by 1 and XORwith 000110112 = 1B16 if b7 = 1 ) and then XORwith the byte itself ( b7b6 : : : b1b0).

Example 1.5.19. Continuing Example 1.5.17,

• 0316 � 5716 = AE16 � 5716 = F916.

• 0316 � 8316 = 1D16 � 8316 = 9E16.

• 0316 � D416 = B316 � D416 = 6716.

Example 1.5.20. 0316 � BF16 = 011111102 � 000110112 � 101111112 = 110110102 = DA16

We can also compute the inverse of elements in F2[x]=(f (x)) using the extended Euclidean algo-
rithm (Algorithm 1.2) as in Example 1.5.10. Thus, we can �nd the inverse of a byte by viewing it as
an element of F2[x]=(f (x)) .

Example 1.5.21. 0316 = 000000112 = x + 1 . By the Euclidean algorithm (Algorithm 1.1),

f (x) = ( x + 1)( x7 + x6 + x5 + x4 + x2 + x) + 1 = ) gcd(f (x); (x + 1)) = 1 :

See also Appendix B for the computation.
By the extended Euclidean algorithm,

1 = f (x) � (x + 1)( x7 + x6 + x5 + x4 + x2 + x):

We have

03 � 1
16 = ( x + 1) � 1 mod f (x) = x7 + x6 + x5 + x4 + x2 + x = 111101102 = F616:

1.6 Coding Theory

In this section, we give a brief discussion on binary codes, which will be useful for the design of
countermeasures against side-channel attacks (Section 4.5.1.1) and fault attacks (Section 5.2.1).

Let n be a positive integer in the rest of this section. To study binary codes, we look at the vector
spaceFn

2 and we refer to vectors in Fn
2 aswordsof length n.

De�nition 1.6.1. • w = w0w1 : : : wn� 1 2 Fn
2 is called a binary word of lengthn.
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• A nonempty subset C � Fn
2 is called a binary codeof lengthn.

• An element of a binary code C is called a codewordof C.

• The cardinality of C is called the sizeof C.

• A code of length n and size M is called a binary (n; M )-code.

Example 1.6.1. • C = f 00; 11g is a binary (2; 2)-code.

• C = f 010; 001; 110; 111g is a binary (3; 4)-code.

De�nition 1.6.2. For any v; u 2 Fn
2 , the Hamming distancebetween v and u , denoted dis (v; u ), is

de�ned as follows

dis (v; u ) =
n� 1X

i =0

dis (vi ; ui ) ; where dis (vi ; ui ) =

(
1 if vi 6= ui

0 if vi = ui
: (1.24)

Example 1.6.2.
dis (001; 111) = 2; dis (00000; 10101) = 3:

Lemma 1.6.1. For any v; u ; w 2 Fn
2 , we have

1. 0 � dis (v; u ) � n.

2. dis (v; u ) = 0 if and only if v = u .

3. dis (v; u ) = dis (u ; v).

4. dis (v; w ) � dis (v; u ) + dis (u ; w ) (triangle inequality).

Proof. (1)-(3) are easy to see. We provide the proof for (4). By Equation 1.24, it suf�ces to consider
n = 1 . Take any v; w; u 2 F2.

If v = w,
dis (w; w) = 0 � dis (v; u) + dis (u; w) :

If v 6= w, then dis (v; w) = 1 , and at least one of dis(v; u) or dis (u; w) is equal to 1. Hence

dis (v; w) = 1 � dis (v; u) + dis (u; w) :

De�nition 1.6.3. Let C � Fn
2 be a binary code containing at least two codewords. The (minimum)

distanceof C, denoted dis (C), is de�ned by

dis (C) = min f dis (c1; c2) j c1; c2 2 C; c1 6= c2 g:

De�nition 1.6.4. A binary code of length n, sizeM and distance d is called a binary (n; M; d )-code.

Example 1.6.3. Let C = f 0011; 1101; 1000g, we can calculate that

dis (0011; 1101) = 3; dis (0011; 1000) = 3; dis (1101; 1000) = 2:

Thus C is a binary (4; 3; 2)-code

Recall that when the value of a bit is changed we say that the bit is �ipped (De�nition 1.2.17).

De�nition 1.6.5. A binary code C is said to be k-error-detectingfor a positive integer k if for any c 2 C,
whenever at least 1 but at most k bits of c are �ipped, the resulting word is not a codeword in C. If
C is k-error detecting but not (k + 1) -error detecting, then we say C is exactlyk-error detecting.

Example 1.6.4. Let C = f 0011; 1101; 1000g. Since

dis (0011; 1101) = dis (0011; 1000) = 3; dis (1101; 1000) = 2;

with 1-bit �ip from any codeword, we cannot get another codeword. But with 2-bit �ips, we can
change1101to 1000. Thus C is exactly 1-error detecting.
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Theorem 1.6.1. A binary (n; M; d )-code C is k-error detecting if and only if d � k + 1 . Equivalently,
C is exactly (d � 1)-error detecting.

Proof. ( = Supposed � k + 1 , and let c 2 C and x 2 Fn
2 satisfy

1 � dis (c; x ) � k:

If x 2 C, then by the de�nition of minimum distance we would have

d � dis (c; x ) � k;

which contradicts d � k + 1 . Hence x =2 C, soC is k-error detecting.
=) If d < k + 1 , take c1; c2 2 C such that dis (c1; c2) = d. Flipping d bits of c1 we can get c2 2 C.

Hence C is not k-error detecting.

Let us consider binary (n; M; d )-codes with M = 2 k for some positive integer k. When a binary
code is used for transmitting information, every information word u 2 Fk

2 is assigned a unique
codeword c(u ) 2 C. We say that u is encodedasc(u ). Suppose Alice would like to send information
u to Bob using C. Alice sends codeword c(u ) to Bob. Due to transmission noise, Bob might receive a
word x 2 Fn

2 not equal to c(u ). Thus we need to de�ne a decoding rulefor Bob that allows him to �nd
u given x .

We are interested in a minimum distance decoding rule, which speci�es that after receiving x , Bob
computes

cx = arg min
c

f dis (x ; c) j c 2 C g; i.e. dis (cx ; x ) = min
c

f dis (x ; c) j c 2 C g:

If more than one codeword is identi�ed as cx , there are two options. An incomplete decoding rulesays
that Bob should request Alice for another transmission. Following a complete decoding rule, Bob would
then randomly select one codeword.

Example 1.6.5. Let C = f 0000; 0111; 1110; 1111g. We use C to encode information words u 2 F2
2

with encoding designed as follows:

c(00) = 0000; c(01) = 0111; c(10) = 1110; c(11) = 1111:

Suppose Alice was sending information 00 with codeword 0000 to Bob. Due to an error during
the transmission, Bob received 0001. By the minimum distance decoding rule, Bob computes the
distances between0001and codewords in C.

dis (0001; 0000) = 1; dis (0001; 0111) = 2; dis (0001; 1110) = 4; dis (0001; 1111) = 3

Thus c0001 = 0000 and Bob gets the correct information 00.

De�nition 1.6.6. A binary code C is said to be k-error correctingif with the incomplete decoding rule,
minimum distance decoding outputs the correct codeword when k or fewer bits are �ipped. If C is
k-error correcting but not k + 1 -error correcting, then we say that C is exactlyk-error correcting.

Example 1.6.6. Let C = f 000; 111g.

• If 000 was sent and 1 bit �ip occurred, the received word f 001; 010; 100g will be decoded to
000.

• If 111 was sent and 1 bit �ip occurred, the received word f 110; 011; 101g will be decoded to
111.

• If 000was sent and 011was received, the decoding result will be 111.

Thus C is exactly 1-error correcting.

Theorem 1.6.2. A binary (n; M; d )-code C is k-error correcting if and only if d � 2k + 1 , i.e. C is an
exactly b(d � 1)=2c-error correcting code.
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Proof. ( = We assumed � 2k+1 . Supposec was sent,v was received, and k or fewer bit �ip occurred,
i.e. dis (c; v) � k. For any codeword c0 2 C different from c,

dis
�
v; c0� � dis

�
c; c0� � dis (v; c) � 2k + 1 � k = k + 1 > dis (v; c) :

Thus C is k-error correcting.
=) Now suppose C is k-error correcting and d < 2k + 1 . Take c; c0 2 C such that dis (c; c0) = d.

By de�nition, C is also k-error detecting. By Theorem 1.6.1, dis(c; c0) = d � k + 1 . Without loss of
generality, assume c and c0differ in the �rst d bits.

De�ne v 2 Fn
2 as

vi =

8
><

>:

ci 0 � i < k;

c0
i k � i < d;

ci = c0
i d � i < n:

Then
dis

�
v; c0� = d � k � k = dis (v; c) :

If c is sent and v is received, minimum distance decoding cannot uniquely decode v to c.

De�nition 1.6.7. Let C � Fn
2 be a binary code. C is said to be linear if it is a vector space over F2.

Otherwise, it is said to be nonlinear.

In other words, a binary linear code C is a subspace ofFn
2 (see De�nitions 1.3.5 and 1.3.8).

Remark 1.6.1. By Remark 1.3.4, to show a binary codeC is linear, we need to prove that 0 2 C and
for any c; c0 2 C, c + c0 2 C.

We have de�ned dimensions for vector spaces in De�nition 1.3.13.

De�nition 1.6.8. The dimensionof a binary linear code C is given by dim(C)F2 , the dimension of C
as a vector space overF2. A binary linear code C of length n and dimension k is called a binary
[n; k]-linear code. If C has distanced, then it is called a binary [n; k; d]-linear code.

By Lemma 1.3.3, we can calculate the size of a linear codeC using its dimension, jCj = 2 dim( C)F2 .
Thus a binary [n; k]-linear code is also a binary (n; 2k )-code (see De�nition 1.6.1).

Example 1.6.7. • Let C = f 00; 11; 01; 10g = F2
2, then dim(C)F2 = 2 and C is a binary [2; 2; 1]-

linear code.

• Let C = h111i = f 000; 111g, then f 111g is a basis for C and dim(C)F2 = 1 . C is a binary
[3; 1; 3]-linear code.

Example 1.6.8(Repetition code). Let

C = h11: : : 11i = f 00: : : 00; 11: : : 11g � Fn
2 :

Then f 11: : : 11g is a basis for C and C is a binary [n; 1; n]-linear code. C is called the binary n-
repetition code. By Theorems 1.6.1 and 1.6.2,C is exactly (n � 1)-error detecting and exactly b(n� 1)=2c-
error correcting.

Example 1.6.9(Parity-check code). Suppose we would like to encode information words

u = ( u0; u1; : : : ; un� 2) 2 Fn� 1
2 :

We add one parity-check bit and encode u using

c = ( u0; u1; : : : ; un� 2; cn� 1); where cn� 1 =
n� 2X

i =0

ui :

The corresponding code C consists of codewords that have an even number of 1s.

C =

(

(c0; c1; : : : ; cn� 2; cn� 1)

�
�
�
�
�

cn� 1 =
n� 2X

i =0

ci

)

� Fn
2 : (1.25)
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It is easy to see that0 2 C. Take v = ( v0; v1; : : : ; vn� 1); w = ( w0; w1; : : : ; wn� 1) from C, then

v + w = ( v0 + w0; v1 + w1; : : : ; vn� 1 + wn� 1); vn� 1 + wn� 1 =
n� 2X

i =0

vi +
n� 2X

i =0

wi =
n� 2X

i =0

(vi + wi ):

We have v + w 2 C. By Remark 1.6.1,C is a linear code.
C is called the binary parity-check code of lengthn. By Equation 1.25, the vectors

v i = (0 ; : : : ; 0;
i
1; 0; : : : ; 0; 1); 0 � i � n � 2;

form a basis for C. Thus, dim(C) = n � 1. Furthermore, we note that the minimum distance between
the �rst n � 1 bits of codewords in C is 1. The parity-check bit for two codewords will be different
if they differ only at one position in the �rst n � 1 bits. Thus, the minimum distance of C is 2, and
C is a binary [n; n � 1; 2]-linear code. By Theorems 1.6.1 and 1.6.2,C is exactly 1-error detecting and
cannot correct errors.

De�nition 1.6.9. The dual codeof a binary linear code C is the orthogonal complement of C, C? .

By Lemma 1.3.4,C? is a binary linear code. It is easy to see that (C? )? = C.

Example 1.6.10. Let C be a binary parity-check code of length n (see Example 1.6.9). Thenc 2 C? if
and only if c � v = 0 8v 2 C, i.e.

n� 1X

i =0

ci vi = 0 ()
n� 2X

i =0

ci vi +

 

cn� 1

n� 2X

i =0

vi

!

= 0 ()
n� 2X

i =0

(ci + cn� 1)vi = 0

for all vi = 0 ; 1(0 � i � n � 2), which is equivalent to ci = cn� 1 for all 0 � i � n � 2. Thus
C? = f 00: : : 00; 11: : : 11g is the n-repetition code (see Example 1.6.8).

Example 1.6.11. Let C = f 000; 111g be the binary 3-repetition code, then

C? = f 000; 011; 101; 110g

is the binary parity-check code of length 3.

De�nition 1.6.10. Let v 2 Fn
2 be a word, the Hamming weightof v, denoted by wt (v), is given by the

number of nonzero bits in v. Or equivalently,

wt (v) = dis (v; 0) :

We note that when n = 1 , wt (v) = 1 if v = 1 and wt (v) = 0 if v = 0 . Then, for any v =
(v0; v1; : : : ; vn� 1) from Fn

2 ,

wt (v) =
n� 1X

i =0

wt (vi ) : (1.26)

Lemma 1.6.2. For any u ; v 2 Fn
2 , dis (u ; v) = wt (u + v).

Proof. Take any u; v 2 F2,

dis (u; v) =

(
0 if u = v

1 if u 6= v; i.e. u + v = 1
:

The lemma follows from Equation 1.26.

Example 1.6.12. Let u = (1 ; 0; 0; 1), v = (0 ; 1; 1; 1), then dis (u ; v) = 3 and

wt (u + v) = wt ((1; 1; 1; 0)) = 3 :

Theorem 1.6.3. Let C be a binary linear code, de�ne

wt (C) := min f wt (c) j c 2 C; c 6= 0 g:

Then dis (C) = wt (C).
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Proof. Take v; u 2 C, such that dis (v; u ) = dis (C). By Lemma 1.6.2, wt(v + u) = dis (C). SinceC is
a vector space,v + u 2 C. We have dis (C) � wt (C).

Now, take w 2 C such that wt (C) = wt (w ). We have

wt (C) = wt (w ) = dis (w ; 0) � dis (C) :

De�nition 1.6.11. Let C be a binary linear code. A generator matrixfor C is a matrix whose rows form
a basis for C. A parity-check matrixfor C is a generator matrix for C? .

Example 1.6.13. Let C = f 000; 111g, we know that C? = f 000; 011; 101; 110g (see Example 1.6.11).
Let

G =
�
1 1 1

�
; H =

�
0 1 1
1 0 1

�
:

Then G is a generator matrix for C and a parity-check matrix for C? . H is a generator matrix for C?

and a parity-check matrix for C.

Let C be a binary [n; k; d]-linear code. If G is a generator matrix for C and H is a parity-check
matrix for C, then HG> = O, where O denotes a matrix with all entries equal to zero. Also, the size
of G is k � n.

Let f v1; : : : ; vk g be the rows of G. Then for any u = ( u0; u1; : : : ; uk� 1) in Fk
2,

uG =
k� 1X

i =0

ui v i 2 C:

On the other hand, by Remark 1.3.5, any c 2 C has a unique representation of the form

c =
k� 1X

i =0

ui v i ; where ui 2 F2:

Thus, eachu 2 Fk
2 can be encoded asuG.

Example 1.6.14. It follows from Example 1.6.9 that the binary parity-check code of length n has
generator matrix (I n� 1 j 1), where 1 represents a column vector of length n � 1 with each entry equal
to 1.

• The binary parity-check code of length 2 is given by f 00; 11g. It has a generator matrix (1 1).

• The binary parity-check code of length 3 is given by f 000; 011; 101; 110g. It has a generator
matrix �

0 1 1
1 0 1

�
:

Theorem 1.6.4. Let C be a binary linear code with at least two codewords, and let H be a parity-check
matrix for C. Then dis (C) is given by d such that any d � 1 columns of H are linearly independent
and H has d columns that are linearly dependent.

Proof. Take v 2 C such that v 6= 0. Then

H v> =
X

i; v i 6=0

vi h i = 0;

where h i denotes the i th column of H . We can see that the columnsh i , where vi 6= 0 , are linearly
dependent. Note that

wt (v) = jf i j vi 6= 0 gj:

Thus, there existsv 2 C such that wt (v) = d (i.e. dis (C) � d) if and only if there are d columns
of H that are linearly dependent.

dis (C) � d if and only if there is no v 2 C such that wt (v) < d , which is equivalent to that any
d � 1 columns of H are linearly independent.
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Example 1.6.15. Let C be the binary parity-check code of length n (see Example 1.6.9). We have dis-
cussed that C? is the n-repetition code (see Example 1.6.10). SinceC? = h11: : : 11i , it has generator
matrix

H =
�
1 1 : : : 1

�
:

By de�nition, H is a parity-check matrix for C.
Any single column of H is linearly independent. H has two columns that are linearly dependent,

e.g. the �rst two columns. In fact, any two columns of H are linearly dependent. By Theorem 1.6.4,
dis (C) = 2 , which agrees with our observation in Example 1.6.9.

De�nition 1.6.12. Let C be a binary (n; M; d )-code. We de�ne the maximum distanceof C to be

maxdis(C) := max f dis (c1; c2) j c1; c2 2 C g:

If maxdis (C) = � , then C is called a binary (n; M; d; � )-anticode.

The notion of anticode was �rst de�ned in [Far70], where an anticode refers to a 2-dimensional
array of bits such that the maximum Hamming distance between any pair of rows is at most � , for
some integer � > 0. In this original de�nition, repeated rows are allowed. In De�nition 1.6.12, an
(n; M; d; � )-anticode does not have repeated codewords.

We note that � � d. And any binary code is a binary anticode. However, the notion of binary
anticode captures the maximum distance of a code.

Example 1.6.16. • C = f 01; 10g is a binary (2; 2; 2; 2)-anticode.

• C = f 001; 011; 111g is a binary (3; 3; 1; 2)-anticode.

• An n-repetition code is a binary (n; 2; n; n)-anticode.

• A binary parity-check code of length n is a binary (n; 2n� 1; 2; n)-anticode if n is even. And it is
a binary (n; 2n� 1; 2; n � 1)-anticode if n is odd.

1.7 Probability Theory

In this section, we provide a rigorous introduction to probability, random variables, and distribu-
tions.

Probability theory studies the mathematical theory behind random experiments. A random ex-
periment is an experiment whose output cannot be predicted with certainty in advance. However, if
the experiment is repeated many times, we can see “regularity” in the average output. For example,
if we roll a die, we cannot predict the output of one roll. But if we roll it many times, we would
expect to see the number1 in 1=6 of the outcomes assuming the die is fair.

For a given random experiment, we de�ne sample space, denoted by 
 , to be the set of all possible
outcomes. A subsetA of 
 is called an event. If the outcome of the experiment is contained in A, then
we say that A has occurred. The empty set ; denotes the event that consists of no outcomes.; is also
called the impossible event.

Example 1.7.1. • When the random experiment is rolling a die, the sample space is


 = f 1; 2; 3; 4; 5; 6 g:

A = f 1; 2; 3 g � 
 is an event.

• When the random experiment is rolling two dice,


 = f (i; j ) j 1 � i; j � 6 g:

One possible event isA = f (1; 2); (1; 1) g.

Recall that we have de�ned complement, unions, and intersections of sets in Section 1.1.1. Fix a
sample space
 . Take two events, A and B . We say that A [ B occurs if either A or B occurs. Similarly,S n

i =1 A i occurs when at least one A i occurs. A \ B occurs if both A and B occur,
T m

i =1 A i occurs if
all of the events A i occur. If A \ B = ; , then A and B cannot both occur, they are called mutually
exclusive. The complement of A, denoted Ac, consists of all outcomes in 
 that are not in A.
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1.7.1 � -algebras

Let 
 be a set and let A denote a set of subsets of
 . A is called a � -algebraif it has the following
properties:

• 
 2 A.

• If A 2 A, then Ac 2 A.

• A is closed under �nite unions and intersections: if A1; A2; : : : An 2 A, then
S n

i =1 A i 2 A andT n
i =1 A i 2 A.

• A is closed under countable unions and intersections: if A1; A2; � � � 2 A, then

1[

i =1

A i 2 A and
1\

i =1

A i 2 A:

The pair (
 ; A) is called a measurable space, meaning that it is a space on which we can put a measure.

Example 1.7.2. • For any set 
 , A = f ; ; 
 g is a � -algebra.

• For any set 
 , the power set A = 2 
 is a � -algebra.

• Let us consider the random experiment to roll a die. We know 
 = f 1; 2; 3; 4; 5; 6 g. Then,

A = f ; ; 
 ; f 1 g; f 2; 3; 4; 5; 6 g g

is a � -algebra.

• If we toss a coin, 
 = f H; T g. And

A = 2 
 = f ; ; 
 ; f H g; f T g g

is a � -algebra.

De�nition 1.7.1. Let d be a positive integer and 
 = Rd. 
 consists of vectors (x0; x1; : : : ; xd� 1),
where x i 2 R (see Theorem 1.3.3). The smallest� -algebra5 containing open sets in 
 is called the
Borel� -algebra, denoted Rd. When d = 1 , we write R. Any set B 2 Rd is called a Borel set.

Example 1.7.3. Here we list some examples of Borel sets. Take anya; b; c2 R such that a < c < b .

• By de�nition, open sets (a; b) are Borel sets.

• Since a � -algebra contains the complement of a set, closed sets[a; b] are also Borel sets.

• As (a; b] = ( a; c) [ [c; b], and (a; c); [c; b] 2 R, we have (a; b] 2 R.

• Take a singleton set f a g, we have

f a g =
1\

n=1

(a �
1
n

; a +
1
n

):

Thus f a g is a Borel set.

• Since R is closed under countable unions and each singleton f ag is a Borel set, it follows that
any countable subset of R is a Borel set. In particular, Z is a Borel set.

5It is easy to show that the intersection of � -algebras is again a� -algebra. Since2
 is a � -algebra, it follows that the
smallest � -algebra containing open sets exists.
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1.7.2 Probabilities

Let 
 be a sample space and let(
 ; A) be a measurable space in this subsection.

De�nition 1.7.2. A probability measurede�ned on a measurable space (
 ; A) is a function P : A !
[0; 1] such that

• P(
) = 1 , P(; ) = 0 .

• For any A1; A2; : : : 2 A that are pairwise disjoint, i.e. A i 1 \ A i 2 = ; for i 1 6= i 2,

P

 
1[

i =1

A i

!

=
1X

i =1

P(A i ):

This property is also called countable additivity.

P(A) is called the probabilityof A. (
 ; A; P) is called a probability space.

Example 1.7.4. Let us consider the random experiment of tossing a coin, the sample space 
 =
f H; T g. Let A = 2 
 = f ; ; 
 ; f H g; f T g g. De�ne

P(; ) = 0 ; P(
) = 1 ; P(f H g) =
1
2

; P(f T g) =
1
2

:

It is easy to see thatP is a probability measure on (
 ; A).

Example 1.7.5. Let 
 be a countable set (�nite or countably in�nite). Let A = 2 
 . Then, any proba-
bility measure on (
 ; A) is a function such that for any A 2 A,

P(A) =
X

! 2 A

P(f ! g); where P(f ! g) � 0 and
X

! 2 


P(f ! g) = 1 :

For the rest of this section, let (
 ; A; P) be a probability space.

Lemma 1.7.1. • For any pairwise disjoint sets A1; A2; : : : ; Am 2 A, we have

P

 
m[

i =1

A i

!

=
mX

i =1

P(A i ):

This property is also called �nite additivity .

• For any A; B 2 A such that A � B , we have P(A) � P(B ).

Proof. Take A i = ; for i > m , by countable additivity we have �nite additivity.
Let C = B � A be the difference betweenB and A. By countable additivity of probability measure,

P(B ) = P(A [ C) = P(A) + P(C):

By De�nition 1.7.2, P(C) � 0.

De�nition 1.7.3. Let 
 be a �nite set. Let A = 2 
 , the power set of 
 . A probability measure P on
(
 ; A) is called uniform if

P(f ! g) =
1

j
 j
; 8! 2 
 :

We note that if P is a uniform probability measure on (
 ; A), then for any A 2 A, P(A) = jA j
j
 j .

Example 1.7.6. Let 
 = f 1; 2; 3; 4; 5; 6 g and A = 2 
 . The uniform probability measure on (
 ; A) is
given by P such that

P(f i g) =
1
6

; for i 2 
 :

Let A = f 1; 2; 3 g; B = f 2; 4 g, then

P(A) =
3
6

=
1
2

; P(B ) =
2
6

=
1
3

:
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Take any A; B 2 A such that P(B ) > 0. We would like to compute the probability of A occurring
given the knowledge that B has occurred. We do not need to consider A \ B c since B has already
occurred. Instead, we look at A \ B , which occurs when both A and B occur. This leads to the
de�nition of the conditional probability ofA givenB :

P(AjB ) :=
P(A \ B )

P(B )
; where P(B ) > 0: (1.27)

Example 1.7.7. Continuing Example 1.7.6,

A \ B = f 2 g; P(A \ B ) =
1
6

:

By Equation 1.27,

P(AjB ) =
P(A \ B )

P(B )
=

1=6
1=3

=
1
2

:

De�nition 1.7.4. Two events A; B are said to beindependentif P(A \ B ) = P(A)P(B ). Otherwise, we
say that they are dependent.

By Equation 1.27, when P(B ) > 0, the condition P(A \ B ) = P(A)P(B ) is equivalent to

P(AjB ) =
P(A \ B )

P(B )
=

P(A)P(B )
P(B )

= P(A): (1.28)

That is, the probability of A occurring given the knowledge that B has occurred is the same as the
probability of A occurring without the knowledge that B has occurred.

Example 1.7.8. Continuing Example 1.7.7,

P(A \ B ) =
1
6

; P(A)P(B ) =
1
2

�
1
3

=
1
6

:

By De�nition 1.7.4, A and B are independent. We also note that

P(AjB ) = P(A) =
1
2

:

Next, we state a very useful theorem.

Theorem 1.7.1 (Bayes' Theorem). If P(A) > 0 and P(B ) > 0, then

P(B )P(AjB ) = P(A)P(B jA):

Proof. By Equation 1.27, we have

P(B )P(AjB ) = P(A \ B ); P(A)P(B jA) = P(A \ B ):

De�nition 1.7.5. A set of events f E1; E2; : : : j E i 2 A g, is called a partition of 
 if

• they are pairwise disjoint;

• P(E i ) > 0 for all i ;

• and
[

i

E i = 
 .

If the set of events is �nite, it is called a �nite partition of 
 , otherwise, it is called a countable partition
of 
 .
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Example 1.7.9. Let 
 = f 1; 2; 3; 4; 5; 6 g, A = 2 
 , and P be the uniform probability measure on (
 ; A)
(see Example 1.7.6). Let

E1 = f 1; 2; 3 g; E2 = f 4; 5 g; E3 = f 6 g:

Then, f E1; E2; E3 g is a �nite partition of 
 . We can also calculate that

P(E1) =
1
2

; P(E2) =
1
3

; P(E3) =
1
6

:

Lemma 1.7.2. Let f E1; E2; : : : j E i 2 A g be a �nite or countable partition of 
 . Then, for any A 2 A,
we have

P(A) =
X

i

P(AjE i )P(E i ):

Proof. First, we note that

A = A
\


 = A
\

 
[

i

E i

!

=
[

i

�
A

\
E i

�
:

SinceE i are pairwise disjoint, E i \ A are also pairwise disjoint. We have

P(A) = P

 
[

i

�
A

\
E i

�
!

=
X

i

P
�

A
\

E i

�
=

X

i

P(AjE i )P(E i ):

Example 1.7.10. Continuing Example 1.7.9, let A = f 2; 4 g, then

P(A) =
1
3

; A \ E1 = f 2 g; A \ E2 = f 4 g; A \ E3 = ; :

By Equation 1.27,

P(AjE1) =
1=6
1=2

=
1
3

; P(AjE2) =
1=6
1=3

=
1
2

; P(AjE3) = 0 :

Furthermore,
3X

i =1

P(AjE i )P(E i ) =
1
3

�
1
2

+
1
2

�
1
3

=
1
3

= P(A):

Now we can state a generalized version of Bayes' Theorem (Theorem 1.7.1).

Theorem 1.7.2. Let f E1; E2; : : : j E i 2 A g be a �nite or countable partition of 
 . For any A 2 A with
P(A) > 0 and any m � 1, we have

P(Em jA) =
P(AjEm )P(Em )

P
i P(AjE i )P(E i )

:

Proof. By Bayes' Theorem (Theorem 1.7.1),

P(Em jA) =
P(AjEm )P(Em )

P(A)
:

The result then follows from Lemma 1.7.2.
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1.7.3 Random Variables

Let (
 ; A; P) be a probability space. A random variable X represents an unknown quantity that
varies with the outcome of a random experiment. Before the random experiment, we know all the
possible values X can take, but we do not know which one it will take until we see the outcome of
the experiment.

De�nition 1.7.6. A random variableX is a function X : 
 ! R, such that

X � 1(B ) = f ! : X (! ) 2 B g 2 A; 8B 2 R;

where R is the Borel � -algebra (see De�nition 1.7.1).

Example 1.7.11. • Fix A 2 A, the indicator function, denoted 1A , for A is de�ned as follows:

1A : 
 ! R; 1A (! ) =

(
1 ! 2 A

0 ! 62A
:

1A is a random variable.

• Consider the probability space from Example 1.7.5, any function X : 
 ! R is a random
variable. In such a case,X is called a discrete random variable.

• Let us consider the probability space discussed in Example 1.7.4. De�ne X : 
 ! R such that
X (H ) = 0 ; X (T) = 1 . For any B 2 R, X � 1(B ) is always a subset of 
 , which is contained in A.
And X is a discrete random variable.

Let X be a random variable, and de�ne PX as follows:

PX : R ! [0; 1]

B 7! P(X � 1(B )) : (1.29)

It is easy to see thatPX (R) = 1 and PX (; ) = 0 . Take any B i 2 R that are pairwise disjoint. Then
X � 1(B i ) are also pairwise disjoint since X is a function. The countable additivity of PX follows from
the countable additivity of P. Thus, PX is a probability measure on (R; R). We say that PX is induced
by X and it is called the distribution of X . The cumulative distribution function (CDF)of X , denoted F ,
is de�ned as

F : R ! [0; 1]

x 7! PX (( �1 ; x]) = P(X � 1(( �1 ; x])) (1.30)

For simplicity, we will write P(X 2 B ) instead of P(X � 1(B )) in Equation 1.29 and P(X � x) instead
of P(X � 1(( �1 ; x])) in Equation 1.30.

On the other hand, the next lemma says if we start from a function F with certain properties,
there always exists a random variable that has F as its CDF. The proof can be found in e.g. [Dur19,
page 9].

Lemma 1.7.3. If a function F satis�es the following conditions, then it is the distribution function of
some random variable.

• F is non-decreasing.

• lim
x!1

F (x) = 1 , lim
x!�1

F (x) = 0 .

• F is right continuous, i.e. lim
y#x

F (y) = F (x).

When X is a discrete random variable (see Example 1.7.11), the distribution of X is completely
determined by the following numbers:

P(X = j ) =
X

! :X (! )= j

P(f ! g):
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Let T := X (
) be the image of 
 under X . The probability mass function (PMF)of X is de�ned to be
the function

pX : T ! [0; 1]

x 7! P(X = x):

We have the following relation between the PMF of X and the CDF of X :

F (a) =
X

x� a; x2 T

pX (x):

Example 1.7.12. Let us consider the probability space de�ned in Example 1.7.4. We have discussed
in Example 1.7.11 that

X : 
 ! R; X (H ) = 0 ; X (T) = 1

is a discrete random variable. The image of X in R is T = f 0; 1 g. And the PMF of X is given by

pX (0) = P(X = 0) = P(f H g) =
1
2

; pX (1) = P(X = 1) = P(f T g) =
1
2

:

When the distribution function F (x) = P(X � x) has the form

F (x) =
Z x

�1
f (y)dy;

we say that X has probability density function (PDF)f and X is called a continuous random variable.

Example 1.7.13. De�ne f (x) = 1 for x 2 (0; 1) and 0 otherwise.

F (x) =
Z x

�1
f (y)dy

is given by

F (x) =

8
><

>:

0 x � 0

x 0 � x � 1

1 x > 1

:

It is easy to show that F satis�es the conditions in Lemma 1.7.3. If X is a random variable that has F
as its CDF, then we say that X induces a uniform distribution on (0; 1).

Example 1.7.14. A random variable Z that induces a standard normal distributionhas probability den-
sity function

f (z) =
1

p
2�

exp
�

�
z2

2

�
;

and cumulative distribution function

�( z) =
1

p
2�

Z z

�1
exp

�
�

y2

2

�
dy:

The standard normal distribution will be very useful in later parts of the book and we use �( z)
instead of F (z) to denote its CDF. Moreover, we say that Z is a standard normal random variable. Fig-
ure 1.1 shows that f (z) is a bell-shaped curve that is symmetric about 0. The symmetry is also
apparent from the formula for f (z).

Next, we would like to de�ne expectations and variances for random variables. The exact formu-
las for discrete and continuous random variables are different, but the information carried by those
notions is the same. In particular, the expectation/meanof a random variable X is the expected average
value of X . And the varianceof X is the average squared distance from the mean. By squaring the
distances, the small deviations from the mean are reduced and the big ones are enlarged. Thus the
variance measures how the values of X vary from the mean or how “spread out” the values of X are.
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Figure 1.1: Probability density function of the standard normal random variable.

When X is a discrete random variable X : 
 ! R with PMF pX and T = X (
) (the image of 
 in
R) its expectation/meanis de�ned as

E[X ] =
X

x2 T

xpX (x); (1.31)

provided the sum exists. 6

Example 1.7.15. Let us consider the discrete random variable discussed in Example 1.7.4 and Exam-
ple 1.7.12. By Equation 1.31,

E[X ] = 0 � pX (0) + 1 � pX (1) = 0 �
1
2

+ 1 �
1
2

=
1
2

:

When X is a continuous random variable with PDF f , its expectation/meanis de�ned as

E[X ] =
Z 1

�1
xf (x)dx; (1.32)

provided the integral exists.

Example 1.7.16. Let X be a random variable that induces a uniform distribution on (0; 1) (see Exam-
ple 1.7.13), by Equation 1.32,

E[X ] =
Z 1

�1
xf (x)dx =

Z 1

0
xdx =

x2

2

�
�
�
�

1

0
=

1
2

:

Example 1.7.17. Let Z be a random variable that induces the standard normal distribution (see Ex-
ample 1.7.14), by Equation 1.32,

E[Z ] =
Z 1

�1
zf (z)dz =

1
p

2�

Z 1

�1
z exp

�
�

z2

2

�
dz = 0 :

As shown in Figure 1.1, f (x) is symmetric about 0, so it is not surprising that the expected average
value of Z is 0.

Let g be a function g : R ! R. Then g(X ) is a also a random variable.7 It can be proven that if X
is a discrete random variable with PMF pX , then

E[g(X )] =
X

x

g(x)pX (x):

If X is a continuous random variable with PDF f , then

E[g(X )] =
Z 1

�1
g(x)f (x)dx:

The proof can be found in e.g. [Ros20, page 113].

6For example, if 
 is �nite, or if 
 is countable and the series converges absolutely, the sum exists.
7To be more precise,g should be a measurable functionfor g(X ) to be a random variable. For the de�nition of measurable

functions, we refer the readers to [Yeh14, page 72].
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Example 1.7.18. De�ne

g : R ! R

x 7! x2:

Then the expectation of g(X ) = X 2 is given by

E
�
X 2�

=
X

x

x2pX (x)

when X is a discrete random variable with PMF pX . And

E
�
X 2�

=
Z 1

�1
x2f (x)dx

when X is a continuous random variable with PDF f (x).

Furthermore, given two random variables X; Y such that E[jX j] < 1 and E [jY j] < 1 , for any
a; b2 R,

E[X + Y ] = E[X ] + E[Y ] ; E[aX + b] = aE[X ] + b; E[b] = b: (1.33)

The proof can be found in e.g. [Dur19, page 24]

Example 1.7.19. Let X be a random variable and let � := E[X ]. By Equation 1.33, we have

E
�
(X � � )2�

= E
�
X 2�

+ � 2 � 2E[X� ] = E
�
X 2�

+ � 2 � 2� E[X ]

= E
�
X 2�

+ � 2 � 2� 2

= E
�
X 2�

� � 2 (1.34)

Equation 1.34 provides the formula for computing the varianceof a random variable X . More
speci�cally, let X be a random variable with mean E [X ] = � . If E

�
X 2

�
< 1 , then the varianceof X is

given by
Var(X ) = E

�
(X � � )2�

= E
�
X 2�

� � 2: (1.35)

Example 1.7.20. Let us consider the discrete random variable discussed in Example 1.7.4 and Exam-
ple 1.7.12. By Equation 1.35, Examples 1.7.15 and 1.7.18,

Var(X ) = E[X 2] �
1
22 =

X

x

x2pX (x) �
1
4

= 0 � pX (0) + 1 � pX (1) �
1
4

=
1
2

�
1
4

=
1
4

:

Example 1.7.21. Let X be a continuous random variable that induces the uniform distribution on
(0; 1) (see Example 1.7.13), by Equation 1.35, Examples 1.7.16 and 1.7.18,

Var(X ) =
Z 1

�1
x2f (x)dx � E[X ]2 =

Z 1

0
x2dx �

1
22 =

x3

3

�
�
�
�

1

0
�

1
4

=
1
12

:

Example 1.7.22. Let Z be a random variable that induces the standard normal distribution (see Ex-
amples 1.7.14), by Equation 1.35, Examples 1.7.17 and 1.7.18,

Var(Z ) = E
�
Z 2�

� E [Z ]2 =
Z 1

�1
z2f (z)dz � 0 =

1
p

2�

Z 1

�1
z2 exp

�
�

z2

2

�
dz = 1 :

We write Z � N(0; 1) to indicate that Z induces the standard normal distribution with mean 0 and
variance 1.

Given two random variables X; Y such that E[jX j] < 1 and E [jY j] < 1 . Take any a; b 2 R, it
follows from Equation 1.33 that

Var(aX + b) = E
�
(aX + b� E[aX + b])2�

= E
�
(aX + b� aE[X ] � b)2�

= a2E
�
(X � E[X ])2�

= a2Var(X ): (1.36)

In particular, we have

Var(b) = 0 ; Var(X + b) = Var(X ); Var(aX ) = a2Var(X ):
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Figure 1.2: Probability density function of a normal random variable.

Example 1.7.23. Let Z � N(0; 1) be a standard normal random variable. Take any �; � 2 R with
� 2 > 0. De�ne Y = �Z + � . Then by Equations 1.33 and 1.36,

E[Y ] = �; Var(Y ) = � 2:

It can be shown (see e.g. [Dur19, page 28]) thatY has PDF

f (y) =
1

�
p

2�
exp

�
�

(y � � )2

2� 2

�
: (1.37)

We say that Y induces a normal distribution with mean� and variance� 2, written Y � N(�; � 2). Y is
also called normal/a normal random variable. We note that the mean and variance fully de�ne a normal
distribution.

f (y) is a bell-shaped curve symmetric about � and obtains its maximum value of

1

�
p

2�
�

0:399
�

at y = � (see Figure 1.2).

Remark 1.7.1. On the other hand, if Y � N(�; � 2) is a normal random variable, then

Z :=
Y � �

�

is a standard normal random variable (for proof, see [Dur19, exercise 1.2.5]).

Next, let us look at the relations between two random variables. First, similar to De�nition 1.7.4,
we give the de�nition of independent random variables.

De�nition 1.7.7. Given two random variables X : 
 ! R, Y : 
 ! R, they are said to be independent
if for any A; B 2 R,

P(X 2 A; Y 2 B ) = P(X 2 A)P(Y 2 B ):

If two random variables X : 
 ! R, Y : 
 ! R are independent, it can be proven that

E[XY ] = E[X ] E[Y ] if E [jX j] < 1 and E [jY j] < 1 : (1.38)

The proof can be found in e.g. [Dur19, page 41].
To further analyze the relation between two random variables X and Y , we de�ne the covariance

of X and Y to be
Cov(X; Y ) = E[(X � � X )(Y � � Y )] ; (1.39)

where � X and � Y denote expectations for X and Y respectively. It is easy to see that

Cov(X; Y ) = Cov(Y; X ); Cov(X; X ) = Var(X ):

In case E[jX j] < 1 and E [jY j] < 1 , by Equation 1.33, We have

Cov(X; Y ) = E[XY � � X Y � � Y X + � X � Y ]

= E[XY ] � � X � Y � � Y � X + � X � Y = E[XY ] � E[X ] E[Y ] : (1.40)
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De�nition 1.7.8. Let X and Y be two random variables. If Cov (X; Y ) = 0 , we say that X and Y are
uncorrelated. Otherwise, we say that X and Y are correlated.

Remark 1.7.2. By Equation 1.38, if X and Y are two independent random variables such that E [jX j] <
1 and E [jY j] < 1 , then Cov(X; Y ) = 0 and they are uncorrelated.

Let Z be another random variable such that E [jZ j] < 1 , by Equation 1.38,

E[(X + Z )Y ] � E[X + Z ] E[Y ] = E[XY ] + E[ZY ] � E[X ] E[Y ] � E[Z ] E[Y ] :

Thus,
Cov(X + Z; Y ) = Cov(X; Y ) + Cov(Z; Y ):

It can be easily generalized to show that

Cov

 
nX

i =1

X i ; Y

!

=
nX

i =1

Cov(X i ; Y );

where X 1; X 2; : : : ; X n aren random variables. Furthermore, by the symmetry of covariance (Cov (X; Y ) =
Cov(Y; X )), we have

Cov

0

@
nX

i =1

X i ;
mX

j =1

Yj

1

A =
nX

i =1

mX

j =1

Cov(X i ; Yj );

where Y1; Y2; : : : ; Ym are m random variables. Setting m = n and Yj = X j , we obtain

Var

 
nX

i =1

X i

!

=
nX

i =1

Var(X i ) +
nX

i =1

nX

j =1 ;j 6= i

Cov(X i ; X j ):

If we further assume X i are independent with E [jX i j] < 1 , by Remark 1.7.2,

Var

 
nX

i =1

X i

!

=
nX

i =1

Var(X i ): (1.41)

Recall that we have de�ned Borel � -algebra for Rn (De�nition1.7.1). Correspondingly, we can
de�ne a random vector similar to De�nition 1.7.6.

De�nition 1.7.9. A random vectorX is a function X : 
 ! Rd, such that

X � 1(B ) = f ! : X (! ) 2 B g 2 A; 8B 2 Rd:

Note that a random variable is a random vector for the case d = 1 .

De�nition 1.7.10. A random vector X = ( X 1; X 2; : : : ; X n ) induces a Gaussian (or multivariate normal)
distribution if every linear combination

nX

j =1

aj X j ; aj 2 R;

is a normal random variable. The mean vectorof X is

� = ( � X 1 ; � X 2 ; : : : ; � X n );

where � X i is the mean of X i . The covariance matrixof X is given by the matrix Q with entries Qij =
Cov(X i ; X j ). When det Q 6= 0 , the probability density functionfor X is

f (x ) =
1

(2� )
n
2
p

det Q
exp

�
�

1
2

(x � � )> Q� 1(x � � )
�

:

We write X � N(� ; Q) and we say that X is Gaussian/a Gaussian random vector.
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Example 1.7.24. If X 1; : : : ; X n are independent random variables and each X i � N(� i ; � 2
i ) is normal,

then
X = ( X 1; X 2; : : : ; X n )

induces a Gaussian distribution with mean

� = ( � 1; : : : ; � n )

and covariance matrix Q, which is diagonal with entries Qii = � 2
i (see [JP04, page 127] for a proof).

When we look at Gaussian random vectors, we have the following nice property for the compo-
nents of the random vector. The proof can be found in e.g. [JP04, page 128].

Theorem 1.7.3. Let X = ( X 1; X 2; : : : ; X n ) be a Gaussian random vector. Then the componentsX i

are independent if and only if the covariance matrix Q of X is diagonal.

A direct corollary is as follows.

Corollary 1.7.1. Let X = ( X 1; X 2; : : : ; X n ) be a Gaussian random vector. Two components X i and
X j are independent if and only if they are uncorrelated.

Proof. Let X i and X j be any two components of X .
=) If X i and X j are independent, by Theorem 1.7.3, Cov(X i ; X j ) = 0 .
( = If X i ; X j are uncorrelated, the random vector Y := ( X i ; X j ) is Gaussian with a diagonal

covariance matrix (see Example 1.7.24). Again by Theorem 1.7.3,X i and X j are independent.

Corollary 1.7.2. Two normal random variables X and Y are independent if and only if they are
uncorrelated.

De�nition 1.7.11. Let X and Y be two random variables with positive �nite variances. The correlation
coef�cientof X and Y is given by

� =
Cov(X; Y )

p
Var(X )Var(Y )

: (1.42)

It can be shown by the Cauchy-Schwarz inequality that � 1 � � � 1 (see [JP04, p. 91]).
In general, the correlation coef�cient is normally used to answer the question if large values of X

tend to be paired with large or small values of Y . For example, if when X is large (or small), Y is
also large (or small), then the signs of X i � � X and Yi � � Y will tend to be the same. Or if when X is
large (or small), Y is small (or large), then the signs of X i � � X and Yi � � Y will tend to be different.
In both cases, the absolute value of� will be big. On the other hand, in the special case when X and
Y are uncorrelated (De�nition 1.7.8), their correlation coef�cient � = 0 . In particular, if X and Y are
independent, then � = 0 (see Remark 1.7.2).

As another example, suppose X has �nite expectation and variance. For a; b 2 R and a 6= 0 , if
Y = aX + b, then by Equations 1.33 and 1.36,

� =
Cov(X; Y )

p
Var(X )Var(Y )

=
E[XY ] � E[X ] E[Y ]

p
Var(Y )Var(X )

=
E[X (aX + b)] � E[X ] E[aX + b]

p
Var(aX + b)Var(X )

=
E

�
aX 2 + bX

�
� aE[X ]2 � bE[X ]

q
a2Var(X )2

=
aE

�
X 2

�
+ bE[X ] � aE[X ]2 � bE[X ]

jajVar(X )

=
aVar(X )
jajVar(X )

=
a
jaj

=

(
1 a > 0

� 1 a < 0
:

1.8 Statistics

In this section, we will �rst discuss a few important distributions (Section 1.8.1). Then we will intro-
duce statistical methods for estimating the mean and variance of a normal distribution (Section 1.8.2)
which utilize properties of those important distributions. Those methods will provide more insights
into our analysis of device leakages in Section 4.2.3. Finally, we touch on some basics of hypothesis
testing (Section 1.8.3) which justi�es leakage assessment methods that will be introduced in Sec-
tion 4.2.3.

We suggest that readers return to this section later, when they reach Chapter 4.
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1.8.1 Important Distributions

Let Z denote a random variable that induces a standard normal distribution. We have discussed in
Example 1.7.14 thatZ has probability density function

f (z) =
1

p
2�

exp
�

�
z2

2

�
;

and cumulative distribution function

�( z) =
1

p
2�

Z z

�1
exp

�
�

y2

2

�
dy:

Furthermore, Z has expectation E[Z ] = 0 (see Example 1.7.17) and variance Var(Z ) = 1 (see Exam-
ple 1.7.22), we write Z � N(0; 1).

Given any � 2 (0; 1), we de�ne z� such that

P(Z > z � ) = 1 � �( z� ) = �; i.e. �( z� ) = 1 � �: (1.43)

Those z� values are useful for many applications and there are tables listing the values of �( z)
for small values of z (e.g. [Ros20, Table A1]). Given� , an approximate value of z� can be found by
consulting such a table. In Table 1.4, we list a few values of z� with corresponding � , which will be
used later in the book.

� 0:1 0:05 0:01 0:005 0:001
1 � � 0:900 0:950 0:990 0:995 0:999

z� 1:282 1:645 2:326 2:576 3:090

Table 1.4: Values ofz� (see Equation 1.43) with corresponding � .

Figure 1.3: Probability density function f (z) for Z � N(0; 1). P(Z > z � ) = � , � corresponds to the
area under f (z) for z > z � .

By de�nition, �( z) is the integral of f (z). As shown in Figure 1.3, � corresponds to the area under
f (z) for z > z � . Furthermore, since f (z) is symmetric about 0, we have

�( � z� ) = P(Z < � z� ) = P(Z > z � ) = �;

and

P(� z�= 2 < Z < z �= 2) = P(Z > � z�= 2) � P(Z > z �= 2) = 1 � P(Z � � z�= 2) �
�
2

= 1 � �: (1.44)

Next, we look at � 2-distributions.

De�nition 1.8.1. Let Z1; Z2; : : : ; Zn be independent standard normal random variables. De�ne

X =
nX

i =1

Z 2
i :

The distribution induced by X is called � 2-distribution with n degrees of freedom. We write X � � 2
n .
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Remark 1.8.1. We note that if X 1 � � 2
n1

, X 2 � � 2
n2

are independent, then X 1 + X 2 � � 2
n1+ n2

.

For example, when n = 8 , the probability density function for X � � 2
8 is shown in Figure 1.4.

Similarly to z� (Equation 1.43), for any � 2 (0; 1), we de�ne � 2
�;n to be the number such that

P(X � � 2
�;n ) = �: (1.45)

As shown in Figure 1.4, � corresponds to the area under the PDF of X for X � � 2
�;n . We also have

P(� 2
1� �;n < X < � 2

�;n ) = P(X � � 2
1� �;n ) � P(X � � 2

�;n ) = 1 � 2�:

Figure 1.4: Probability density function for X � � 2
8. P(X � � 2

�; 8) = � .

Finally, we provide some details on t-distributions.

De�nition 1.8.2. Let X � � 2
n , Z � N(0; 1) be two independent random variables. De�ne random

variable

Tn :=
Z

p
X=n

:

The distribution induced by Tn is called a t-distribution with n degrees of freedom. We write Tn � tn .

It can be shown (see [Ros20, page 189]) that the PDF ofTn is symmetric about 0. And when
n becomes larger, the PDF for Tn becomes more and more like that for a standard normal random
variable. Furthermore,

E [Tn ] = 0 for n > 1; Var(Tn ) =
n

n � 2
for n > 2:

For example, in Figure 1.5 we can see the PDF ofTn for n = 2 ; 5; 10and for Z � N(0; 1).

Figure 1.5: Probability density functions for Tn � tn (n = 2 ; 5; 10) and for the standard normal
random variable Z .

The same as forz� (Equation 1.43) and � �;n (Equation 1.45), given � 2 (0; 1), we de�ne t �;n such
that

P(Tn � t �;n ) = �: (1.46)

By symmetry of the PDF for Tn , we have

P(Tn � � t �;n ) = P(Tn � t �;n ) = �;
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and
P(Tn � � t �;n ) = 1 � P(Tn < � t �;n ) = 1 � � =) t1� �;n = � t �;n :

An illustration is shown in Figure 1.6. We have

P(� t �;n � Tn � t �;n ) = P(Tn � � t �;n ) � P(Tn > t �;n ) = 1 � 2�:

which gives
P(� t �= 2;n � Tn � t �= 2;n ) = 1 � �; (1.47)

or
P(jTn j > t �= 2;n ) = �: (1.48)

The table of values of t �;n can be found in standard books for statistics, see e.g. [Ros20, Table A3].

Remark 1.8.2. For large values of n (n � 30), t �;n can be approximated by z� (see Table 1.4).

Figure 1.6: Probability density function for T5, P(T5 � t �; 5) = � .

1.8.2 Estimating Mean and Difference of Means of Normal Distributions

In Section 1.7 we have discussed that a random experiment is an experiment whose output cannot
be predicted with certainty in advance. However, if the experiment is repeated many times, we can
see “regularity” in the average output. For a given random experiment, the sample space, denoted by

 , is the set of all possible outcomes.

In this subsection, we are interested in a random variable X : 
 ! R (see De�nition 1.7.6) that
induces a normal distribution. In particular, we assume X � N(� x ; � 2

x ) has mean� x and variance � 2
x .

We will �rst discuss how to estimate � x . To do so, we repeat the random experiment n times and
record the outcomes. Then X 1; X 2; : : : ; X n are n independent and identically distributed random
variables. We refer to the collection (X 1; X 2; : : : ; X n ) as asample. An actual outcome for X i , denoted
x i , is called a realizationof X i .

The sample mean (empirical mean), denoted X , is given by

X :=
1
n

nX

i =1

X i : (1.49)

Remark 1.8.3. It can be shown that the sum of independent normal random variables induces a
normal distribution with mean (resp. variance) given by the sum of the means (resp. variances) of
each random variable (see e.g. [JP04, page 120], and also Equations 1.33 and 1.41).

Since eachX i � N(� x ; � 2
x ) are independent, together with Equations 1.33 and 1.41, we have

E
�
X

�
=

1
n

nX

i =1

E[X i ] = � x ; Var
�
X

�
=

1
n2

nX

i =1

Var(X i ) =
� 2

x

n
:

By Remark 1.8.3,

X � N
�

� x ;
� 2

x

n

�
; (1.50)
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i.e. the sample mean is a normal random variable with mean � x and variance � 2
x=n. It follows from

Remark 1.7.1 that
X � � x

� x=
p

n
� N(0; 1): (1.51)

Similarly, for i = 1 ; 2; : : : ; n,
X i � � x

� x
� N(0; 1): (1.52)

The sample variance (empirical variance), denoted S2
x , is given by

S2
x :=

1
n � 1

nX

i =1

(X i � X )2: (1.53)

We note that
nX

i =1

(X i � � x )2 =
nX

i =1

((X i � X ) + ( X � � x ))2

= n(X � � x )2 +
nX

i =1

(X i � X )2 + 2
nX

i =1

(X i � X )(X � � x )

= n(X � � x )2 +
nX

i =1

(X i � X )2;

where
nX

i =1

(X i � X ) = � nX +
nX

i =1

X i = 0 :

Dividing by � 2
x , we get

nX

i =1

�
X i � � x

� x

� 2

=
� p

n(X � � x )
� x

� 2

+
P n

i =1 (X i � X )2

� 2
x

: (1.54)

SinceX i are independent normal random variables, by Equation 1.52 and De�nition 1.8.1, the left-
hand side of Equation 1.54 induces a � 2-distribution with n degrees of freedom. By Equation 1.51
and De�nition 1.8.1, the �rst term of the right-hand side of Equation 1.54 induces a � 2-distribution
with 1 degree of freedom. By Remark 1.8.1, it is tempting to conclude that the two terms of the right-
hand side of Equation 1.54 are independent and the second term induces a � 2-distribution with n � 1
degrees of freedom.

Such a result has indeed been proven. In particular, it was shown that [Ros20, page 216]8

Theorem 1.8.1. The sample mean X and sample variance S2
x are independent random variables.

Furthermore,
(n � 1)S2

x

� 2
x

� � 2
n� 1: (1.55)

The above discussions give us the following useful result.

Lemma 1.8.1.
p

n
X � � x

Sx
� tn� 1:

Proof. Since (see Equations 1.51 and 1.55)

X � � x

� x=
p

n
� N(0; 1);

(n � 1)S2
x

� 2
x

� � 2
n� 1;

by De�nition 1.8.2, p
n(X � � x )=� xp

S2
x =� 2

x

=
p

n
X � � x

Sx
� tn� 1:

8The results are only valid for a normal random variable X .
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Let � denote the subset of R that contains all possible values of � x . A point estimatorof � x is a
function with domain Rn and codomain � that is used to estimate the value of � x . We use a point in
� for the estimation, hence the name point estimator.

Remark 1.8.4. For example, we can use the sample mean as a point estimator for � x . Similarly, we
can use the sample variance as a point estimator for � 2

x (see Example 4.2.1).

Example 1.8.1 (Sample correlation coef�cient) . Suppose U and W are two random variables. Let
f (U1; W1); (U2; W2); : : : ; (Un ; Wng be a sample for this pair of random variable (U; W). We further
denote the sample mean and sample variance for f U1; U2; : : : ; Ung by U and S2

u . Similarly, the sample
mean and sample variance for f W1; W2; : : : ; Wng are denoted by W and S2

w . Then, following De�ni-
tion 1.7.11, we can de�ne the sample correlation coef�cient, denoted by r , as follows (see Equations 1.39
and 1.35):

r =
UW � U W

p
S2

uS2
w

=
1
n

P n
i =1 (Ui � U)(Wi � W )

q � 1
n

P n
i =1 (Ui � U)2

� � 1
n

P n
i =1 (Wi � W )2

�

=
P n

i =1 (Ui � U)(Wi � W )
q P n

i =1 (Ui � U)2
q P n

i =1 (Wi � W )2
: (1.56)

Then, the sample correlation coef�cient can be used as a point estimator for the correlation coef�cient
between U and W . We note that since the correlation coef�cient analyzes the relations between U and
W , we collect samples in pairs (Ui ; Wi ).

However, we do not expect � x to be exactly equal to the sample mean. Thus, we would like to
specify an interval for which we have a certain degree of con�dence that our parameter lies. We refer
to such an estimator as aninterval estimator.

For the rest of this part, let � 2 (0; 1) be a real number. We recall the de�nitions of z� and t � from
Equations 1.43 and 1.46 respectively.

Interval estimator for � x with known variance. We �rst consider � 2
x to be known. By Equations 1.44

and 1.51,

P
�

� z�= 2 <
X � � x

� x=
p

n
< z �= 2

�
= 1 � �;

which gives

P
�

X � z�= 2
� xp

n
< � x < X + z�= 2

� xp
n

�
= 1 � �:

Thus, the probability that � x lies between X � z�= 2
� xp

n and X + z�= 2
� xp

n is 1 � � . We say that

�
x � z�= 2

� xp
n

; x + z�= 2
� xp

n

�
(1.57)

is a 100(1� � ) percent con�dence intervalfor � x , where �x is a realization of X .
We de�ne the precisionof our estimate, denoted by c, to be

c := z�= 2
� xp

n
;

which is the length of half of the con�dence interval. It measures how “close” is our estimate to � x .
Consequently, to have an estimate with precision c and 100(1� � ) con�dence, the number of data in
the sample should be at least (see Example 4.2.2)

n =
� 2

x

c2 z2
�= 2: (1.58)

Interval estimator for � x with unknown variance. In case the variance is unknown, by Lemma 1.8.1
and Equation 1.47, we have

P
�

� t �= 2;n� 1 �
p

n
X � � x

Sx
� t �= 2;n� 1

�
= 1 � �;
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which gives

P
�

X � t �= 2;n� 1
Sxp

n
� � x � X + t �= 2;n� 1

Sxp
n

�
= 1 � �:

Thus a 100(1� � ) percent con�dence intervalfor � x is given by (see Example 4.2.2)
�

x � t �= 2;n� 1
sxp

n
; x + t �= 2;n� 1

sxp
n

�
: (1.59)

Similarly, we can de�ne the precision

c := t �= 2;n� 1
sxp

n
:

Then to have an estimate with precision c and 100(1� � ) con�dence, the number of data required in
the sample is given by

n =
s2

x

c2 t2
�= 2;n� 1:

By Remark 1.8.2, when n is large (� 30), t �;n is close to z� , and n can be estimated by (see Exam-
ple 4.2.2)

n �
s2

x

c2 z2
�= 2: (1.60)

For the rest of this part, let Y be a normal random variable with mean � y and variance � 2
y that

is independent from X . Let f Y1; Y2; : : : ; Ym g be a sample for Y with sample mean Y and sample
variance S2

y . We are interested in estimating � x � � y .
We note that since X and Y are point estimators for � x and � y respectively, X � Y is a point

estimator for � x � � y .

Interval estimator for � x � � y with known variances. Suppose we know the values of � 2
x and � 2

y . By
Equation 1.50,

X � N
�

� x ;
� 2

x

n

�
; Y � N

 

� y ;
� 2

y

m

!

:

By Remark 1.8.3,

E
�
X � Y

�
= � x � � y ; Var

�
X � Y

�
=

� 2
x

n
+

� 2
y

m
;

and

X � Y � N

 

� x � � y ;
� 2

x

n
+

� 2
y

m

!

=)
X � Y � (� x � � y)

q
� 2

x
n +

� 2
y

m

� N(0; 1): (1.61)

By Equation 1.44, we have

P

0

@� z�= 2 <
X � Y � (� x � � y)

q
� 2

x
n +

� 2
y

m

< z �= 2

1

A = 1 � �:

A 100(1� � ) con�dence interval estimate for � x � � y is then given by (see Example 4.2.3):
0

@x � y � z�= 2

s
� 2

x

n
+

� 2
y

m
; x � y + z�= 2

s
� 2

x

n
+

� 2
y

m

1

A : (1.62)

The precision c is

c := z�= 2

s
� 2

x

n
+

� 2
y

m
:

If m = n, to have an estimate with precision c and 100(1� � ) con�dence, the number of data required
in the sample is at least (see Example 4.2.3)

n =
z2

�= 2(� 2
x + � 2

y )

c2 : (1.63)
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Interval estimator for � x � � y with unknown equal variance. Suppose � x = � y is unknown. Let
� = � x = � y . By Equation 1.55,

(n � 1)S2
x

� 2 � � 2
n� 1;

(m � 1)S2
y

� 2 � � 2
m� 1:

Since we assume the samples are independent, those two� 2 random variables are independent. By
Remark 1.8.1, we have

(n � 1)S2
x

� 2 +
(m � 1)S2

y

� 2 � � 2
m+ n� 2: (1.64)

Let

S2
p :=

(n � 1)S2
x + ( m � 1)S2

y

n + m � 2
: (1.65)

By Theorem 1.8.1,X; S 2
x ; Y ; S2

y are independent. By De�nition 1.8.2, Equations 1.61 and 1.64,

X � Y � (� x � � y)
q

� 2

n + � 2

m

q
S2

p=� 2
=

X � Y � (� x � � y)

Sp
p

1=n + 1=m
� tn+ m� 2: (1.66)

Then according to Equation 1.47,

P

 

� t �= 2;n+ m� 2 �
X � Y � (� x � � y)

Sp
p

1=n + 1=m
� t �= 2;n+ m� 2

!

= 1 � �:

A 100(1� � ) con�dence interval estimate for � x � � y is then given by
�

x � y � t �= 2;n+ m� 2sp
p

1=n + 1=m; x � y + t �= 2;n+ m� 2sp
p

1=n + 1=m
�

:

If we assume m = n, to have an estimate with precision c and 100(1� � ) con�dence, the number of
data required in the sample is at least

n =
2t2

�= 2;2n� 2s2
p

c2 :

For large n (n � 30), we can approximate n by (see Example 4.2.3)

n �
2z2

�= 2s2
p

c2 : (1.67)

1.8.3 Hypothesis Testing

By statistical hypothesis, we refer to a statement about the unknown parameters of a distribution (see
Example 4.2.5). We call such a statement hypothesis because it is not known whether or not it is true.
In this subsection, we will use samples from the distribution to draw certain conclusions regarding a
given hypothesis about its unknown parameters. In particular, we will introduce a procedure for de-
termining whether or not the values of a sample are consistent with the hypothesis. The decision will
then be either to rejectthe null hypothesis or to fail to rejectit. If we fail to reject the null hypothesis,
we conclude only that the resulting data from the sample appear to be consistent with it.

The same as in Section 1.8.2, we consider a normal random variableX with mean � x and variance
� 2

x . Furthermore, let f X 1; X 2; : : : X n g denote a sample from the distribution induced by X with
sample mean X and sample variance S2

x . We would like to test hypotheses about � x using data from
this sample.

The hypothesis that we want to test is called the null hypothesis, denoted by H0. For example

H0 : � x = 1 ; H0 : � x � 0:

We will test the null hypothesis against an alternative hypothesis, denoted by H1. For example

H1 : � x 6= 1 ; H1 : � x > 1:
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To test the hypothesis, we de�ne a region C such that

if a sample f x1; x2; : : : ; xn g 62C, we accept the null hypothesis H0.

And
if a sample f x1; x2; : : : ; xn g 2 C, we reject the null hypothesis H0.

C is called the critical region. We also de�ne the level of signi�cance of the test, denoted by � , such that
when H0 is true, the probability of rejecting it is not bigger than � , namely

P (f x1; x2; : : : ; xn g 2 CjH0 is true) � �:

Thus, the main procedure in our hypothesis testing is to �nd the critical region C given a level of
signi�cance � .

Two-sided hypothesis testing concerning � x . Let � 0 2 R be a constant. We set the null hypothesis
and the alternative hypothesis as follows

H0 : � x = � 0; H1 : � x 6= � 0: (1.68)

Recall that the sample mean,X , is a point estimator for � x (see Remark 1.8.4). Then it is reasonable
to acceptH0 if X is not too far from � 0. Given � , we choose the critical region to be

C =
�

(X 1; X 2; : : : ; X n )
�
� jX � � 0j > c

	
; (1.69)

where c is a number such that under the null hypothesis H0 : � x = � 0,

P(jX � � 0j > c ) = �: (1.70)

Then our main task is to �nd c that satis�es the above equation.
Suppose the variance� 2

x is known. If � x = � 0, then by Equation 1.50,

X � N
�

� 0;
� 2

x

n

�
:

De�ne

Z :=
X � � 0

� x=
p

n
; (1.71)

by Remark 1.7.1,Z � N(0; 1). According to Equation 1.70, we can choosec such that

P
�

jZ j >
c
p

n
�

�
= � =) 2P

�
Z >

c
p

n
�

�
= � =) P

�
Z >

c
p

n
�

�
=

�
2

:

By de�nition of z� (Equation 1.43),

c
p

n
�

= z�= 2 =) c =
z�= 2�
p

n
: (1.72)

And the critical region for signi�cance level � is given by

C =
�

(X 1; X 2; : : : ; X n )

�
�
�
� jX � � 0j >

z�= 2�
p

n

�
: (1.73)

Consequently, we reject the null hypothesis (Equation 1.68) if

j �x � � 0j > z �= 2
�

p
n

i.e.
p

n
�

j �x � � 0j > z �= 2;

and acceptH0 otherwise (see Example 4.2.6).

Remark 1.8.5. We can see that when � 0 = 0 , the critical region corresponding to the level of sig-
ni�cance � in Equation 1.73 is the complement of the 100(1� � ) percent con�dence interval for � x

(Equation 1.57).
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Suppose we do not know the variance � 2
x . Recall that sample variance S2

x (Equation 1.53) is a
point estimator for � 2

x . Similar to Equation 1.71, we are interested in the following random variable

T :=
p

n(X � � 0)
Sx

: (1.74)

We want to �nd c such that when � x = � 0,

P(jT j > c ) = �:

Note that when � x = � 0, T induces a t-distribution with n � 1 degrees of freedom. By Equation 1.48,
we choose

c = t �= 2;n� 1:

Hence to achieve level of signi�cance � , we reject H0 (Equation 1.68) if
�
�
�
�

p
n(x � � 0)

sx

�
�
�
� > t �= 2;n� 1

and acceptH0 otherwise.

One-sided hypothesis testing concerning � x . Now we consider the same null hypothesis with a
different alternative hypothesis as follows:

H0 : � x = � 0; H1 : � x > � 0: (1.75)

We refer to such a test asone-sided test.
In this case, we rejectH0 when X is much larger than � 0, since values of X below � 0 are more

consistent with H0 than with H1. In other words, the critical region is of the following form

C =
�

(X 1; X 2; : : : ; X n )
�
� X � � 0 > c

	
: (1.76)

To �nd the value of c, we assumeH0 is true. Then by de�nition, c should be chosen such that

P(X � � 0 > c) = �:

In case the variance� 2
x is known, by the de�nition of Z (Equation 1.71),

P
�

Z >
c
p

n
�

�
= �:

By de�nition of z� (Equation 1.43),

c
p

n
�

= z� =) c =
z� �
p

n
: (1.77)

The critical region for signi�cance level � is then given by

C =
�

(X 1; X 2; : : : ; X n )

�
�
�
� X � � 0 >

z� �
p

n

�
:

Thus, we reject the null hypothesis (Equation 1.75) if

x � � 0 >
z� �
p

n
i.e.

p
n

�
(x � � 0) > z �

and acceptH0 otherwise (see Example 4.2.7).
Suppose we know a good estimate of c for the critical region in Equation 1.76. Let � 0 = 0 . We

have
C =

�
(X 1; X 2; : : : ; X n )

�
� X > c

	
: (1.78)
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Then by Equation 1.77, to test whether � x is different from 0 with signi�cance level � , the number of
data required is at least (see Example 4.2.7)

n =
� 2

c2 z2
� : (1.79)

In case we do not know the variance � 2
x . By de�nition of T (Equation 1.74), we have

P
�

T >
c
p

n
Sx

�
= �

Then according to Equation 1.46,

c
p

n
Sx

= t �;n � 1 =) c =
t �;n � 1Sxp

n
:

Thus the signi�cance level � test is to rejectH0 (Equation 1.75) if
p

n(x � � 0)
sx

> t �;n � 1

and acceptH0 otherwise. When n is large (� 30), we reject H0 if (see Example 4.2.7)
p

n(x � � 0)
sx

> z � : (1.80)

Suppose we want to test if the mean � x is bigger than 0 with signi�cance level � and we have a
good estimate for c. Set� 0 = 0 . The number of data required is at least

n =
s2

x

c2 t2
�;n � 1:

For large n (n � 30), we have (see Example 4.2.7)

n =
s2

x

c2 z2
� : (1.81)

Two-sided hypothesis testing about � x and � y . For the rest of this part, let Y denote a normal ran-
dom variable independent from X with mean � y and variance � 2

y . Furthermore, let f Y1; Y2; : : : ; Ym g
denote a sample from the distribution induced by Y with sample mean Y and sample variance S2

y .
We would like to test the following hypotheses:

H0 : � x = � y ; H1 : � x 6= � y : (1.82)

SinceX and Y are point estimators for � x and � y respectively, X � Y is a point estimator for � x � � y .
Then it is reasonable to rejectH0 when jX � Y j is far from zero. Given � , our critical region is of the
form

C =
�

(X 1; X 2; : : : ; X n ; Y1; Y2 : : : ; Ym )
�
� jX � Y j > c

	
; (1.83)

where c is chosen such that

P(jX � Y j > c jH0 is true) = P(jX � Y j > c j� x = � y) = �: (1.84)

Our task is to decide how to choose the value of c.
In case the variances� 2

x and � 2
y are known, by Equation 1.61, when � x = � y (i.e. when H0 is true),

we have
X � Y

q
� 2

x
n +

� 2
y

m

� N(0; 1): (1.85)

By Equation 1.44,

P

0

@� z�= 2 <
X � Y

q
� 2

x
n +

� 2
y

m

< z �= 2

1

A = 1 � � =) P

0

@ jX � Y j
q

� 2
x

n +
� 2

y
m

> z �= 2

1

A = �:
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Thus, we let

c = z�= 2

s
� 2

x

n
+

� 2
y

m
: (1.86)

To achieve signi�cance level � , we reject H0 if

jx � yj > z �= 2

s
� 2

x

n
+

� 2
y

m

and acceptH0 otherwise (see Example 4.2.8).
Furthermore, suppose m = n and we have a good estimate for c. To test if � x 6= � y with signi�-

cance level� , the number of data required is at least (see Example 4.2.8)

n =
z2

�= 2(� 2
x + � 2

y )

c2 : (1.87)

In case the variances are unknown but we know that � x = � y . Let � = � x = � y . By Equation 1.66,
when � x = � y ,

X � Y
q

S2
p(1=n + 1=m)

� tn+ m� 2:

According to Equation 1.48,

P

0

@

�
�
�
�
�
�

X � Y
q

S2
p(1=n + 1=m)

�
�
�
�
�
�

> t �= 2;n+ m� 2

1

A = �:

Thus, we let

c = t �= 2;n+ m� 2

q
S2

p(1=n + 1=m)

For a test with signi�cance level � , we reject H0 if

jx � yj > t �= 2;n+ m� 2

q
s2

p(1=n + 1=m)

and acceptH0 otherwise. Such a test is called thestudent'st-test.
For large n and m, we reject H0 if (see Example 4.2.11)

jx � yj > z �= 2

q
s2

p(1=n + 1=m); or equivalently,
jx � yj

q
s2

p(1=n + 1=m)
> z �= 2: (1.88)

Furthermore, when n = m, we have (see Equation 1.65)

S2
p(1=n + 1=m) =

(n � 1)S2
x + ( n � 1)S2

y

2n � 2
�

2
n

=
S2

x + S2
y

n
;

and we reject H0 if (see Examples 4.2.8 and 4.2.9)

jx � yj
q

s2
x + s2

y
n

> z �= 2: (1.89)

In this case, suppose we have a good estimate forc. To perform Student's t-test with signi�cance
level � , the number of data points required in each sample is given by (see Examples 4.2.8 and 4.2.9)

n = z2
�= 2

S2
x + S2

y

c2 : (1.90)

If we further assume that the unknown variances � 2
x and � 2

y are not equal, it can be shown
that [Wel47]

X � Y
q

S2
x

n +
S2

y
m

� tv;
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where

v �
(S2

x =n + S2
y =m)2

(S2
x =n)2=(n � 1) + ( S2

y =m)2=(m � 1)
:

And a test with signi�cance level � rejectsH0 if

jx � yj
q

s2
x
n +

s2
y

m

> t �= 2;v:

Such a test is called theWelch'st-test.
When n and m are big (� 30), we test if (see Example 4.2.13)

jx � yj
q

s2
x
n +

s2
y

m

> z �= 2: (1.91)

Remark 1.8.6. Note that when n = m is big (� 30), the Welch's t-test and the student's t-test have the
same formula (see Equation 1.89 and 1.91).

Both student's t-test and Welch's t-test will be useful for leakage assessment in Section 4.2.3.

One-sided hypothesis testing about � x and � y . For one-sided testing, we consider the following
null and alternative hypotheses:

H0 : � x = � y ; H1 : � x > � y :

Similar to Equation 1.76, our critical region is given by

C =
�

(X 1; X 2; : : : ; X n ; Y1; Y2; : : : ; Ym )
�
� X � Y > c

	
; (1.92)

where c is chosen such that
P

�
X � Y > cj� x = � y

�
= �:

We will only discuss the case when � 2
x and � 2

y are known. For unknown variances, we refer the
readers to [Wel47]. By Equations 1.85 and 1.43,

P

0

@ X � Y
q

� 2
x

n +
� 2

y
m

> z �

1

A = �:

Thus, we choose

c = z�

s
� 2

x

n
+

� 2
y

m
: (1.93)

To achieve level of signi�cance � , we reject H0 if

x � y > z �

s
� 2

x

n
+

� 2
y

m

and acceptH0 otherwise (see Example 4.2.10).
Furthermore, suppose m = n, we have a good estimate for c, and we are testing the one-sided

alternative � x > � y . Then the number of data required is at least (see Example 4.2.10)

n =
z2

� (� 2
x + � 2

y )

c2 : (1.94)

1.9 Further Reading

For more detailed discussions of sets, functions, number theory, and abstract algebra, we refer the
reader to [Her96, Chapters 1–6] and to a series of lecture notes by Fŕedérique Oggier [Ogg].

[LX04] provides more in-depth treatment of �nite �elds and coding theory.
For probability theory, we refer the reader to [Dur19] and [JP04] for a thorough treatment, and

to [Ros20] for practical examples. [Ros20] also provides further discussion of the statistical methods
presented in Section 1.8.



Chapter 2

Introduction to Cryptography

Abstract

In this chapter, we �rst introduce cryptography in general and present some classi-
cal ciphers that were designed centuries ago. We then discuss how cryptographic
algorithms are used in practice with different encryption modes.
Keywords : cryptographic primitives, classical ciphers, encryption modes

Before we dive into the modern cryptographic algorithms in use today (Chapter 3), we �rst in-
troduce cryptography in general (Section 2.1) and discuss some classical ciphers that were designed
centuries ago (Section 2.2). Finally, we discuss how cryptographic algorithms are used in practice
with different encryption modes (Section 2.3).

We start with a de�nition of cryptography.

De�nition 2.0.1. Cryptographystudies techniques that allow secure communication in the presence
of adversarial behavior. These techniques are related to information security attributes such as con�-
dentiality, integrity, authentication, and non-repudiation.

We now brie�y discuss the information security attributes that can be supported by cryptography:

1. Con�dentiality aims to prevent unauthorized disclosure of information. There are various tech-
nical, administrative, physical, and legal means of enforcing con�dentiality. In the context of
cryptography, we are primarily interested in encryption techniques that keep information pri-
vate.

2. Integrity aims to prevent unauthorized alteration of data and to ensure that the data remain
correct and reliable. As with con�dentiality, there are many ways to support integrity; in cryp-
tography, we are mainly interested in hash functions and message authentication codes.

3. Authenticationaims to determine whether something or someone is who they claim to be. In
communication, the participating entities should be able to identify each other. Similarly, prop-
erties of the exchanged information, such as its origin and, where relevant, its timestamp,
should be authenticated. In cryptography, we are mainly interested in two aspects: entity au-
thentication and data origin authentication. For these purposes, signatures and identi�cation
primitives are used.

4. Non-repudiationaims to ensure that a party cannot later deny having performed a certain ac-
tion, such as sending a message. For example, the sender may be provided with proof of
delivery, and the recipient may be provided with proof of the sender's identity. As with au-
thentication, signatures and identi�cation primitives are cryptographic means of supporting
non-repudiation.

Note

The CIA triad is a widely used information security model, where the abbreviation
stands for con�dentiality, integrity, and availability. A curious reader might there-
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fore wonder why we did not mention availability. The reason is that cryptography
does not directly address this attribute. Availability ensures that information is con-
sistently and readily accessible to authorized entities. To support availability, one
must look to mechanisms outside cryptography.

2.1 Cryptographic Primitives

Cryptographic primitives are tools used to achieve the goals listed in De�nition 2.0.1. A categoriza-
tion of cryptographic primitives is shown in Figure 2.1. The primitives highlighted in blue are those
that will be discussed in more detail in this book, especially in the context of hardware attacks.

Figure 2.1: Categorization of cryptographic primitives. The ones highlighted in blue will be dis-
cussed in this book.

We now brie�y explain each primitive.

• Hash functions: hash functions map data of arbitrary length to a bit string of �xed length. We
provide more details on hash functions in Subsection 2.1.1.

• Public-key ciphers: public-key (or asymmetric) ciphers use a pair of related keys: a privatekey
and a publickey. Such schemes are typically based on mathematical problems believed to de�ne
one-way functions. A one-way function is a function that is easy to compute on every input, but
hard to invert. 1

• Signatures: digital signatures provide a means for an entity to bind its identity to a message.
Typically, the sender uses their private key to sign the (hashed) message, and anyone with
access to the corresponding public key can verify its origin.

• (Symmetric) block ciphers: block ciphers are cryptographic algorithms that operate on �xed-
size blocks of data (for modern ciphers, usually blocks whose lengths are multiples of bytes).
They use the same secret key for both encryption and decryption. We discuss block ciphers
further in Subsection 2.1.2, and three modern block ciphers are presented in Section 3.1.

• Stream ciphers: stream ciphers are symmetric-key ciphers that combine plaintext digits (usually
bits) with a keystream, that is, a stream of pseudorandom digits generated by the cipher. This
combination is typically performed using bitwise XOR. The idea of stream ciphers originates
from the one-time pad (Subsection 2.2.7).

• Message authentication codes (MACs): a message authentication code is a piece of information
used to authenticate the origin of a message and protect its integrity. MAC algorithms are
commonly constructed from other cryptographic primitives, such as hash functions and block
ciphers.

1It is worth noting that the existence of one-way functions is an open problem. It is widely believed to be related to the
question whether P 6= NP .
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2.1.1 Hash Functions

A hash function is a computationally ef�cient function that maps data of arbitrary length to a bit
string of �xed length, called a hash valueor message digest.

A properly designed cryptographic hash function should satisfy the following properties:

(a) it is ef�cient to compute the hash value of any given input;

(b) it is computationally infeasible to �nd an input that yields a given hash value (preimage resis-
tance);

(c) it is computationally infeasible to �nd a second input that maps to the same hash value when
one input is already known (second-preimage resistance);

(d) it is computationally infeasible to �nd any pair of distinct messages that produce the same hash
value (collision resistance).

Cryptographic hash functions are mostly used to support integrity and digital signatures. For mes-
sage integrity, the user computes a digest of the original message at some point in time. Later (for ex-
ample, after transmission), the digest is computed again to check whether the message has changed.
In digital signatures, it is common to �rst compute a message digest and then sign that digest, rather
than sign the entire message, which can be inef�cient when the message is large (see Section 3.4).

The current NIST standard for hash functions, released in 2015, is called Secure Hash Algorithm
3 (SHA-3) [Dwo15]. It is based on the Keccak permutation [BDPA13], which uses the previously
developed spongeconstruction [BDPVA07].

2.1.2 Cryptosystems

We have mentioned three types of ciphers: public-key ciphers, block ciphers, and stream ciphers. In
this subsection, we discuss ciphers in more detail. They are also called cryptosystems.

When we use ciphers, we usually assume an insecure communication channel. A common setting
is that Alice wishes to send messages to Bob while Eve can listen to the communication. Alice's goal
is to ensure that, even if Eve intercepts what is sent, she cannot recover the original message. To
do so, Alice �rst encryptsthe message, called theplaintext, and sends the resulting ciphertextto Bob.
Bob then decryptsthe ciphertext to recover the plaintext. For this communication to work, encryption
and decryption require a key. At a minimum, the decryption key must remain secret from Eve, and
the encryption/decryption algorithm should be designed so that Eve cannot feasibly recover the
plaintext from the ciphertext by brute force.

De�nition 2.1.1. A cryptosystemis a tuple (P; C; K ; E; D) with the following properties:

• P is a �nite set of plaintexts, called plaintext space.

• C is a �nite set of ciphertexts, called ciphertext space.

• K is a �nite set of keys, called key space.

• E = f Ek : k 2 K g, where Ek : P ! C is an encryption function.

• D = f Dk : k 2 K g, where Dk : C ! P is a decryption function.

• For each encryption key e 2 K , there exists a decryption key d 2 K such that Dd(Ee(p)) = p for
all p 2 P.

If e = d, the cryptosystem is called a symmetric (key) cryptosystem. Otherwise, it is called a public-
key/asymmetric cryptosystem.

Take any c1 = Ee(p1) and c2 = Ee(p2) from the ciphertext space C, where e 2 K . Let d 2 K be the
corresponding decryption key. If c1 = c2, then by de�nition,

p1 = Dd(c1) = Dd(c2) = p2:

Thus, Ee is injective (see De�nition 1.1.2). Moreover, if P = C, then Ee is a permutation of P (see
De�nition 1.2.3).

There are mainly two types of symmetric ciphers: block ciphersand stream ciphers.
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De�nition 2.1.2 (Block cipher). A block cipheris a symmetric key cryptosystem with P = C = An for
some alphabetA and positive integer n. n is called the block length.

For the classical ciphers discussed in Section 2.2.1 through Section 2.2.5,A = Z26. For the modern
cryptosystems discussed in Section 3.1,A = F2 = f 0; 1 g.

Now, if we have a long plaintext p = p1p2 : : : , where eachpi 2 An is one block of plaintext, and a
key k, using a block cipher, we can obtain ciphertext string c as follows2:

c = c1c2 � � � = Ek (p1)Ek (p2) : : : :

For a stream cipher, however, P = C = A consists of single digits. Encryption is performed digit
by digit. In particular, suppose we have a plaintext string p = p1p2 : : : (where pi 2 A) and a key k.
We �rst compute a keystream z = z1z2 : : : using the key k, and then obtain the ciphertext as follows:

c = c1c2 � � � = Ez1 (p1)Ez2 (p2) : : :

A stream cipher is said to be synchronousif the keystream depends only on the chosen key k and
not on the plaintext being encrypted. In this case, the sender and the receiver can both generate the
keystream synchronously. In Section 2.2.7, we will see a classical synchronous stream cipher called
the one-time pad.

2.1.2.1 Converting message to plaintext

An important aspect to clarify is how the message that Alice intends to send is represented as plain-
text.

A B C D E F G H I J K L M N O P Q R S T
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19

U V W X Y Z
20 21 22 23 24 25

Table 2.1: Converting English letters to elements in Z26.

For the classical ciphers discussed in Section 2.2, we will only consider messages consisting of
English letters (A–Z), and we map each letter to an element of Z26. Table 2.1 lists this correspondence.
Thus, the plaintext spaces can be viewed as strings, or equivalently vectors, over the alphabet Z26.

In modern computers, data are stored in binary digits, which can be viewed as variables ranging
over F2, that is, bits (see De�nition 1.2.17). An 8-bit binary string is called a byte (see De�nition 1.3.7).
Computers often operate on several bytes at a time. For example, a 64-bit processor operates on eight
bytes at a time. In computer architecture, a word is a unit of data of a certain bit length that can be
addressed and moved between storage and the processor. Therefore, for a 64-bit processor, theword
sizeis 64 bits.

We have discussed that a byte can be represented as a decimal number between 0 and 255 or
as a hexadecimal number between0016 and FF16 (see Remark 1.3.3). When modern cryptographic
algorithms are used, the messages are converted to plaintexts which are n-bit binary strings (i.e.
vectors in Fn

2 ), where n is a multiple of 8. For example, Table 2.2 lists the representation of some
single symbols as bytes using ASCII and UTF-8 conversion methods. The second column gives the
binary representation of the byte value and the third column gives the corresponding hexadecimal
representation.

2.1.3 Security of Cryptosystems

When the security of a cryptosystem is analyzed, Kerckhoffs' principleis always followed.

De�nition 2.1.3 (Kerckhoffs' principle) . The security of a cryptosystem should depend only on the
secrecy of the key.

2Such an encryption mode is called ECB mode, more encryption modes will be introduced in Section 2.3.
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A 01000001 41
B 01000010 42
a 01100001 61
b 01100010 62
? 00111111 3F

(a) ASCII

�A 1100001110000001 C381
•A 1100001110000100 C384
�I 1100001110001101 C38D
� 1100001110010111 C397
� 1100001110110111 C3B7

(b) UTF-8

Table 2.2: Examples of methods for converting message symbols to bytes. The second column in
each table is the binary representation of the byte value and the third column is the corresponding
hexadecimal representation.

In other words, everything is public knowledge except for the secret key.
To discuss the security of cryptosystems, we must also specify the attack assumptions. These

usually consist of the attacker's knowledge and the attacker's goal. In a ciphertext-only attack, the
attacker has access to a collection of ciphertexts. In aknown-plaintext attack, the attacker has access
to a collection of plaintext-ciphertext pairs. In a chosen-plaintext attack, the attacker has access to
the encryption mechanism and can choose plaintexts and obtain the corresponding ciphertexts. The
attacker's goal may be to recover the plaintext or the key.

By Kerckhoffs' principle (De�nition 2.1.3), we assume the attacker has knowledge of the cipher
design and communication context, e.g. the sender is a student and might use words like “exam,”
“assignment,” etc.

A ciphertext-only attack scenario is the weakest attacker model, and also the most realistic one.
For example, an intercepted encrypted network traf�c falls into this category. As an example of a
known plaintext attack scenario, one can think of the cryptanalysis of Enigma during World War II.
There were situations when the German military broadcast the same message encrypted by different
cryptosystems – for some recipients, it was encrypted by a so-called dockyard cipher(a manual cipher,
relatively easy to cryptanalyze), and for some, it was encrypted by Enigma [Mah45]. If both messages
were intercepted, the allies would possess both the plaintext and the ciphertext, thus making it a
known plaintext attack on Enigma. When it comes to chosen plaintext attacks, one can imagine a
scenario when an encryption device is captured and the attacker can send queries to it and receive
the ciphertexts. As the key would normally be stored in secure storage, the attacker needs to use the
plaintext-ciphertext pairs to recover it. This is a common scenario for hardware attacks. While in the
traditional cryptanalysis setting, a chosen plaintext attack is infeasible for modern ciphers, hardware
attacks can recover the key relatively ef�ciently, depending on the attacker's assumptions and the
attack type.

In this book, we say that a cipher is brokenif the secret key is recovered3. A cipher is said to be
perfectly secureif, in a ciphertext-only setting, the attacker cannot obtain any information about the
plaintext, regardless of how much computing power they have. A cipher is secure in practiceif there is
no known attack that can break it within a reasonable amount of time and with a reasonable amount
of computing power. A cipher is said to be computationally secureif any attack that can be carried out
in realistic (ef�cient) time has only a negligible probability of succeeding.

In Section 2.2.7, we will introduce a classical cipher that achieves perfect secrecy. However, we
will also see that its key-management requirements make it impractical for modern use. Modern
cryptosystems in widespread use today are considered computationally secure. Most ciphers are
designed so that the effort required to break them grows exponentially with the number of bits in
the secret key, called thekey length. Thus, key length is an important factor in the security of modern
ciphers.

2.2 Classical Ciphers

In this section, we discuss several classical ciphers and analyze their security. We focus on the case
where messages consist of English letters. These letters are identi�ed with elements of Z26 as shown

3In a more general sense, breaking a cipher means �nding a weakness in the cipher algorithm that can be exploited with
complexity lower than brute force [Sch00].
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A B C D E F G H I J K L M N O P Q R S T
F G H I J K L M N O P Q R S T U V W X Y

U V W X Y Z
Z A B C D E

Table 2.3: Shift cipher with k = 5 . The second row represents the ciphertexts for the letters in the �rst
row.

in Table 2.1. For ease of reading, we will often not distinguish between a letter and its corresponding
element of Z26. For example, when the message isA, we may say that the plaintext is A or that the
plaintext is 0, and similarly for ciphertexts.

2.2.1 Shift Cipher

De�nition 2.2.1 (Shift cipher) . Let P = C = K = Z26. For eachk 2 K , de�ne

Ek : Z26 ! Z26; p 7! p + k mod 26; Dk : Z26 ! Z26; c 7! c � k mod 26:

The cryptosystem (P; C; K ; E; D), where E = f Ek : k 2 K g, and D = f Dk : k 2 K g, is called the shift
cipher.

By Theorem 1.4.2,Z26 is a commutative ring with addition and multiplication modulo 26. We
also discussed that subtracting k corresponds to adding the additive inverse of k (see Remark 1.4.2).

Example 2.2.1. Let k = 2 , we have

� k = � 2 mod 26 = 24 mod 26:

Suppose the message isA, then the corresponding plaintext is 0 (see Table 2.1). The ciphertext is given
by

Ek (A) = 0 + 2 mod 26 = 2 mod 26 = C:

When we decrypt the ciphertext using the same key, we get our original message:

Dk (C) = 2 � 2 mod 26 = 2 + 24 mod 26 = 0 mod 26 = A:

We note that encrypting using a key k is the same as shifting the letters by k positions, hence the
name “shift cipher”.

Example 2.2.2. For example, when k = 5 ,

Ek (A) = 0 + 5 mod 26 = F; Ek (Z) = 25 + 5 mod 26 = 4 mod 26 = E:

To encrypt a message, we can follow Table 2.3 and replace letters in the �rst row with those in the
second row. Suppose the message isI STUDY IN BRATISLAVA. Then the corresponding ciphertext
(omitting the white spaces) is NXYZIDNSGWFYNXQFAF.

When k = 3 , the cipher is called the Caesar Cipher, which was used by Julius Caesar around 50
B.C.. It is unknown how effective the Caesar cipher was at the time. But it is likely to have been
reasonably secure since most of Caesar's enemies would have been illiterate and they might have
also assumed the messages were written in an unknown foreign language.

Now, suppose as an attacker, we know that the ciphertext is NXYZIDNSGWFYNXQFAF. By Kerck-
hoffs' principle (De�nition 2.1.3), we can assume that we also know the communication language is
English, how can we �nd the corresponding plaintext?

With a moment's thought, it is easy to see that we can simply try all the possible keys until we
�nd a plaintext that makes sense. For example, let k = 1 , then N should be decrypted to M, X to
W, and so on. Eventually, we get MWXYHCMRFVEXMWPEZE, which does not make sense. So we con-
tinue, when k = 2 , we get LVWXGBLQEUDWLVODYD. When k = 3 , we have KUVWFAKPDTCVKUNCXC,
and for k = 4 , we get JTUVEYJOCSBUJTMBWB. Finally, letting k = 5 , we get a proper sentence
ISTUDYINBRATISLAVA. Since there are only26 possible keys (including the trivial key k = 0 ), it is
easy, given a ciphertext, to recover the original plaintext and the key by trying them all.

Such a method of trying every possible key until the correct one is found is called an exhaustive
key search. We have demonstrated that with an exhaustive key search, we can breakthe shift cipher,
i.e. �nd the key.
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2.2.2 Af�ne Cipher

Recall that Z �
n is the set of elementsx 2 Zn such that gcd(x; n) = 1 (De�nition 1.4.5).

De�nition 2.2.2 (Af�ne cipher) . Let P = C = Z26 and K = f (a; b) j a 2 Z �
26; b 2 Z26 g. For each key

(a; b), de�ne

E(a;b) : Z26 ! Z26; p 7! ap + bmod 26; D (a;b) : Z26 ! Z26; c 7! a� 1(c � b) mod 26:

The cryptosystem (P; C; K ; E; D), where E =
�

E(a;b) : (a; b) 2 K
	

, D =
�

D (a;b) : (a; b) 2 K
	

, is called
the af�ne cipher.

Note that when a = 1 , we have a shift cipher (De�nition 2.2.1).
Next, we will verify that the af�ne cipher is well-de�ned. In particular, we will show the follow-

ing:

• Decryption is always possible, i.e. given any a 2 Z �
26 and b; y 2 Z26, a solution for x such that

ax + b � y mod 26

always exists in Z26.

• Each encryption function E(a;b) is injective, i.e. different plaintexts produce different cipher-
texts, or equivalently, if the equation ax + b � y mod 26 has a solution, then that solution is
unique.

Fix a 2 Z �
26 and b; y 2 Z26. Solving

ax + b � y mod 26

is equivalent to solving
ax � y � bmod 26:

As y varies over Z26, so doesy � b. Therefore, it suf�ces to study solutions of

ax � z mod 26; (2.1)

where z 2 Z26. Sincea 2 Z �
26, by Theorem 1.4.6, Equation 2.1 has a unique solution. The existence

of the solution proves that decryption is possible, and the uniqueness guarantees that encryption
functions are injective.

Given a key (a; b), to �nd a� 1 mod 26, we can apply the extended Euclidean algorithm (Algo-
rithm 1.2).

Example 2.2.3. Suppose the key for af�ne cipher is (3; 1), by the extended Euclidean algorithm, we
can �nd 3� 1 mod 26:

26 = 3 � 8 + 2; 3 = 2 + 1 = ) 1 = 3 � (26 � 3 � 8) = 3 � 9 � 26 =) 3� 1 mod 26 = 9:

To encrypt the word STROM,4 we compute (see Table 2.1):

3 � 18 + 1 = 55 � 3 mod 26; 3 � 19 + 1 = 58 � 6 mod 26;
3 � 17 + 1 = 52 � 0 mod 26; 3 � 14 + 1 = 43 � 17mod 26;
3 � 12 + 1 = 37 � 11mod 26:

So the ciphertext is DGARL. We can list the correspondence between plaintext and ciphertext as fol-
lows:

S T R O M
18 19 17 14 12
3 6 0 17 11
D G A R L

We know that 26 = 2 � 13. By Theorem 1.4.3,

' (26) = 26 �
�

1 �
1
2

� �
1 �

1
13

�
= 12:

So there are12 possible values for a 2 Z �
26. And there are 26 possible values for b 2 Z26. Then the

total number of possible keys (a; b) is 12 � 26 = 312. Similarly to shift cipher, knowing a ciphertext,
we can try each of the 312keys until we �nd a plaintext that makes sense. Thus we can break af�ne
cipher by exhaustive key search.

4Strom is a Slovak word which means tree.
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A B C D E F G H I J K L M N O P Q R S T
W X Y Z F G H I J K L M N O P Q R S T U

U V W X Y Z
V A B C D E

Table 2.4: De�nition of � , a key for substitution cipher.

A B C D E F G H I J K L M N O P Q R S T
V W X Y Z E F G H I J K L M N O P Q R S

U V W X Y Z
T U A B C D

Table 2.5: De�nition of � � 1, where � 2 S26 is a key for substitution cipher shown in Table 2.4.

2.2.3 Substitution Cipher

Recall that the symmetric group of degree n, denoted Sn , is the set of permutations of a set X with
n elements (see De�nition 1.2.4). We have discussed that a permutation is a bijective function and
its inverse exists with respect to the composition of functions (see Lemma 1.2.1). In particular, any
permutation � 2 S26 has an inverse� � 1.

De�nition 2.2.3 (Substitution cipher) . Let P = C = Z26, and K = S26. For any key � 2 S26, de�ne

E � : Z26 ! Z26; p 7! � (p); D � : Z26 ! Z26; c 7! � � 1(c):

The cryptosystem (P; C; K ; E; D), where E = f E � : � 2 K g, D = f D � : � 2 K g, is called the substi-
tution cipher.

We note that an af�ne cipher (De�nition 2.2.2) is also a substitution cipher.

Example 2.2.4. De�ne � as in Table 2.4, then the corresponding table for decryption can be computed
by �ipping the two rows of the table (see Table 2.5). For example, to decrypt UIFJNJUWUJPOHWNF,
using Table 2.5, we getTHE IMITATION GAME.

We have discussed that jSn j = n! (see Example 1.2.9). So the size of key space for substitution
cipher is 26! � 4 � 1026. Modern computers run at a speed of a few GHz, which is � 109 instructions
per second. There are� 105 seconds per day, so one computer can run� 1014 instructions per day, or
� 1016 instructions per year. If we were to try every key for the substitution cipher, we would need
about � 1010 years. Compared to the age of the universe, about 13:8 billion years, i.e. 1:38 � 1010

years, exhaustive key search is infeasible with current computing power. However, we will show in
Section 2.2.6 that other methods can be used to break substitution cipher.

2.2.4 Vigen�ere Cipher

For the substitution cipher, one alphabet is mapped to a unique alphabet. Hence such a cipher is also
called a monoalphabetic cipher. Vigen �ere cipher, named after the French cryptographer Blaise Vigen �ere,
is a polyalphabetic cipherwhere one alphabet can be encrypted to different alphabets depending on the
key.

Let m be a positive integer, and let Zm
26 be the set of matrices with coef�cients in Z26 of size 1 � m.

In other words, Zm
26 is the set of 1 � m row vectors with coef�cients in Z26 (see De�nition 1.3.1). As

discussed in Equation 1.4, for any

x = ( x0; x1; : : : ; xm� 1); y = ( y0; y1; : : : ; ym� 1)

in Zm
26, addition is computed componentwise:

x + y = ( x0 + y0; x1 + y1; : : : ; xm� 1 + ym� 1);

where each x i + yi is computed modulo 26. Recall that the additive inverse of an element a in Z26

is denoted by � a (see Remark 1.4.2). Thusx � y is also computed componentwise, by adding the
additive inverses of the coordinates of y .
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De�nition 2.2.4 (Vigen �ere cipher). Let m be a positive integer and let K = P = C = Zm
26. For each

k 2 K , de�ne
Ek : Zm

26 ! Zm
26; p 7! p + k; Dk : Zm

26 ! Zm
26; c 7! c � k:

The cryptosystem (P; C; K ; E; D), where E = f Ek : k 2 K g, D = f Dk : k 2 K g, is called the Vigen�ere
cipher.

The key for a Vigen �ere cipher is also called akeywordsince it can be written as a string of letters.
By de�nition, a Vigen �ere cipher encrypts m alphabetic characters at a time.

Example 2.2.5. Let m = 6 and chooseSECRETas the keyword. Thus the key is

k =
�
18 4 2 17 4 19

�
:

To encrypt AN EXAMPLE, we write the plaintext in groups of six letters and add the keyword to each
group letter by letter, modulo 26.

A N E X A M P L E
0 13 4 23 0 12 15 11 4
18 4 2 17 4 19 18 4 2
18 17 6 14 4 5 7 15 6
S R G O E F H P G

The ciphertext is given by SRGOEFHPG.

Example 2.2.6. Let the keyword be SKALA. Som = 5 and

k =
�
18 10 0 11 0

�
:

To decrypt ZSLWCAZHPR, we write the ciphertext in groups of �ve letters and subtract the keyword
from each group letter by letter modulo 26. We get the plaintext HILLCIPHER.

Z S L W C A Z H P R
25 18 11 22 2 0 25 7 15 17
18 10 0 11 0 18 10 0 11 0
7 8 11 11 2 8 15 7 4 17
H I L L C I P H E R

The size of the key space for Vigen�ere Cipher is given by 26m . If m = 6 , it is about 3:1� 108 � 228:2,
which is possible to search each key using a computer. The Vigen�ere cipher has a key space of size
26m . For m = 6 , this is approximately 3:1� 108 � 228:2, which is small enough to make an exhaustive
key search feasible with modern computing resources. However, for larger m, it becomes much more
dif�cult. If m = 25, 2625 � 2117, which is not feasible with current computation powers.

2.2.5 Hill Cipher

De�nition 2.2.5 (Hill cipher) . Let m be an integer such that m � 2. Let P = C = Zm
26 and

K = f A j A 2 M m� m (Z26); det(A) 2 Z �
26 g:

For eachA 2 K , de�ne

EA : Zm
26 ! Zm

26; p 7! pA; DA : Zm
26 ! Zm

26; c 7! cA� 1:

The cryptosystem (P; C; K ; E; D), where E = f EA : A 2 K g, D = f DA : A 2 K g, is called the Hill
cipher.

By Theorem 1.4.2,Z26 is a commutative ring. We have de�ned the determinantof a square matrix
with coef�cients from a commutative ring R in Section 1.3.1 (Equation 1.6). We discussed that an
m � m matrix A is invertible in M m� m (R) if and only if its determinant, det(A), is a unit (see De�-
nition 1.2.10) in R. Furthermore, when A is invertible, its inverse can be calculated using the adjoint
matrix of A (Theorem 1.3.2). By Lemma 1.4.3, a matrixA 2 M n� n (Z26) is invertible if and only if
gcd(det(A); 26) = 1, i.e. det(A) 2 Z �

26. Therefore, in the de�nition of the Hill cipher, we require
det(A) 2 Z �

26 so that the decryption can be computed.
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Example 2.2.7. Let

A =

0

@
2 1 2
3 12 4
0 5 1

1

A

be a matrix in M 3� 3(Z26). We denote by A ij the matrix obtained from A by deleting the i th row and
the j th column. Then

A00 =
�

12 4
5 1

�
; A01 =

�
3 4
0 1

�
; A02 =

�
3 12
0 5

�
:

Following the discussions in Example 1.3.6, we have

det(A00) = 12 � 20mod 26 = � 8 mod 26;

det(A01) = 3 � 0 mod 26 = 3 mod 26;

det(A02) = 15 � 0 mod 26 = 15 mod 26:

Similarly, we can calculate

det(A10) = � 9 mod 26; det(A11) = 2 mod 26; det(A12) = 10 mod 26;

det(A20) = � 20mod 26; det(A21) = 2 mod 26; det(A22) = 21 mod 26:

Let aij denote the entry of A at i th row and j th column, then by Equation 1.6,

det(A) =
2X

j =0

(� 1)j a0j det(A0j ) mod 26

= ( � 1)0 � 2 � (� 8) + ( � 1)1 � 1 � 3 + ( � 1)2 � 2 � 15mod 26

= � 16� 3 + 30 mod 26 = 11:

By the Euclidean algorithm (Algorithm 1.1), we can �nd gcd(26; 11):

26 = 11 � 2 + 4; 11 = 4 � 2 + 3; 4 = 3 + 1 ; 3 = 1 � 3 =) gcd(11; 26) = 1:

Thus A is an invertible matrix in M 3� 3(Z26).
By the extended Euclidean algorithm (Algorithm 1.2),

1 = 4 � 3 = 4 � (11� 4� 2) = 4 � 3� 11 = (26 � 11� 2) � 3� 11 = 26� 3� 11� 7 =) 11� 1 mod 26 = 7:

By Theorem 1.3.2,

A � 1 = � 7

0

@
� 8 9 � 20
� 3 2 � 2
15 � 10 21

1

A mod 26 =

0

@
56 � 63 140
21 � 14 14

� 105 70 � 147

1

A mod 26 =

0

@
4 15 10
21 12 14
25 18 9

1

A :

Example 2.2.8. Let

A =

0

@
2 1 2
3 12 4
0 5 1

1

A

be a key for Hill cipher. Suppose the plaintext is CIPHER. By Table 2.1, this corresponds to
�
2 8 15

�

and
�
7 4 17

�
. To encrypt, we calculate

�
2 8 15

�
0

@
2 1 2
3 12 4
0 5 1

1

A mod 26 =
�
2 17 25

�
;

�
7 4 17

�
0

@
2 1 2
3 12 4
0 5 1

1

A mod 26 =
�
0 10 21

�
:
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And the ciphertext is CRZAKV.
Now suppose the ciphertext is DOSJBQ. By Table 2.1, this corresponds to

�
3 14 18

�
and

�
9 1 16

�
.

We have calculated in Example 2.2.7 that

A � 1 =

0

@
4 15 10
21 12 14
25 18 9

1

A :

We can then compute the plaintext as follows:

�
3 14 18

�
0

@
4 15 10
21 12 14
25 18 9

1

A mod 26 =
�
756 537 388

�
mod 26 =

�
2 17 24

�
;

�
9 1 16

�
0

@
4 15 10
21 12 14
25 18 9

1

A mod 26 =
�
457 435 248

�
mod 26 =

�
15 19 14

�
:

And the plaintext is CRYPTO.

Remark 2.2.1. By De�nition 2.1.2, shift cipher, af�ne cipher, and substitution cipher are block ciphers
of block length 1. Vigen �ere cipher and Hill cipher are block ciphers of block length m.

2.2.6 Cryptanalysis of Classical Ciphers

In this subsection, we will discuss the cryptanalysis of the classical ciphers introduced in the previous
subsections. Cryptanalysis comes from the Latin words krypt ós (hidden) and analýein (to analyze).
The goal of cryptanalysis is to decrypt the ciphertext without knowing the key. Successful cryptanal-
ysis recovers the plaintext or even the key. We recall the different assumptions of attack described in
Section 2.1.3.

Example 2.2.9 (Known plaintext attack – Hill cipher) . Let us consider a known plaintext attack on
Hill cipher. Suppose we know m = 2 , i.e. A 2 M 2� 2(Z26), and we have a string of plaintext ATTACK
as well as its corresponding ciphertext FTMTIM. By De�nition 2.2.5, we have

EA
��

0 19
��

=
�
5 19

�
; EA

��
19 0

��
=

�
12 19

�
; EA

��
2 10

��
=

�
8 12

�
:

The �rst two plaintext-ciphertext pairs give us

�
0 19
19 0

�
A mod 26 =

�
5 19
12 19

�
: (2.2)

The inverse of a 2 � 2 matrix can be computed using Equation 1.7, where the computations should
be mod 26. We have �

0 19
19 0

� � 1

= 3 � 1
�

0 7
7 0

�
mod 26 =

�
0 11
11 0

�
:

Together with Equation 2.2,

A =
�

0 11
11 0

� �
5 19
12 19

�
mod 26 =

�
2 1
3 1

�
:

We can verify this key using the third plaintext-ciphertext pair

�
2 10

�
�

2 1
3 1

�
mod 26 =

�
8 12

�
:

We have seen that an exhaustive key search can be used to break af�ne cipher, where the attacker
can �nd both the plaintext and the key. But this does not apply to substitution cipher or Vigen �ere
cipher. Next, we will discuss other cryptanalysis methods that can be used to break those ciphers.
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A 0.082 B 0.015 C 0.028 D 0.043 E 0.127 F 0.022
G 0.020 H 0.061 I 0.070 J 0.002 K 0.008 L 0.040
M 0.024 N 0.067 O 0.075 P 0.019 Q 0.001 R 0.060
S 0.063 T 0.091 U 0.028 V 0.010 W 0.023 X 0.001
Y 0.020 Z 0.001

Table 2.6: Probabilities of each letter in a standard English text [BP82].

2.2.6.1 Frequency analysis

By Kerckhoffs' principle (De�nition 2.1.3), we assume we know the plaintext is an English text. We
also know the cipher used for communication. We assume a ciphertext-only attacker model, and we
will show how to recover both the plaintext and the key using frequency analysisfor af�ne cipher and
Vigen �ere cipher.

As the plaintext is an English text, we �rst analyze the probabilities for the appearance of each
letter in a standard English text. For example, Table 2.6 lists the analysis results from [BP82]. In
particular, we observe that E has the highest probability and the second most common letter is T.
Similarly, [BP82] also shows that the most common two consecutive letters are TH, HE, IN , : : : ; and
the most common three consecutive letters areTHE, ING, AND, : : : .

Given a ciphertext that is encrypted using a monoalphabetic cipher (i.e. one alphabet is mapped
to a unique alphabet), we expect a permutation of the letters in the ciphertext to have similar fre-
quencies as in Table 2.6.

Example 2.2.10. Suppose the cipher used is an af�ne cipher and we have the following ciphertext

VCVIRSKPOFPNZOTHOVMLVYSATISKVNVLIVSZVR:

We can calculate the frequencies of each letter that appear in the text:

V S I O R K P N Z T L C F H M Y A
8 4 3 3 2 2 2 2 2 2 2 1 1 1 1 1 1

The most frequent letter is V, and the second most frequent one isS. Thus, it makes sense to assumeV
is the ciphertext corresponding to E and S to T. Let the key be (a; b). By Table 2.1 and De�nition 2.2.2,
we have the following equations:

4a + b = 21 mod 26; 19a + b = 18 mod 26;

which gives
15a = 23 mod 26:

By the extended Euclidean algorithm,

26 = 15 � 1 + 11; 15 = 11 � 1 + 4; 11 = 4 � 2 + 3; 4 = 3 + 1 ;

and

1 = 4 � 3 = 4 � (11 � 4 � 2) = � 11 + 4 � 3 = � 11 + (15 � 11) � 3

= 15 � 3 � 11� 4 = 15 � 3 � (26 � 15) � 4 = 15 � 7 � 26� 4:

Hence, we have 15� 1 mod 26 = 7 and

a = 23 � 15� 1 mod 26 = 23 � 7 mod 26 = 5 mod 26:

Furthermore, we get
b = 21 � 4a mod 26 = 21 � 4 � 5 mod 26 = 1:

To decrypt the message, we compute the decryption key by �nding a� 1 mod 26 = 5� 1 mod 26:

26 = 5 � 5 + 1 =) 1 = 26 � 5 � 5 =) 5� 1 mod 26 = � 5 mod 26 = 21:

Applying the decryption key (21; 1) to the ciphertext, we get the following plaintext:

EVERYTHING IS KNOWN EXCEPT FOR THE SECRET KEY:
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We note that the same technique works for substitution cipher since it is also monoalphabetic. But
a longer ciphertext might be needed since we do not have equations to solve for the key. Instead, we
must guess the mapping between each distinct letter in the ciphertext to the 26alphabets (see [Sti05]
Section 1.2.2).

Remark 2.2.2. Suppose the length of the keyword m is determined for Vigen �ere cipher. We take
every mth letter from the ciphertext and obtain m ciphertexts. Then each of them can be considered
as the ciphertext of the shift cipher with a key given by the corresponding letter in the keyword.

Example 2.2.11. Suppose we have the following ciphertext generated with Vigen �ere cipher (De�ni-
tion 2.2.4) and we know that the keyword length m = 3 .

SJRRIBSWRKRAOFCDACORRGSYZTCKVYXGCCSDDLCCEKOAMBHGCEKEPRS
TJOSDWXFOGMBVCCTMXHGXKNKVRCMLDLCMMNRIPDIVDAGVPZOXFOWYWI:

Take every third letter, we have the following three ciphertexts

SRSKODOGZKXCDCOBCESOWOBCXXKCDMRDDVOOW;
JIWRFARSTVGSLEAHEPTSXGVTHKVMLMIIAPXWI;
RBRACCRYCYCDCKMGKRJDFMCMGNRLCNPVGZFY:

We note that each of them can be considered as the ciphertext of a shift cipher, where the keys cor-
respond to each letter of the keyword for the Vigen �ere cipher (as mentioned in Remark 2.2.2). The
frequencies of each letter in the �rst ciphertext are as follows:

O D C S K X R B W G Z E M V
7 5 5 3 3 3 2 2 2 1 1 1 1 1

The most frequent letter is O, and we assumeO(14) is the ciphertext corresponding to E (4). And this
gives us the �rst letter of the keyword

14� 4 mod 26 = 10 mod 26 = K:

The frequencies of each letter in the second ciphertext are as follows:

I A S T V W R G L E H P X M J F K
4 3 3 3 3 2 2 2 2 2 2 2 2 2 1 1 1

Similarly, we assume E (4) is encrypted as I (8). And the second letter of the keyword is

8 � 4 mod 26 = 4 mod 26 = E:

The frequencies of each letter in the third ciphertext are:

C R Y M G D K F N B A J L P V Z
7 5 5 3 3 3 2 2 2 1 1 1 1 1 1 1

And we have the third letter of the keyword

2 � 4 mod 26 = 24 mod 26 = Y:

Thus we have recovered the keyword KEY. Computing decryption with the keyword we get the
following plaintext

IF THE DISTANCE BETWEEN TWO APPEARANCES OF THE SAME WORD
IS A MULTIPLE OF M, THE CORRESPONDING PARTS IN THE
CIPHERTEXT WILL BE THE SAME:

Next, we will discuss two methods to determine the length m of the keyword for a Vigen �ere
cipher.
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2.2.6.2 Kasiski test – Vigen�ere cipher

We observe that if the distance between two appearances of the same sequence of alphabets in the
plaintext is a multiple of m, the corresponding parts in the ciphertext will be the same. Kasiski test
looks for identical parts of ciphertext and records the distance between those parts. Then we know
that m is a divisor for all the distance values.

Example 2.2.12. Suppose the plaintext is

THE MEETING WILL BE IN THE CAFE AND THE STARTING TIME IS TEN

and the keyword is KEY(m = 3). The encryption gives us

THE MEETING WILL BE IN THE CAFE AND THE STARTING TIME IS TEN
KEY KEYKEYK EYKE YK EY KEY KEYK EYK EYK EYKEYKEY KEYK EY KEY
DLC WICDMLQ AGVP ZO ML DLC MEDO ELN XFO WRKVRSRE DMKO MQ DIL

The �rst two appearances of THE have distance 15, which is a multiple of 3 and hence the corre-
sponding parts in the ciphertext are the same DLC. But the third appearance of THEhas distance 7
from the second appearance and the corresponding parts in the ciphertext are different.

On the other hand, if we have only the ciphertext, we can observe the two identical parts DLC
with distance 15, then we can conclude that very likely m is a divisor of 15, i.e. m = 1 ; 3; 5; 15. To
decide the exact value of m, a longer ciphertext is needed, or frequency analysis (see Example 2.2.11)
can be applied assuming different values of m until a meaningful plaintext is found.

2.2.6.3 Index of coincidence – Vigen�ere cipher

De�nition 2.2.6. Let x = x1x2 : : : xn be a string of n alphabetic characters. Theindex of coincidenceof
x , denoted by I c(x ), is the probability that two random elements of x are identical.

Example 2.2.13. Let x be a long random text. If we randomly choose a letter from x , we expect that
the probability for each letter to be chosen is close to 1=26. Then, if we randomly choose two letters
from x , the probability for those two letters to be the same is close to 1=262. The index of coincidence
for x will be close to

I c(x ) � 26
�

1
26

� 2

= 0 :038:

Example 2.2.14.Let x be a long English text. If we randomly choose a letter from x , we expect that the
probabilities for each letter to be chosen are similar to the values listed in Table 2.6. If we randomly
choose two letters from x , the probability for both letters to be A is then given by 0:0822, and the
probability for both to be B is 0:0152, etc. Thus, the index of coincidence for x can be approximated
as

I c(x ) �
25X

i =0

p2
i = 0 :065:

Remark 2.2.3. If x is a ciphertext string obtained using any monoalphabetic cipher, we would expect
I c(x ) to be close to0:065. The individual probabilities for different alphabets will be permuted, but
the sum will be unchanged.

Let f 0; f 1; : : : ; f 25 denote the frequencies of the letters A, B, : : : , Z in x . If we choose two positions
uniformly at random, then the probability that both letters are equal to the i th letter is

� f i
2

�

� n
2

� :

Therefore, we have the following formula for I c(x ):

I c(x ) =

P 25
i =0

� f i
2

�

� n
2

� =
P 25

i =0 f i (f i � 1)
n(n � 1)

: (2.3)
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Example 2.2.15. Let x be the ciphertext from Example 2.2.11. The total number of letters is 110and
the frequencies of each letter are

C R O D S K G M V X I W A B F Y T L E P J Z H N
12 9 7 7 7 6 6 6 5 5 4 4 4 3 3 3 3 3 3 3 2 2 2 2

By Equation 2.3, the index of coincidence of x is

I c(x ) =
1

110� 109
(12 � 11 + 9 � 8 + � � � + 2 � 1) � 0:0445:

Given a ciphertext c = c1c2 : : : cn output from Vigen �ere cipher. To �nd the length of the keyword
m, for each m � 1, we construct substrings of c by taking every mth letter.

c1 = c1cm+1 : : :

c2 = c2cm+2 : : :
...

cm = cm c2m : : :

If m is the keyword length, we expect I c(ci ) to be close to0:065(see Remark 2.2.3). Otherwise,ci will
be more random and I c(ci ) will be closer to 0:038(See Example 2.2.13)

Example 2.2.16. Suppose we have the same ciphertext as in Example 2.2.11, and we do not know the
value of m.
Assume m = 1 , we have calculated that

I c(c) = 0 :004454

in Example 2.2.15.
Assume m = 2 , we have

c1 = SRISRROCAORSZCVXCSDCEOMHCKPSJSWFGBCTXGKKRMDCMRPIDGPOFWW
c2 = JRBWKAFDCRGYTKYGCDLCKABGEERTODXOMVCMHXNVCLLMNIDVAVZXOYI

and
I c(c1) = 0 :05253; I c(c2) = 0 :03636:

Assume m = 3 ,
c1 = SRSKODOGZKXCDCOBCESOWOBCXXKCDMRDDVOOW
c2 = JIWRFARSTVGSLEAHEPTSXGVTHKVMLMIIAPXWI
c3 = RBRACCRYCYCDCKMGKRJDFMCMGNRLCNPVGZFY

and
I c(c1) = 0 :07958; I c(c2) = 0 :04054; I c(c3) = 0 :06984:

Thus it is more likely that m = 3 . The exact value can be veri�ed by frequency analysis as shown in
Example 2.2.11 to see if the recovered plaintext is meaningful.

2.2.7 One-time Pad

In this subsection, we will discuss a type of synchronous stream cipher (see Section 2.1.2) called
one-time pad, which was invented by Gilbert Vernam in 1917.

De�nition 2.2.7 (One-time pad). Given a positive integer n, let P = C = K = Fn
2 . For any k 2 K ,

de�ne
Ek : Fn

2 ! Fn
2 ; p 7! p � k; Dk : Fn

2 ! Fn
2 ; c 7! c � k:

The cryptosystem (P; C; K ; E; D), where E = f Ek : k 2 K g, D = f Dk : k 2 K g, is called the one-time
pad.
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Recall that vector addition in Fn
2 is de�ned as bitwise XOR, denoted by � (see De�nition 1.3.6).

For encryption, we require the key to be chosen randomly with uniform probability (see De�ni-
tion 1.7.3) from K . This requirement will be justi�ed in Theorem 2.2.1. Furthermore, we note that
if the attacker has knowledge of one pair of plaintext p and its corresponding ciphertext c, they can
recover the key by computing p � c = p � p � k = k. Thus each key can be used only once.

One distinct feature of the one-time pad from the previously introduced classical ciphers is that it
achieves perfect secrecy (see Section 2.1.3). Before proving this, we will �rst formalize the notion of
perfect secrecy.

Let P, C, and K denote the plaintext space, ciphertext space, and key space respectively for a
given cryptosystem. The random experiment we are interested in is encryption using one key and
one plaintext for communication. The sample space (see Section 1.7) is
 = P � K .

For a plaintext value p 2 P, let
Pp := f (p; k) j k 2 K g

denote the event that plaintext p is encrypted. Similarly, for a key value k 2 K , let

K k := f (p; k) j p 2 P g

denote the event that key k is used for encryption. For a ciphertext value c 2 C, let

Cc := f (p; k) j Ek (p) = c g

denote the event that the ciphertext is c. Note that the plaintext event and the key event are indepen-
dent.

By Kerckhoffs' principle, the attacker knows the distributions of plaintexts and keys. The cryp-
tosystem is perfectly secure if, for every plaintext p 2 P and ciphertext c 2 C, the events Pp and Cc

are independent (De�nition 1.7.4), or equivalently (Equation 1.28),

P(Pp \ Cc) = P(Pp)P(Cc); i.e. P(PpjCc) = P(Pp):

Example 2.2.17(An example of a cipher that is not perfectly secure) . Let

P = f 0; 1 g; K = f x; y g; C = f �; � g :

De�ne the encryption functions as follows

Ex (0) = Ey(1) = �; E x (1) = Ey(0) = �:

Suppose

P(0) =
1
3

; P(1) =
2
3

; P(x) =
1
5

; P(y) =
4
5

:

Then
P(� ) = P(x \ 0) + P(y \ 1) = P(x)P(0) + P(y)P(1) =

3
5

;

and

P(0j� ) =
P(0)P(� j0)

P(� )
=

P(0)P(x)
P(� )

=
1
9

:

We have
P(1j� ) = 1 � P(0j� ) =

8
9

;

and
P(� ) = 1 � P(� ) =

2
5

:

Similarly, we get

P(0j� ) =
2
3

; P(1j� ) =
1
3

:

Thus P(pjc) 6= P(p) for all p 2 P; c 2 Cand the cipher is not perfectly secure.
In particular, if the attacker knows the ciphertext is � , they can conclude that it is more likely that

the plaintext is 1 rather than 0; and if the ciphertext is � , they can conclude that it is more likely for
the plaintext to be 0.
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We recall uniform probability measures from De�nition 1.7.3.

Theorem 2.2.1. The one-time pad is perfectly secure if and only if the probability measure on the key
space is uniform.

Proof. Fix a positive integer n, let P = C = K = Fn
2 . For any p 2 P and c 2 C, if c is the ciphertext

corresponding to p, then we know the key used is kp;c := p � c. Thus

P(cjp) = P(kp;c):

=) Fix c 2 C, for any p, we have

P(kp;c) = P(cjp) =
P(p \ c)

P(p)
=

P(p)P(c)
P(p)

= P(c);

which shows that the probability of kp;c is not dependent on p and the probabilities of all kp;cs are the
same for this �xed c. When p takes all possible values in P, we have all possible values of kp;c 2 K .
Thus we can conclude that P(k) is the same for all k 2 K .
( = Sincef q j q 2 P g is a �nite partition of 
 , by Theorem 1.7.2, for anyc 2 Cand any p 2 P,

P(pjc) =
P(cjp)P(p)

P
q2 P P(cjq)P(q)

=
P(kp;c)P(p)

P
q2 P P(kq;c)P(q)

:

Since the probability measure on the key space is uniform,

P(k) =
1

jK j
; 8k 2 K :

Also,
P

q2 P P(q) = 1 . We have

P(pjc) =
P(kp;c)P(p)

P
q2 P P(kq;c)P(q)

=
P(p)

P
q2 P P(q)

= P(p):

We note that brute force does not help against the one-time pad: by trying all possible keys, the
attacker can obtain every plaintext of the same length as the original plaintext.

However, key management is the bottleneck of the one-time pad. For a plaintext of length n, we
need a key of length n. Furthermore, as mentioned earlier, each key can be used only once. Thus,
before each communication, the sender and receiver must share a fresh key of the same length as the
message. This makes the one-time pad impractical in most applications.

2.3 Encryption Modes

We have already seen several examples of classical block ciphers. When the message is longer than
one block, it must be divided into plaintext blocks and encrypted block by block. The method used
in Examples 2.2.8 and 2.2.5 is illustrated in Figure 2.2, and the corresponding decryption method is
illustrated in Figure 2.3.

More generally, when a symmetric block cipher with block length n is used to encrypt a long
message, the message is �rst divided into plaintext blocks of length n. An encryption modeis then
applied to these blocks. If the last block has length less than n, padding may be required. Different
padding methods exist, for example using a �xed constant or random data.

In general, when we use a symmetric block cipher with block length n to encrypt a long message,
we �rst divide the message into plaintext blocks of length n. We then apply an encryption modeto
encrypt these blocks. If the last block has length less than n, padding may be required. Different
padding methods exist, for example padding with a �xed constant or with random data.

The simplest encryption mode is the one we have been using so far, called the electronic codebook
(ECB) mode. ECB mode is easy to use, but its main drawback is that identical plaintext blocks always
produce identical ciphertext blocks. In an extreme case, if many plaintext blocks are equal, for exam-
ple all 0s or all 1s, then repeated patterns remain visible in the ciphertext. Because of this property,
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Figure 2.2: ECB mode for encryption.

Figure 2.3: ECB mode for decryption

patterns in the plaintext can often be recognized from the ciphertext, which makes statistical attacks
easier (e.g. frequency analysis of the af�ne cipher described in Example 2.2.10).. For example, Fig-
ure 2.4(b) shows encryption using ECB mode. Compared with the original image in Figure 2.4(a), a
clear pattern of the plaintext remains visible in the ciphertext.

To avoid these problems, we can use the cipher block chaining (CBC) mode. Its encryption and
decryption procedures are shown in Figures 2.5 and 2.6, respectively, where IV stands for initialization
vector. The IV has the same length as a plaintext block and is public. With CBC mode, the same
plaintext block can encrypt to different ciphertext blocks when different IVs are used. Figure 2.4(c)
shows the encryption of Figure 2.4(a) using CBC mode, and no clear visual pattern remains.

Furthermore, if a plaintext block is changed, the corresponding ciphertext block will also change,
and this change affects all subsequent ciphertext blocks. Thus CBC mode provides some propagation
of modi�cations, although by itself it is not a complete authentication mechanism.

However, in CBC mode, the receiver needs both the current ciphertext block and the previous
ciphertext block in order to decrypt a block. For real-time applications, output feedback (OFB) mode
can be more ef�cient. As shown in Figures 2.7 and 2.8, the encryption function is not applied directly
to the plaintext blocks; instead, it is used to generate a keystream. The ciphertext blocks are then
obtained by XORing the plaintext blocks with this keystream. This design allows the sender and
receiver to generate the same keystream in advance, before the ciphertext is transmitted.

In this sense, OFB mode can be viewed as a synchronous stream cipher (see Section 2.1.2). An-
other advantage of OFB mode is that no padding is needed. However, because each plaintext block is
combined only with the keystream, modi�cation of a ciphertext block affects only the corresponding
plaintext block after decryption, which makes intentional tampering easier.

(a) Original picture (b) ECB encrypted (c) CBC encrypted

Figure 2.4: Original picture and encrypted picture with ECB and CBC modes.
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Figure 2.5: CBC mode for encryption.

Figure 2.6: CBC mode for decryption.

2.4 Further Reading

For further discussion of classical ciphers, we refer the readers to [Sti05, Chapter 1], and for a detailed
presentation of different cryptographic primitives, to [MVOV18]. For encryption modes and padding
schemes, we refer the readers to [PP09, Chapter 5].

In Section 2.2.7 we introduced the one-time pad, a classical stream cipher. Although stream ci-
phers are discussed less extensively in many cryptography textbooks than block ciphers, this area
includes many modern algorithm designs. We do not go into further detail in this book; interested
readers can �nd more information in [KPP + 22].

The physical attacks presented in Chapters 4 and 5 focus on symmetric block ciphers, one par-
ticular public-key cipher (RSA), and RSA signatures. There is also extensive research on phys-
ical attacks against other cryptographic primitives, for example hash functions [HH11, HLMS14,
KMBM17], post-quantum public-key algorithms [MWK + 22, PSKH18, XIU+ 21, PPM17], and stream
ciphers [BMV07, BT12, KDB+ 22].

Figure 2.7: OFB mode for encryption.
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Figure 2.8: OFB mode for decryption.



Chapter 3

Modern Cryptographic Algorithms and Their
Implementations

Abstract

When the keys for encryption and decryption are the same in a cryptosystem, it is a
symmetric cipher. Otherwise, it is a public-key/asymmetric cipher.

In this chapter, we will describe the designs of three symmetric block ciphers –
DES (Section 3.1.1), AES (Section 3.1.2), and PRESENT (Section 3.1.3) – as well as one
public-key cipher, RSA (Section 3.3). We will also discuss how RSA can be used for
digital signatures. Moreover, we will present different techniques for implementing
those algorithms.
Keywords : DES, AES, PRESENT, RSA, RSA signatures, bit-sliced implementation

We have de�ned cryptosystem/cipher in De�nition 2.1.1. When the encryption and decryption
keys are the same, it is asymmetric cipher. Otherwise, it is a public-key/asymmetric cipher. In general,
symmetric-key ciphers are faster, but they require key exchange before communication.

In this chapter, we will detail the designs of three symmetric block ciphers – DES (Section 3.1.1),
AES (Section 3.1.2), and PRESENT (Section 3.1.3) as well as one public-key cipher – RSA (Section 3.3).
We will also discuss how RSA can be used for digital signatures (Section 3.4). Moreover, we will
present different implementation techniques for these algorithms (Sections 3.2 and 3.5).

3.1 Symmetric Block Ciphers

For the construction of symmetric block ciphers, two important principles are followed by modern
cryptographers – confusionand diffusion. Shannon �rst introduced them in his famous paper [Sha45].

Confusion obscures the relationship between the ciphertext and the key. To achieve this, each part
of the ciphertext should depend on several parts of the key. For example, in the Vigen �ere cipher, each
letter of the plaintext and each letter of the key in�uence exactly one letter of the ciphertext. Conse-
quently, the cipher can be attacked using the Kasiski test (Section 2.2.6.2) or the index of coincidence
(Section 2.2.6.3).

Diffusion obscures the statistical relationship between the plaintext and the ciphertext. Each
change in the plaintext is spread over many parts of the ciphertext, so that redundancies in the plain-
text are dissipated. For example, monoalphabetic ciphers such as the shift, af�ne, and substitution
ciphers have very low diffusion – the distributions of letters in the plaintext correspond directly to
those in the ciphertext. That is also why frequency analysis (Section 2.2.6.1) can be applied to break
those ciphers.

As mentioned in Section 2.1.2, for modern symmetric block ciphers, P = C = Fn
2 for a positive

integer n, which is called the block lengthof the cipher. Furthermore, the key space is also a vector
space overF2 and its dimension is called the key lengthof the cipher. Each key k 2 K is called a master
key.

89
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A symmetric block cipher design speci�es a round function and a key schedule. Encryption of a
plaintext block consists of a few roundsof round functions, possibly with minor differences. Each
round function takes the cipher's current stateas an input and outputs the next state. The key sched-
ule takes the master key k and outputs the keys for each round, which are called round keys. In most
cases, the key schedule is an invertible function. In particular, given one or more round keys, the
master key can be calculated.

By Kerckhoffs' principle, round functions and key schedule speci�cations are public, but the mas-
ter key, and hence also the round keys, are secret. In physical attacks that we will discuss in the later
parts of the book, the attacker normally aims to recover some round key(s) and then use the inverse
key schedule to �nd the master key.

To be more speci�c, suppose we have a symmetric block cipher with round function F and in
total Nr number of rounds. Let K i denote the round key for round i and Si denote the cipher state at
the end of round i . For a plaintext p 2 Fn

2 , the corresponding ciphertext c 2 Fn
2 can be computed as

follows 1:

S0 = p;

S1 = F (S0; K 1);

S2 = F (S1; K 2);
...

SNr = F (SNr � 1; K Nr );

c = SNr :

To perform decryption, we require that for any given round key K i , F (�; K i ) has an inverse, i.e.

F � 1(F (x ; K i ); K i ) = x ; 8x 2 Fn
2 :

In this case, given ciphertext c, plaintext p can be computed as follows:

SNr = c;

SNr-1 = F � 1(SNr ; K Nr );
...

S1 = F � 1(S2; K 2);

S0 = F � 1(S1; K 1);

p = S0:

We recall for a vector space over F2, vector addition is given by bitwise XOR, denoted � (De�ni-
tion 1.3.6). XORwith the round key is a common operation in round functions of symmetric block
ciphers.

Another common function is a substitution function called Sbox, denoted SB,

SB: F! 1
2 ! F! 2

2 :

Normally, ! 1 or ! 2 (or both) is a divisor of the block length n, and several Sboxes are applied in one
round function. When ! 1 = ! 2, SB is a permutation on F! 1

2 and we say that the Sbox is an! 1-bit Sbox.
There are mainly two types of symmetric block ciphers – Feistel cipherand Substitution–permutation

network (SPN) cipher.
For a Feistel cipher, the cipher state at the beginning/end of each round is divided into two halves

of equal length. The cipher state at the end of round i is denoted asL i and Ri , where L stands for left
and R stands for right. The round function F is de�ned as

(L i ; Ri ) = F (L i � 1; Ri � 1; K i ); where L i = Ri � 1; Ri = L i � 1 � f (Ri � 1; K i ): (3.1)

We note that f is a function that does not need to have an inverse since the function F de�ned as in
Equation 3.1 is always invertible:

L i � 1 = Ri � f (L i ; K i ); Ri � 1 = L i :

1The round function for the last round might be a bit different, as for the case of AES (see Section 3.1.2).
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Figure 3.1: An illustration of Feistel cipher encryption algorithm.

Furthermore, the ciphertext is normally given by RNr jjL Nr (i.e. swapping the left and right side of
the cipher state at the end of the last round). In this case, if we let Ri and L i denote the right and left
part of the cipher state at the end of round i in the decryption, then the decryption computation is
the same as in Equation 3.1 except that the round keys are in reverse order as that for encryption. An
illustration of Feistel cipher can be seen in Figure 3.1.

Let ! be a divisor of n, the block length, and let ` = n=! . The design of an SPN cipher encryption
is shown in Figure 3.2, where SB is an! -bit Sbox. In most cases,! = 4 ; 8.

Each round of an SPN cipher normally consists of bitwise XORwith the round key, application of
` parallel ! -bit Sboxes, and a permutation on Fn

2 . The encryption starts with XORwith a round key
and also ends with XORwith a round key before outputting the ciphertext. Otherwise, the cipher
state entering the second round, or the cipher state before the �nal output, would be known to the
attacker. These two key-addition operations are called whitening. For decryption, the inverse of Sbox
and permutation are computed, and round keys are XOR-ed with the cipher state in reverse order
compared to that for encryption.

3.1.1 DES

Let us �rst look at one Feistel cipher – Data Encryption Standard (DES). DES was developed at IBM
by a team led by Horst Feistel and the design was based on Lucifer cipher [Sor84]. It was used as the
NIST standard from 1977 to 2005. Furthermore, it has a signi�cant in�uence on the development of
cipher design.

58 50 42 34 26 18 10 2
60 52 44 36 28 20 12 4
62 54 46 38 30 22 14 6
64 56 48 40 32 24 16 8
57 49 41 33 25 17 9 1
59 51 43 35 27 19 11 3
61 53 45 37 29 21 13 5
63 55 47 39 31 23 15 7

(a) IP

40 8 48 16 56 24 64 32
39 7 47 15 55 23 63 31
38 6 46 14 54 22 62 30
37 5 45 13 53 21 61 29
36 4 44 12 52 20 60 28
35 3 43 11 51 19 59 27
34 2 42 10 50 18 58 26
33 1 41 9 49 17 57 25

(b) IP� 1

Table 3.1: Initial permutation (IP) and �nal permutation (IP � 1) in DES algorithm.

The block length of DES is n = 64, i.e. P = C = F64
2 . Hence L i ; Ri 2 F32

2 . The master key length is
56, i.e. K = F56

2 . The round key length is 48. The total number of rounds Nr = 16. An illustration of
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Figure 3.2: An illustration of SPN cipher encryption algorithm.

DES encryption is shown in Figure 3.3. Each DES round function follows the structure as described
in Equation 3.1.

Before the �rst round function, the encryption starts with an initial permutation (IP). The inverse of
IP, called the �nal permutation (IP� 1) is applied to the cipher state after the last round before outputting
the ciphertext. Initial and �nal permutations are included for the ease of loading plaintext/ciphertext.
Initial and �nal permutations are shown in Table 3.1. For example, in IP, the 1st bit of the output is
from the 58th bit of the input. The 2nd bit of the output is from the 50th bit of the input.

Note

For DES speci�cation, we consider the 1st bit of a value as the leftmost bit in its
binary representation. For example, the 1st bit of 3 = 0112 is 0, the 2nd bit is 1 and
the last bit is 1.

At the i th round, the function f in the round function of DES takes input Ri � 1 2 F32
2 and round

key K i 2 F48
2 , then outputs a 32-bit intermediate value as follows:

f (Ri � 1; K i ) = PDES(Sboxes(EDES(Ri � 1) � K i )) :
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Figure 3.3: An illustration of DES encryption algorithm.

Firstly, Ri � 1 is passed to anexpansion functionEDES : F32
2 ! F48

2 . Then the output EDES(Ri � 1) is XOR-
ed with the round key K i , producing a 48-bit intermediate value. This 48-bit value is divided into
eight 6-bit subblocks. Eight distinct Sboxes, SBj

DES : F6
2 ! F4

2 (1 � j � 8), are applied to these eight
6-bit subblocks. Finally, the resulting 32-bit intermediate value goes through a permutation function
PDES : F32

2 ! F32
2 . An illustration of f is shown in Figure 3.4.

32 1 2 3 4 5 4 5 6 7 8 9 8 9 10 11
12 13 12 13 14 15 16 17 16 17 18 19 20 21 20 21
22 23 24 25 24 25 26 27 28 29 28 29 30 31 32 1

Table 3.2: Expansion function EDES : F32
2 ! F48

2 in DES round function. The 1st bit of the output is
given by the 32nd bit of the input. The 2nd bit of the output is given by the 1st bit of the input.

Details of the expansion function EDES are given in Table 3.2. 16bits of the input are repeated and
affect two bits of the output, which in�uence two Sboxes. Such a design makes the dependency of
the output bits on the input bits spread faster and achieves higher diffusion.

The design of the �rst Sbox is shown in Table 3.3, and the rest of the Sboxes are detailed in
Appendix C. To use those tables, take an input of one Sbox, sayb1b2b3b4b5b6, the output corresponds

14 4 13 1 2 15 11 8 3 10 6 12 5 9 0 7
0 15 7 4 14 2 13 1 10 6 12 11 9 5 3 8
4 1 14 8 13 6 2 11 15 12 9 7 3 10 5 0
15 12 8 2 4 9 1 7 5 11 3 14 10 0 6 13

Table 3.3: SB1DES in DES round function.

to row b1b6 and column b2b3b4b5. We note that each row of each of the Sbox tables is a permutation of
integers 0; 1; : : : ; 15.
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Figure 3.4: Function f in DES round function.

Example 3.1.1. Suppose the input of SB1
DES is

b1b2b3b4b5b6 = 100110:

According to Table 3.3, the row number is given by b1b6 = 2 . The column number is given by
b2b3b4b5 = 0011 = 3. Hence the output is 8 = 1000. Similarly (see Table C.1 (b)),

SB3
DES(100110) = 9 = 1001

The details of the permutation function PDES are given in Table 3.4.

16 7 20 21 29 12 28 17 1 15 23 26 5 18 31 10
2 8 24 14 32 27 3 9 19 13 30 6 22 11 4 25

Table 3.4: Permutation function PDES : F32
2 ! F32

2 in DES round function. The 1st bit of the output is
given by the 16th bit of the input. The 2nd bit of the output comes from the 7th bit of the input.

The key schedule of DES takes a64-bit master key as input and outputs round keys of length 48.
An illustration of the key schedule is in Figure 3.5, where PC stands for permuted choice.

Each8th bit of the master key is a parity-check bit for the previous 7 bits. PC1 reduces the64-bit
input to 56 bits by ignoring these parity-check bits and outputs a permutation of the remaining 56
bits. Then the output is divided into two 28-bit halves (see Table 3.5). Each half rotates left by one or

Left
57 49 41 33 25 17 9
1 58 50 42 34 26 18
10 2 59 51 43 35 27
19 11 3 60 52 44 36

Right
63 55 47 39 31 23 15
7 62 54 46 38 30 22
14 6 61 53 45 37 29
21 13 5 28 20 12 4

Table 3.5: Left and right part of the intermediate values in DES key schedule after PC1. The 1st bit of
the left part comes from the 57th bit of the master key (input to PC1).

two bits, depending on the round (see Table 3.6). Finally, PC2 selects48 bits out of 56 bits, permutes
them, and outputs the round key (see Table 3.7).

For some master keys, the key schedule outputs the same round keys for more than one round.
Those master keys are calledweak keys. Weak keys should not be used. It can be shown that there are
in total four of them:

• 01010101 01010101 ,

• FEFEFEFE FEFEFEFE,

• E0E0E0E0 F1F1F1F1,
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Figure 3.5: DES key schedule.

Round 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
Rotation 1 1 2 2 2 2 2 2 1 2 2 2 2 2 2 1

Table 3.6: Number of key bits rotated per round in DES key schedule.

• 1F1F1F1F 0E0E0E0E.

Remark 3.1.1. From the design of the DES key schedule, we can see that with the knowledge of any
round key, the attacker can recover 48 bits of the master key. The remaining 8 can be found by brute
force. Alternatively, with the knowledge of another round key, the master key can be recovered.

14 17 11 24 1 5 3 28 15 6 21 10 23 19 12 4
26 8 16 7 27 20 13 2 41 52 31 37 47 55 30 40
51 45 33 48 44 49 39 56 34 53 46 42 50 36 29 32

Table 3.7: PC2 in DES key schedule.
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3.1.2 AES

In 1997, NIST published a call for cryptographic algorithms as a replacement for DES. In October
2000, Rijndael was selected as the winner and certain versions of Rijndael are set as the Advanced
Encryption Standard (AES). Rijndael was invented by Belgian cryptographers Joan Daemen and Vin-
cent Rijmen and optimized for software ef�ciency on 8 and 32bit processors.

Figure 3.6: AES round function for round i , 1 � i � Nr � 1. SB, SR, MC, and AK stand for SubBytes,
ShiftRows, MixColumns, and AddRoundKey, respectively.

For AES, the block length is n = 128, and the number of rounds is Nr = 10; 12; 14 for key lengths
128; 192; 256, respectively. The corresponding algorithms are hence named AES-128, AES-192, and
AES-256 respectively. The original design of Rijndael also allows other key lengths and block lengths,
as shown in Table 3.8, where the blue-colored values are the speci�cations adopted by AES.

key length
block length

128 160 192 224 256
128 10 11 12 13 14
160 11 11 12 13 14
192 12 12 12 13 14
224 13 13 13 13 14
256 14 14 14 14 14

Table 3.8: Speci�cations of Rijndael design, where blue-colored values are adopted by AES.

The encryption algorithm starts with an initial AddRoundKey operation. Then the round func-
tion for the �rst Nr � 1 rounds consists of four operations: SubBytes, ShiftRows, MixColumns, and
AddRoundKey. Finally, the last round (round Nr ) consists of SubBytes, ShiftRows, and AddRound-
Key. AddRoundKey is bitwise XORwith the round key and SubBytes is the application of 8-bit
Sboxes. ShiftRows permutes the bytes and MixColumns is a function on 32-bit values (four bytes).
Figure 3.6 illustrates the AES round function.

The inverse of SubBytes, ShiftRows, and MixColumns are denoted as InvSubBytes, InvShiftRows,
and InvMixColumns respectively. The �rst round of AES decryption computes AddRoundKey, In-
vShiftRows, and InvSubBytes. Then the round function for the next Nr � 1 rounds consists of Ad-
dRoundKey, InvMixColumns, InvShiftRows, and InvSubBytes. Finally, there is an additional Ad-
dRoundKey operation. The round keys for decryption are in reverse order as those for encryption.

To give more details on the AES round function, we represent the AES cipher state as a four-by-
four matrix of bytes: 0

B
B
@

s00 s01 s02 s03

s10 s11 s12 s13

s20 s21 s22 s23

s30 s31 s32 s33

1

C
C
A : (3.2)

Recall that one byte is a vector in F8
2 and can be represented as a hexadecimal number between00

and FF (see De�nition 1.3.7 and Remark 1.3.3). As discussed in Section 1.5.1, a byte can also be
identi�ed as an element in F2[x]=(f (x)) , where f (x) = x8 + x4 + x3 + x + 1 2 F2[x] is an irreducible
polynomial over F2.
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0 1 2 3 4 5 6 7 8 9 A B C D E F
0 63 7C 77 7B F2 6B 6F C5 30 01 67 2B FE D7 AB 76
1 CA 82 C9 7D FA 59 47 F0 AD D4 A2 AF 9C A4 72 C0
2 B7 FD 93 26 36 3F F7 CC 34 A5 E5 F1 71 D8 31 15
3 04 C7 23 C3 18 96 05 9A 07 12 80 E2 EB 27 B2 75
4 09 83 2C 1A 1B 6E 5A A0 52 3B D6 B3 29 E3 2F 84
5 53 D1 00 ED 20 FC B1 5B 6A CB BE 39 4A 4C 58 CF
6 D0 EF AA FB 43 4D 33 85 45 F9 02 7F 50 3C 9F A8
7 51 A3 40 8F 92 9D 38 F5 BC B6 DA 21 10 FF F3 D2
8 CD 0C 13 EC 5F 97 44 17 C4 A7 7E 3D 64 5D 19 73
9 60 81 4F DC 22 2A 90 88 46 EE B8 14 DE 5E 0B DB
A E0 32 3A 0A 49 06 24 5C C2 D3 AC 62 91 95 E4 79
B E7 C8 37 6D 8D D5 4E A9 6C 56 F4 EA 65 7A AE 08
C BA 78 25 2E 1C A6 B4 C6 E8 DD 74 1F 4B BD 8B 8A
D 70 3E B5 66 48 03 F6 0E 61 35 57 B9 86 C1 1D 9E
E E1 F8 98 11 69 D9 8E 94 9B 1E 87 E9 CE 55 28 DF
F 8C A1 89 0D BF E6 42 68 41 99 2D 0F B0 54 BB 16

Table 3.9: AES Sbox.

Remark 3.1.2. We refer to
�
si 0 si 1 si 2 si 3

�
as the(i + 1) th row of the cipher state, and
0

B
B
@

s0j

s1j

s2j

s3j

1

C
C
A

as the(j + 1) th column of the cipher state.

The 8-bit Sbox in AES can be described using Table 3.9, for example, SBAES(12) = C9. Different
from the eight Sboxes in DES, AES Sbox can also be de�ned algebraically. Let

A =

0

B
B
B
B
B
B
B
B
B
B
@

1 1 1 1 1 0 0 0
0 1 1 1 1 1 0 0
0 0 1 1 1 1 1 0
0 0 0 1 1 1 1 1
1 0 0 0 1 1 1 1
1 1 0 0 0 1 1 1
1 1 1 0 0 0 1 1
1 1 1 1 0 0 0 1

1

C
C
C
C
C
C
C
C
C
C
A

; a =

0

B
B
B
B
B
B
B
B
B
B
@

0
1
1
0
0
0
1
1

1

C
C
C
C
C
C
C
C
C
C
A

;

then

SBAES(z) =

(
Az � 1 + a z 6= 0

a z = 0
(3.3)

where z� 1 is the inverse of z as an element in F2[x]=(f (x)) (see Section 1.5.1).

Example 3.1.2. SBAES(00) = a = 011000112 = 63.

Example 3.1.3. Suppose the input of AES Sbox is 03 = 000000112, which corresponds to x + 1 2
F2[x]=(f (x)) . We have shown in Example 1.5.21 that03 � 1 = 111101102. Then

A

0

B
B
B
B
B
B
B
B
B
B
@

1
1
1
1
0
1
1
0

1

C
C
C
C
C
C
C
C
C
C
A

+ a =

0

B
B
B
B
B
B
B
B
B
B
@

1 1 1 1 1 0 0 0
0 1 1 1 1 1 0 0
0 0 1 1 1 1 1 0
0 0 0 1 1 1 1 1
1 0 0 0 1 1 1 1
1 1 0 0 0 1 1 1
1 1 1 0 0 0 1 1
1 1 1 1 0 0 0 1

1

C
C
C
C
C
C
C
C
C
C
A

0

B
B
B
B
B
B
B
B
B
B
@

1
1
1
1
0
1
1
0

1

C
C
C
C
C
C
C
C
C
C
A

+

0

B
B
B
B
B
B
B
B
B
B
@

0
1
1
0
0
0
1
1

1

C
C
C
C
C
C
C
C
C
C
A

=

0

B
B
B
B
B
B
B
B
B
B
@

0
0
0
1
1
0
0
0

1

C
C
C
C
C
C
C
C
C
C
A

+

0

B
B
B
B
B
B
B
B
B
B
@

0
1
1
0
0
0
1
1

1

C
C
C
C
C
C
C
C
C
C
A

=

0

B
B
B
B
B
B
B
B
B
B
@

0
1
1
1
1
0
1
1

1

C
C
C
C
C
C
C
C
C
C
A

:
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So SBAES(03) = 011110112 = 7B, which agrees with Table 3.9.

For decryption, we need to compute the inverse of SubBytes, InvSubBytes. Let g denote the
function

g(z) = Az + a:

Then by Equation 3.3, InvSubBytes computes

SB� 1
AES(z) =

(
(g� 1(z)) � 1 g� 1(z) 6= 0

0 g� 1(z) = 0
;

where g� 1(z) is given by (see [DR02])

g� 1(z) =

0

B
B
B
B
B
B
B
B
B
B
@

0 1 0 1 0 0 1 0
0 0 1 0 1 0 0 1
1 0 0 1 0 1 0 0
0 1 0 0 1 0 1 0
0 0 1 0 0 1 0 1
1 0 0 1 0 0 1 0
0 1 0 0 1 0 0 1
1 0 1 0 0 1 0 0

1

C
C
C
C
C
C
C
C
C
C
A

z +

0

B
B
B
B
B
B
B
B
B
B
@

0
0
0
0
0
1
0
1

1

C
C
C
C
C
C
C
C
C
C
A

InvSubBytes can also be described using a table, as detailed in Table 3.10.

0 1 2 3 4 5 6 7 8 9 A B C D E F
0 52 09 6A D5 30 36 A5 38 BF 40 A3 9E 81 F3 D7 FB
1 7C E3 39 82 9B 2F FF 87 34 8E 43 44 C4 DE E9 CB
2 54 7B 94 32 A6 C2 23 3D EE 4C 95 0B 42 FA C3 4E
3 08 2E A1 66 28 D9 24 B2 76 5B A2 49 6D 8B D1 25
4 72 F8 F6 64 86 68 98 16 D4 A4 5C CC 5D 65 B6 92
5 6C 70 48 50 FD ED B9 DA 5E 15 46 57 A7 8D 9D 84
6 90 D8 AB 00 8C BC D3 0A F7 E4 58 05 B8 B3 45 06
7 D0 2C 1E 8F CA 3F 0F 02 C1 AF BD 03 01 13 8A 6B
8 3A 91 11 41 4F 67 DC EA 97 F2 CF CE F0 B4 E6 73
9 96 AC 74 22 E7 AD 35 85 E2 F9 37 E8 1C 75 DF 6E
A 47 F1 1A 71 1D 29 C5 89 6F B7 62 0E AA 18 BE 1B
B FC 56 3E 4B C6 D2 79 20 9A DB C0 FE 78 CD 5A F4
C 1F DD A8 33 88 07 C7 31 B1 12 10 59 27 80 EC 5F
D 60 51 7F A9 19 B5 4A 0D 2D E5 7A 9F 93 C9 9C EF
E A0 E0 3B 4D AE 2A F5 B0 C8 EB BB 3C 83 53 99 61
F 17 2B 04 7E BA 77 D6 26 E1 69 14 63 55 21 0C 7D

Table 3.10: Inverse of AES Sbox.

Example 3.1.4. Let z = 63 = 011000112. Then

g� 1(z) =

0

B
B
B
B
B
B
B
B
B
B
@

0 1 0 1 0 0 1 0
0 0 1 0 1 0 0 1
1 0 0 1 0 1 0 0
0 1 0 0 1 0 1 0
0 0 1 0 0 1 0 1
1 0 0 1 0 0 1 0
0 1 0 0 1 0 0 1
1 0 1 0 0 1 0 0

1

C
C
C
C
C
C
C
C
C
C
A

0

B
B
B
B
B
B
B
B
B
B
@

0
1
1
0
0
0
1
1

1

C
C
C
C
C
C
C
C
C
C
A

+

0

B
B
B
B
B
B
B
B
B
B
@

0
0
0
0
0
1
0
1

1

C
C
C
C
C
C
C
C
C
C
A

=

0

B
B
B
B
B
B
B
B
B
B
@

0
0
0
0
0
1
0
1

1

C
C
C
C
C
C
C
C
C
C
A

+

0

B
B
B
B
B
B
B
B
B
B
@

0
0
0
0
0
1
0
1

1

C
C
C
C
C
C
C
C
C
C
A

=

0

B
B
B
B
B
B
B
B
B
B
@

0
0
0
0
0
0
0
0

1

C
C
C
C
C
C
C
C
C
C
A

;

which is equal to 00. And we have SB� 1
AES(63) = 00.
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Example 3.1.5. Let z = 8C = 100011002. Then

g� 1(z) =

0

B
B
B
B
B
B
B
B
B
B
@

0 1 0 1 0 0 1 0
0 0 1 0 1 0 0 1
1 0 0 1 0 1 0 0
0 1 0 0 1 0 1 0
0 0 1 0 0 1 0 1
1 0 0 1 0 0 1 0
0 1 0 0 1 0 0 1
1 0 1 0 0 1 0 0

1

C
C
C
C
C
C
C
C
C
C
A

0

B
B
B
B
B
B
B
B
B
B
@

1
0
0
0
1
1
0
0

1

C
C
C
C
C
C
C
C
C
C
A

+

0

B
B
B
B
B
B
B
B
B
B
@

0
0
0
0
0
1
0
1

1

C
C
C
C
C
C
C
C
C
C
A

=

0

B
B
B
B
B
B
B
B
B
B
@

0
1
0
1
1
1
1
0

1

C
C
C
C
C
C
C
C
C
C
A

+

0

B
B
B
B
B
B
B
B
B
B
@

0
0
0
0
0
1
0
1

1

C
C
C
C
C
C
C
C
C
C
A

=

0

B
B
B
B
B
B
B
B
B
B
@

0
1
0
1
1
0
1
1

1

C
C
C
C
C
C
C
C
C
C
A

;

which corresponds to
x6 + x4 + x3 + x + 1 2 F2[x]=(f (x)) :

By the Euclidean algorithm

f (x) = ( x2 + 1)( x6 + x4 + x3 + x + 1) + ( x5 + x3 + x2);

x6 + x4 + x3 + x + 1 = x(x5 + x3 + x2) + ( x + 1) ;

x5 + x3 + x2 = ( x4 + x3 + x + 1)( x + 1) + 1 :

Then by the extended Euclidean algorithm

1 = ( x5 + x3 + x2) + ( x4 + x3 + x + 1)( x + 1)

= ( x5 + x3 + x2) + ( x4 + x3 + x + 1)(( x6 + x4 + x3 + x + 1) + x(x5 + x3 + x2))

= ( x4 + x3 + x + 1)( x6 + x4 + x3 + x + 1) + ( x5 + x4 + x2 + x + 1)( x5 + x3 + x2)

= ( x4 + x3 + x + 1)( x6 + x4 + x3 + x + 1)

+( x5 + x4 + x2 + x + 1)( f (x) + ( x2 + 1)( x6 + x4 + x3 + x + 1))

= ( x5 + x4 + x2 + x + 1) f (x) + ( x7 + x6 + x5 + x4)(x6 + x4 + x3 + x + 1) :

And we have

(x6 + x4 + x3 + x + 1) � 1 mod f (x) = x7 + x6 + x5 + x4 = 111100002 = F0;

which gives SB� 1
AES(8C) = F0

As the name suggests, the ShiftRows operation shifts the bytes in the rows of the cipher state.
Recall the representation of the AES cipher state from Equation 3.2. Then the ShiftRows operation
can be described by the following transformation:

0

B
B
@

s00 s01 s02 s03

s10 s11 s12 s13

s20 s21 s22 s23

s30 s31 s32 s33

1

C
C
A !

0

B
B
@

s00 s01 s02 s03

s11 s12 s13 s10

s22 s23 s20 s21

s33 s30 s31 s32

1

C
C
A :

The �rst row does not change. The second row rotates left by one byte. The third row rotates left by
two bytes. Finally, the last row rotates left by three bytes.

In another representation, let us denote the input of ShiftRows using cipher state representation
in Equation 3.2. Let the output of ShiftRows be a matrix B with entries bij (0 � i; j � 3). Then

0

B
B
@

b0j

b1j

b2j

b3j

1

C
C
A =

0

B
B
@

s0j

s1(j +1 mod 4)
s2(j +2 mod 4)
s3(j +3 mod 4)

1

C
C
A ; 0 � j < 4: (3.4)

For decryption, the inverse of ShiftRows, InvShiftRows, can be easily deduced.
The MixColumns function takes each of the four columns of the cipher state (Equation 3.2)

0

B
B
@

s0j

s1j

s2j

s3j

1

C
C
A ; j = 0 ; 1; 2; 3;
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as input. The column is considered as a polynomial over F2[x]=(f (x)) :

s3j x3 + s2j x2 + s1j x + s0j :

MixColumns multiplies s3j x3 + s2j x2 + s1j x + s0j with another polynomial over F2[x]=(f (x)) given
by

g(x) = 03x3 + 01x2 + 01x + 02: (3.5)

The multiplication is computed modulo x4 + 1 . This design choice is based on speci�c diffusion and
performance goals. We will not go into the details in this book, interested readers can refer to [DR02].
Let d(x) = d3x3 + d2x2 + d1x + d0 denote the product of s3j x3 + s2j x2 + s1j x + s0j with g(x) modulo
x4 + 1 . We have

d(x) = ( s3j x3 + s2j x2 + s1j x + s0j )(03x3 + 01x2 + 01x + 0216) mod (x4 + 1)

= 03s3j x6 + ( 01s3j + 03s2j )x5 + ( 01s3j + 01s2j + 03s1j )x4

+( 02s3j + 01s2j + 01s1j + 03s0j )x3 + ( 02s2j + 01s1j + 01s0j )x2

+( 02s1j + 01s0j )x + 02s0j mod (x4 + 1)

= ( 02s3j + 01s2j + 01s1j + 03s0j )x3 + ( 03s3j + 02s2j + 01s1j + 01s0j )x2

+( 01s3j + 03s2j + 02s1j + 01s0j )x + 01s3j

+ 01s2j + 03s1j + 02s0j : (3.6)

Thus, MixColumns can be considered as multiplying the input column by a matrix:
0

B
B
@

d0

d1

d2

d3

1

C
C
A =

0

B
B
@

02 03 01 01
01 02 03 01
01 01 02 03
03 01 01 02

1

C
C
A

0

B
B
@

s0j

s1j

s2j

s3j

1

C
C
A : (3.7)

Example 3.1.6. Suppose 0

B
B
@

s0j

s1j

s2j

s3j

1

C
C
A =

0

B
B
@

D4
BF
5D
30

1

C
C
A :

Then 0

B
B
@

02 03 01 01
01 02 03 01
01 01 02 03
03 01 01 02

1

C
C
A

0

B
B
@

D4
BF
5D
30

1

C
C
A =

0

B
B
@

04
66
81
E5

1

C
C
A

For example, we have calculated in Examples 1.5.17 and 1.5.20 that

02 � D4 = 101100112; 03 � BF = 110110102:

The �rst entry of the product is then given by

10110011� 11011010� 01011101� 00110000 = 00000100 =04:

Remark 3.1.3. For any

a =

0

B
B
@

a0

a1

a2

a3

1

C
C
A ; b =

0

B
B
@

b0

b1

b2

b3

1

C
C
A ;

we have
MixColumns (a + b) = MixColumns (a) + MixColumns (b);

where the addition is computed modulo f (x). As discussed in Remark 1.5.2, this addition is equiva-
lent to XOR. Consequently, we have

MixColumns (a � b) = MixColumns (a) � MixColumns (b):
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The inverse of MixColumns, InvMixColumns, is de�ned by multiplying each column of the ci-
pher state by the inverse of g(x) (Equation 3.5) modulo x4 + 1 . We note that

x4 + 1 = ( x + 1) 4

as a polynomial over F2[x]=(f (x)) . Since1 is not a root of g(x), x + 1 does not divide g(x), which
gives

gcd(g(x); x4 + 1) = 1 :

We have shown that F2[x]=(f (x)) is a �eld in Section 1.5.1. g(x) � 1 mod x4 + 1 can be computed using
the extended Euclidean algorithm, similarly to Example 1.5.10. We have

g(x) � 1 mod x4 + 1 = 0Bx3 + 0Dx2 + 09x + 0E:

It can be shown in the same way as in Equation 3.6 that, multiplication by g(x) � 1 mod x4 + 1 is
equivalent to multiplication by the following matrix

0

B
B
@

0E 0B 0D 09
09 0E 0B 0D
0D 09 0E 0B
0B 0D 09 0E

1

C
C
A : (3.8)

We will discuss the AES key schedule for key length 128, which corresponds to Nr = 10. The
algorithms for other key lengths are de�ned similarly (see [DR02] for more details). The key schedule
algorithm is named KeyExpansion, shown in Algorithm 3.1. The master key k is written as a four-
by-four array of bytes, denoted by K [4][4] in the algorithm. KeyExpansion expands K [4][4] to a 4� 44
array of bytes, denoted by W [4][44]. SinceNr = 10, in total we need 11 round keys. The i th round
key is given by the columns 4i to 4(i + 1) � 1 of W . Note that the 0th round key, i.e. the round key
for whitening at the beginning of the encryption, is given by the �rst 4 columns of W , which are
equal to the master key (lines 1 – 3). Round constants, denoted Rcon (line 6), is an array of ten bytes,
computed as follows:

Rcon[1] = x0 = 01; and Rcon[j ] = xRcon[j � 1] = x j � 1; for j > 1:

We have
Rcon = f 01, 02, 04, 08, 10, 20, 40, 80, 1B, 36 g:

Algorithm 3.1: KeyExpansion – AES-128 key schedule.

Input: K [4][4] // master key written as a four-by-four array of bytes

Output: W [4][44]
1 for j = 0 , j < 4, j + + do
2 for i = 0 , i < 4, i + + do
3 W[i][j]=K[i][j]

4 for j = 4 ; j < 44; j + + do
5 if j mod4 == 0 then
6 W [0][j ] = W [0][j � 4] � SBAES(W [1][j � 1]) � Rcon[j=4]
7 for i = 1 , i < 4, i + + do
8 W [i ][j ] = W [i ][j � 4] � SBAES(W [i + 1 mod 4][j � 1])

9 else
10 for i = 0 ; i < 4; i + + do
11 W [i ][j ] = W [i ][j � 4] � W [i ][j � 1]

12 return W
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Figure 3.7: Key schedule for AES-128.

The key schedule is also depicted in Figure 3.7, where the round keys are represented as four-by-
four grids and each box corresponds to one byte. The rotation << rotates the right-most column by
one byte 0

B
B
@

y0

y1

y2

y3

1

C
C
A 7!

0

B
B
@

y1

y2

y3

y0

1

C
C
A :

Remark 3.1.4. We note that with the knowledge of any round key for AES-128 encryption, the at-
tacker can recover the master key using the inverse of the key schedule.

3.1.3 PRESENT

PRESENT was proposed in 2007 [BKL+ 07] as a symmetric block cipher optimized for hardware im-
plementation. It has block length n = 64, number of rounds Nr = 31, and a key length of either 80
or 128. The Sbox for PRESENT is a4-bit Sbox. When the key length is 80, the algorithm is called
PRESENT-80.

The round function of PRESENT consists of addRoundKey, sBoxLayer, and pLayer. After 31
rounds, addRoundKey is applied again before the ciphertext output (see Figure 3.8).

Note

As opposed to DES speci�cation, for PRESENT speci�cation, we consider the 0th bit
of a value as the rightmost bit in its binary representation. For example, the 0th bit
of 3 = 0112 is 1, the 1st bit is 1 and the 2nd bit is 0.

addRoundKey takes the current 64-bit cipher state

b63b62 : : : b0
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Figure 3.8: An illustration of PRESENT encryption algorithm.

and XORs it with the round key

K i = � i
63 : : : � i

0; (1 � i � 32)

bitwise
bj = bj � � i

j ; 0 � j � 63:

sBoxLayer applies sixteen4-bit Sboxes to each nibble of the current cipher state. The4-bit Sbox is
given by Table 3.11. For example, if the input is 0, the output is C.

0 1 2 3 4 5 6 7 8 9 A B C D E F
C 5 6 B 9 0 A D 3 E F 8 4 7 1 2

Table 3.11: PRESENT Sbox.

pLayer permutes the 64bits of the cipher state using the following formula:

pLayer(j ) =
�

j
4

�
+ ( j mod 4) � 16;

where j denotes the bit position. For example, the 0th bit of the input stays as the 0th bit of the
output, and the 1st bit of the input goes to the 16th bit of the output. It can also be described using
Table 3.12.

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
0 16 32 48 1 17 33 49 2 18 34 50 3 19 35 51
16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
4 20 36 52 5 21 37 53 6 22 38 54 7 23 39 55
32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47
8 24 40 56 9 25 41 57 10 26 42 58 11 27 43 59
48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63
12 28 44 60 13 29 45 61 14 30 46 62 15 31 47 63

Table 3.12: PRESENT pLayer.

Figure 3.9 shows two rounds of PRESENT.
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Figure 3.9: Two rounds of PRESENT.

Figure 3.10: PRESENT-80 key schedule.

Here we detail the key schedule for PRESENT-80. We refer the readers to [BKL+ 07] for the key
schedule for the 128-bit master key. Let us denote the variable storing the key by k79k78 : : : k0. At
round i , the round key is given by

K i = � i
63� i

62 : : : � i
0 = k79k78 : : : k16:

After extracting the round key, the variable k79k78 : : : k0 is updated using the following steps:

1. Left rotation by 61bits:

k79k78 : : : k1k0 7! k18k17 : : : k0k79k78 : : : k19;

2. k79k78k77k76 = SBPRESENT(k79k78k77k76);

3. k19k18k17k16k15 = k19k18k17k16k15� round counter;

where SBPRESENT stands for the PRESENT Sbox (Table 3.11) and roundcounter = 1 ; 2; : : : ; 31. A
graphical illustration is shown in Figure 3.10.

Remark 3.1.5. With the knowledge of any round key for PRESENT-80, the attacker can recover 64
bits of the master key. The remaining 16 bits can be recovered by brute force. Alternatively, with the
knowledge of another round key, the master key can also be revealed.

3.2 Implementations of Symmetric Block Ciphers

In Section 3.1, we saw that there are mainly three building blocks for a symmetric block cipher: bit-
wise XORwith round key, Sbox, and permutation. In this section, we will discuss how to implement
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each of them. While we mainly focus on the software implementations of PRESENT and AES, the
main ideas apply in general to other ciphers with similar constructions.

It is easy in both software and hardware to implement bitwise XORwith a round key. In hardware,
there is an XORgate and almost every processor has a dedicatedXORinstruction.

3.2.1 Implementing Sboxes

In software, a na�̈ve way to implement an Sbox is to use a lookup table. The table is stored as an
array in random-access memory or �ash memory. The storage required for an Sbox SB : F! 1

2 ! F! 2
2

is ! 2 � 2! 1 bits. For example, PRESENT has a4-bit Sbox (Table 3.11) and the storage required is
24 � 4 = 64 bits, or 8 bytes. A lookup table implementation of PRESENT Sbox in pseudocode is
shown in Algorithm 3.2. Since current computer architectures normally use word sizes of at least

Algorithm 3.2: A lookup table implementation of PRESENT Sbox in pseudocode.

1 integer array [1..16] Sbox =f C, 5, 6, B, 9, 0, A, D, 3, E, F, 8, 4, 7, 1, 2g
2 s = Sbox[s] // table lookup

one byte, and often several bytes, it is not ef�cient to implement the Sbox nibble-wise. To improve
the execution time, we can merge two PRESENT Sbox table lookups (Algorithm 3.3). However, even

Algorithm 3.3: A more ef�cient lookup table implementation of PRESENT Sbox in pseu-
docode.
1 integer array [1..16] Sbox =f C, 5, 6, B, 9, 0, A, D, 3, E, F, 8, 4, 7, 1, 2g
2 integer big s = Sbox[s & 0F] // lower nibble; & denotes bitwise AND (see

Definition 1.3.6)

3 big s = big s _ (Sbox[(s� 4) & 0F] � 4) // upper nibble; _ denotes bitwise OR (see

Remark 1.3.2)

4 s = big s // state update

though we can utilize the space more ef�ciently, the additional operations take extra computing time.
To avoid the bit shifts and boolean operations, it is better to combine two 4 � 4 Sbox tables into one
bigger 8 � 8 table (Algorithm 3.4):

SB(0)jSB(0) SB(0)jSB(1) : : : SB(0)jSB(F)
SB(1)jSB(0) SB(1)jSB(1) : : : SB(1)jSB(F)

...
...

...
...

SB(F)jSB(0) SB(F)jSB(1) : : : SB(F)jSB(F)

Algorithm 3.4: A lookup table implementation combining two PRESENT Sboxes in parallel
in pseudocode.

1 integer array [1..256] Sbox =f CC, C5, : : : , C1, C2, 5C, 55, : : : , 51, 52, : : : 2C, 25, : : : , 21, 22g
2 s = Sbox[s] // table lookup of two nibbles in parallel

3.2.2 Implementing Permutations

The ef�ciency of the implementation is highly dependent on the design of the permutation. For AES
ShiftRows, the bytes are permuted, making it easier to implement. For PRESENT pLayer, the bit level
permutations are “free” in hardware as we just need to reorder the wires, no new gates are required.
However, in software, extracting each bit and putting it in the right position is time-consuming.
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3.2.2.1 Implementing pLayer

In this part, we will discuss two methods for implementing PRESENT pLayer by combining it with
sBoxLayer.

The �rst method is straightforward. We will construct sixteen 4 � 64 lookup tables, TB1, TB2,
: : : , TB16. The input of TBi is given by the i th nibble of the cipher state at the input of sBoxLayer.
The outputs are 64-bit values with mostly 0s except for 4 bits that are related to this i th input nibble
through sBoxLayer and pLayer.

Let us consider TB1, whose input is the �rst nibble of the cipher state at the input of sBoxLayer.
By Table 3.12, the Sbox output corresponding to this nibble should go to bits 0; 16; 32 and 48 of the
output of pLayer. Thus, each entry of TB1 is a 64-bit value with bits in positions 0; 16; 32and 48given
by the Sbox output, and the other bits are all 0.

Example 3.2.1. For example, if the input is A, the Sbox output should be F = 11112 and

TB1[A] = 0 : : : 010: : : 010: : : 010: : : 1;

where the 0th, 16th, 32nd and 48th bits are 1. Similarly, PRESENT Sbox output for input B is 10002,
and

TB1[B] = 0 : : : 010: : : 0;

where the 48th bit is 1.

Example 3.2.2. TB2 takes the second nibble of the cipher state as input. The output bits should be
positioned at 1; 17; 33and 49. Thus

TB2[B] = 0 : : : 010: : : 0;

where only the 49th bit is 1.

As for the memory consumption, a 4 � 64 table takes 64 � 24 bits and those sixteen tables take
16384bits of memory. Compared to one Sbox table, which is 64 bits, this is much bigger, but these
tables also implement pLayer of PRESENT. The speed can be further improved by merging two Sbox
computations and constructing eight 8 � 64 lookup tables. The memory consumption will be the
same. But the speed will be much faster.

The second method [GHNZ09, PV13] requires a deeper look at the pLayer design. The aim is to
design four 8 � 8 tables that output the corresponding Sbox values and permutate the bits of each
byte of the sBoxLayer input.

If we analyze Table 3.12 and Figure 3.9, we can see that in roundi :

• The 0th bits of bytes at positions 0; 1; 3; 5 in pLayer output come from the 0th nibble of the input
of pLayer, which corresponds to the 0th nibble of the cipher state at sBoxLayer input of round
i ;

• The 1st bits of bytes at positions 0; 1; 3; 5 in pLayer output correspond to the 1st nibble of the
cipher state at sBoxLayer input;

• The 2nd bits of bytes at positions 0; 1; 3; 5 in pLayer output correspond to the 2nd nibble of the
cipher state at sBoxLayer input;

• The 3rd bits of bytes at positions 0; 1; 3; 5 in pLayer output correspond to the 3rd nibble of the
cipher state at sBoxLayer input;

• . . .

• The 7th bits of bytes 0; 1; 3; 5 in pLayer output correspond to the 7th nibble of the cipher state
at sBoxLayer input;

Similar observations hold for bytes at positions 2; 4; 6; 7.
We can have the following four tables for the implementation of sBoxLayer and pLayer:
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• Table one takes the 0th byte (bits 0 � 7) of sBoxLayer input, the corresponding output will be
the 0th and 1st bits for bytes at positions 0; 1; 3; 5 (bits 0; 1; 16; 17; 32; 33; 48; 49) in the output of
pLayer;

• Table two takes the 1st byte (bits 8 � 15) of sBoxLayer input, the corresponding output will be
the 2nd and 3rd bits for bytes at positions 0; 1; 3; 5 (bits 2; 3; 18; 19; 34; 35; 50; 51) in the output of
pLayer;

• Table three takes the 2nd byte (bits 16 � 23) of sBoxLayer input, the corresponding output will
be the 4th and 5th bits for bytes at positions 0; 1; 3; 5 (bits 4; 5; 20; 21; 36; 37; 52; 53) in the output
of pLayer;

• Table four takes the 3rd byte (bits 24 � 31) of sBoxLayer input, the corresponding output will
be the 6th and 7th bits for bytes at positions 0; 1; 3; 5 (bits 6; 7; 22; 23; 38; 39; 54; 55) in the output
of pLayer.

The same tables can also be used for the remaining four bytes of the cipher state:

• Table one takes the 4th byte (bits 32� 39) of sBoxLayer input, the corresponding output will be
the 0th and 1st bits for bytes at positions 2; 4; 6; 7 (bits 8; 9; 24; 25; 40; 41; 56; 57) in the output of
pLayer;

• Table two takes the 5th byte (bits 40� 47) of sBoxLayer input, the corresponding output will be
the 2nd and 3rd bits for bytes at positions 2; 4; 6; 7 (bits 10; 11; 26; 27; 42; 43; 58; 59) in the output
of pLayer;

• Table three takes the 6th byte (bits 48� 55) of sBoxLayer input, the corresponding output will be
the 4th and 5th bits for bytes at positions 2; 4; 6; 7 (bits 12; 13; 28; 29; 44; 45; 60; 61) in the output
of pLayer;

• Table four takes the 7th byte (bits 56� 63) of sBoxLayer input, the corresponding output will be
the 6th and 7th bits for bytes at positions 2; 4; 6; 7 (bits 14; 15; 30; 31; 46; 47; 62; 63) in the output
of pLayer.

Since the input for each table is one byte, we will be computing two Sboxes in parallel. In Al-
gorithm 3.4 we have seen the algorithm for such a computation. To see how the four tables are
computed, we will detail the �rst three entries of each table. The other entries are calculated with
similar methods.

First, we note that to combine two Sboxes, the lookup table starts with

CC C5 C6 : : :

As mentioned above, one type of input intended for Table one is bits at positions 0� 7of sBoxLayer
input, those bits correspond to bits at positions 0� 7 at sBoxLayer output. The corresponding output
of Table one are bits at positions 0; 1; 16; 17; 32; 33; 48; 49 of pLayer output. According to pLayer
(Table 3.12) design, we will need to permute bits at positions 0 � 7 to 0; 4; 1; 5; 2; 6; 3; 7 so that they
will give us bits at positions 0; 1; 16; 17; 32; 33; 48; 49 of pLayer output. For example, if the input of
Table one is 00, the corresponding sBoxLayer output is CC= 11001100, where the 0th bit is 0. After
permutation, we get 11110000 =F0. Similarly, we get that Table one starts with

F0 B1 B4 : : : (3.9)

If we consider the other set of inputs intended for Table one, which are bits at positions 32 � 39,
they should be �rst permuted to 32; 36; 33; 37; 34; 38; 35; 39so that the output will be bits at positions
8; 9; 24; 25; 40; 41; 56; 57. Then we arrive at the same values as in Equation 3.9.

For Table two, the output will later be positioned at the 2nd and 3rd positions in the eight bytes
of the pLayer output. A natural choice is to design it so that the output can be combined with the
outputs of other tables with a binary operation, e.g. _. In particular, since the output of Table one
starts with bits from positions 0; 1and 8; 9, the output of Table two will put bits from positions 2; 3and
10; 11 in the 2nd and 3rd positions. Thus, Table two permutes bits 8 � 15 to 11; 15; 8; 12; 9; 13; 10; 14,
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which then will give bits at 50; 51; 2; 3; 18; 19; 34; 35 for pLayer output. Similarly, bits 40 � 47 will be
permuted to 43; 47; 40; 44; 41; 45; 42; 46 and give bits at 58; 59; 10; 11; 26; 27; 42; 43 for pLayer output.
The �rst few entries of Table two are as follows:

3C 6C 2D : : :

Table three �rst permutes bits from 16 � 23 (resp. 48 � 55) to 18; 22; 19; 23; 16; 20; 17; 21 (resp.
50; 54; 51; 55; 48; 52; 49), which then give bits 36; 37; 52; 53; 4; 5; 20; 21(resp. 44; 45; 60; 61; 12; 13; 28; 29)
of pLayer output. The table starts with

0F 1B 4B : : :

Table four �rst permutes bits from 24 � 31 (resp. 56 � 63) to 25; 29; 26; 30; 27; 31; 24; 28 (resp.
57; 61; 58; 62; 59; 63; 56; 60), which then give bits 22; 23; 38; 39; 54; 55; 6; 7 (resp. 30; 31; 46; 47; 62; 63; 14; 15)
of pLayer output. The table starts with

C3 C6 D2 : : :

A pseudocode for the implementation is detailed in Algorithm 3.5. We represent the i th byte of
the cipher state at sBoxLayer input by bi (i = 0 ; 1; 2; : : : ; 7). The algorithm demonstrates how the bits
0 � 7 of the pLayer output can be computed. Other bits can be calculated similarly. In line 1, we pass
the 0th byte of the cipher state at sBoxLayer input, b0, to Table one. The table lookup result is stored
in a1, which gives us bits 0; 1; 16; 17; 32; 33; 48; 49 of pLayer output. In line 5, the leftmost two bits of
s1 are given by the leftmost two bits of a1, which correspond to bits at positions 0 and 1 in pLayer
output. Similarly, s2 (reps. s3, s4) stores bits at positions 2; 3 (resp. 4; 5, 6; 7) at of pLayer. Then those
eight bits are combined together in line 9 to produce the 0th byte of the pLayer output.

Algorithm 3.5: An implementation that combines sBoxLayer and pLayer for PRESENT.

Input: b7; b6; b5; b4; b3; b2; b1; b0, Table one, Table two, Table three, Table four
// b7 ; b6 ; b5 ; b4 ; b3 ; b2 ; b1 ; b0 is the cipher state at the input of sBoxLayer, each bi

represents one byte
// Table one = f F0, B1, B4, : : : g
// Table two = f 3C, 6C, 2D, : : : g
// Table three = f 0F, 1B, 4B, : : : g

// Table four = f C3, C6, D2, : : : g

Output: cipher state at the output of pLayer
// compute bytes at positions 0; 1; 3; 5 in pLayer output----

1 a1 = Table one[b0]// look up bits 0; 1; 16; 17; 32; 33; 48; 49

2 a2 = Table two [b1]// look up bits 50; 51; 2; 3; 18; 19; 34; 35

3 a3 = Table three[b2]// look up bits 36; 37; 52; 53; 4; 5; 20; 21

4 a4 = Table four [b3]// look up bits 22; 23; 38; 39; 54; 55; 6; 7

// computing bits 0 � 7 of pLayer output

5 s1 = a1 & C0// extract bits 0; 1. & denotes bitwise AND (see Definition 1.3.6)

6 s2 = a2 & 30 // extract output bits 2; 3

7 s3 = a3 & 0C// extract output bits 4; 5

8 s4 = a4 & 03 // extract output bits 6; 7

9 b0 = s1 _ s2 _ s3 _ s4// combine bits, _ denotes bitwise OR (see Remark 1.3.2)

// other bits of bytes at positions 0; 1; 3; 5 in pLayer output

10 . . .
// compute bytes at positions 2; 4; 6; 7 in pLayer output---

11 a1 = Table one[b4] // look up bits 8; 9; 24; 25; 40; 41; 56; 57

12 a2 = Table two [b5] // look up bits 58; 59; 10; 11; 26; 27; 42; 43

13 a3 = Table three[b6] // look up bits 44; 45; 60; 61; 12; 13; 28; 29

14 a4 = Table four [b7] // look up bits 30; 31; 46; 47; 62; 63; 14; 15

15 . . .
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3.2.2.2 AES T-tables

This part discusses an implementation method combining SubBytes, ShiftRows, and MixColumns
for AES round function. Let SB denote the AES Sbox.

Recall that the cipher state of AES can be represented by a four-by-four matrix of bytes (Equa-
tion 3.2). Let us denote the input of SubBytes by a matrix S. The outputs of SubBytes, ShiftRows, and
MixColumns are represented by matrices A; B; and D respectively. By de�nition, aij = SB(sij ); 0 �
i; j < 4. By Equations 3.4 and 3.6,
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Thus the four tables T0; T1; T2; T3 of size 8 � 32 can be used to implement SubBytes, ShiftRows, and
MixColumns. Those four tables are called T-tablesfor AES. We note that to store the T-tables we need
processors with a word size of 32 or above. They cannot be used for the last round of AES, as there
is no MixColumns operation.

3.2.3 Bitsliced Implementations

Bitsliced implementation of symmetric block ciphers was �rst introduced by Eli Biham for imple-
menting DES [Bih97]. The goal of a bitsliced implementation is to simulate a hardware implemen-
tation in software so that several plaintext blocks can be encrypted in parallel. The operations in
symmetric block ciphers will be represented as a sequence of logical operations. Naturally, the im-
plementations should be adjusted based on the speci�c underlying hardware – the word size of the
architecture (see Section 2.1.2). We will see that with word size ! , we can encrypt ! blocks of plaintext
in parallel.

3.2.3.1 Algebraic Normal Form

To introduce bitsliced implementation, we will need to discuss the algebraic normal form for a
Boolean function. Let n be a positive integer in this part.

De�nition 3.2.1. A Boolean functionis a function ' : Fn
2 ! F2.
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From the de�nition, we can see that a Boolean function has 2n possible input values. For each
input value, there are 2 possible output values. Thus, in total, we have 22n

possible Boolean functions
de�ned for Fn

2 ! F2. In particular, a Boolean function can be speci�ed by giving the output values
for all inputs, such a table is called a truth table.

Example 3.2.3. The parity-check bit de�ned for 3 bits is a Boolean function

' : F3
2 ! F2

x2x1x0 7! x0 + x1 + x2:

Its truth table is given by:

x2 0 0 0 0 1 1 1 1
x1 0 0 1 1 0 0 1 1
x0 0 1 0 1 0 1 0 1

' (x ) 0 1 1 0 1 0 0 1

Example 3.2.4. Now let us consider the Boolean function de�ned as follows:

' 0 : F4
2 ! F2

x 7! SBPRESENT(x )0

where SBPRESENT(x )0 is the 0th bit of SBPRESENT(x ), the PRESENT Sbox output corresponding to x .
The truth table of ' 0 is given by the �rst �ve and the second last (the row for ' 0(x )) rows in Table 3.13.
For example, if the input is 0, the Sbox output is C= 1100. Thus ' 0(0) = 0 .

x 0 1 2 3 4 5 6 7 8 9 A B C D E F
x3 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1
x2 0 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1
x1 0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1
x0 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1

SBPRESENT(x ) C 5 6 B 9 0 A D 3 E F 8 4 7 1 2
' 0(x ) 0 1 0 1 1 0 0 1 1 0 1 0 0 1 1 0

� x 0 1 0 0 1 0 1 0 1 0 0 0 0 0 0 0

Table 3.13: The Boolean function ' 0 takes input x and outputs the 0th bit of SBPRESENT(x ). The
second last row lists the output of ' 0 for different input values. The last row lists the coef�cients
(Equation 3.11) for the algebraic normal form of ' 0.

De�nition 3.2.2. Fix v = vn� 1vn� 2; : : : ; v1v0 2 Fn
2 , we de�ne the indicator functionfor v, denoted 1v ,

as follows:

1v : Fn
2 ! F2

x 7!
Y

i :vi =1

x i

Y

i :vi =0

(1 � x i ):

With this de�nition, for any ' : Fn
2 ! F2, we can express' in the following polynomial expres-

sion:
' (x ) =

X

v 2 Fn
2

' (v)1v (x ):

After simpli�cation, ' can be written as

' (x ) =
X

v 2 Fn
2

 

� v

n� 1Y

i =0

xvi
i

!

;

which is called the algebraic normal formrepresentation of the Boolean function ' .
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Example 3.2.5. Continuing Example 3.2.3, we can �nd the algebraic normal form of ' as follows

' (x ) =
X

v 2 Fn
2

' (v)1v (x ) = 1 001(x ) + 1 010(x ) + 1 100(x ) + 1 111(x )

= x0(1 � x1)(1 � x2) + x1(1 � x0)(1 � x2) + x2(1 � x0)(1 � x1) + x0x1x2

= x0 + x1 + x2 � 2(x0x1 + x0x2 + x1x2) + 4 x0x1x2 = x0 + x1 + x2:

It can be proven that the algebraic normal form of a Boolean function is unique. 2

Theorem 3.2.1. Every Boolean function ' : Fn
2 ! F2 has a unique algebraic normal form representa-

tion

' (x ) =
X

v 2 Fn
2

 

� v

n� 1Y

i =0

xvi
i

!

: (3.10)

The coef�cients � v 2 F2 are given by
� v =

X

w � v

' (w ); (3.11)

where w � v means that wi � vi for all 0 � i � n � 1.

We note that there are 22n
Boolean functions de�ned on Fn

2 . Furthermore, there are also 22n

possible choices for the coef�cients � v , since each coef�cient is in F2 and there are 2n distinct vectors
v. This counting observation is consistent with the uniqueness of the algebraic normal form.

Example 3.2.6. Continuing Example 3.2.3. By Equation 3.11,

� 110 = ' (000) + ' (100) + ' (010) + ' (110) = 0 + 1 + 1 + 0 = 0 :

Similarly, we can calculate all the coef�cients � :

� 000 = 0 ; � 001 = 1 ; � 010 = 1 ; � 011 = 1 + 1 = 0 ;
� 100 = 1 ; � 101 = 0 ; � 110 = 0 ; � 111 = 0 :

By Equation 3.10,

' (x ) =
X

v 2 Fn
2

 

� v

n� 1Y

i =0

xvi
i

!

= � 001x0 + � 010x1 + � 100x2 = x0 + x1 + x2

which agrees with Example 3.2.5.

Example 3.2.7. Continuing Example 3.2.4, we can calculate � v using Equation 3.11. Those values are
given by the last row of Table 3.13. For example,

� 1100 = ' 0(0000) + ' 0(1000) + ' 0(0100) + ' 0(1100) = 0 + 1 + 1 + 0 = 0 :

By Equation 3.10,

' 0(x ) =
X

v 2 Fn
2

 

� v

n� 1Y

i =0

xvi
i

!

= � 0001x0 + � 0100x2 + � 0110x1x2 + � 1000x3

= x0 + x2 + x1x2 + x3: (3.12)

For example, if the input is 0= 0000, the PRESENT Sbox output isC= 1100, then the output of ' 0 is
0 and

x0 + x2 + x1x2 + x3 = 0 + 0 + 0 + 0 = 0 :

If the input is 7= 0111, the PRESENT Sbox output isD= 1101, then the output of ' 0 is 1 and

x0 + x2 + x1x2 + x3 = 1 + 1 + 1 + 0 = 1 :

Similarly, we can de�ne ' i (x ) = SBPRESENT(x ) i for i = 1 ; 2; 3, where SBPRESENT(x ) i is the i th bit of
PRESENT Sbox output for x . We can calculate the algebraic normal form for each of ' i in a similar
way (see Appendix D). They are given by:

' 1(x ) = x1 + x3 + x1x3 + x2x3 + x0x1x2 + x0x1x3 + x0x2x3; (3.13)

' 2(x ) = 1 + x2 + x3 + x0x1 + x0x3 + x1x3 + x0x1x3 + x0x2x3; (3.14)

' 3(x ) = 1 + x0 + x1 + x3 + x1x2 + x0x1x2 + x0x1x3 + x0x2x3: (3.15)
2For the proof, see e.g. [MS77, page 372] and [O'D14, page 149].
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3.2.3.2 Bitsliced Implementation of PRESENT

In this part, we will use PRESENT as a running example to show how the bitsliced implementation
of a symmetric block cipher is designed.

First, we discuss how to transform the plaintext blocks into bitsliced format. As a simple example,
let us consider block length 3 and a 4-bit architecture, which allows us to encrypt 4 blocks of plaintext
simultaneously. We take 4 plaintext blocks, say

p1 = 010; p2 = 110; p3 = 001; p4 = 100:

The bitsliced format of pj s is given by a 3 � 4 array, denoted S, where each column is given by one
block of plaintext:

S =

0

@
0 0 1 0
1 1 0 0
0 1 0 1

1

A :

In particular, if we let S[x] denote the xth row of S, then S[0] corresponds to the 0th bits of pj . S[1]
corresponds to the 1st bits of pj . And S[2] corresponds to the 2nd bits of pj .

Next, we will show how to encrypt 8 plaintext blocks in parallel with PRESENT assuming an 8-bit
architecture. Let p1; p2; : : : p8 be 8 plaintext blocks, each of length 64. We convert them into bitsliced
format as described above and store them in a 64 � 8 array S0, where S0[y] contains the yth bits of
each plaintext block. Furthermore, for each round key K i , we construct a 64 � 8 array Keyi whose
columns are given by K i , i.e.

Keyi [y][z] = K i [y] 80 � z < 8: (3.16)

The bitsliced implementation of the i th round of PRESENT is given in Algorithm 3.6. Line 1
implements addRoundKey. For example, when i = 0 , the xth bit of each plaintext (row x of S0)
is XORed with the xth bit of K 1 (row x of Key0). To implement the Sbox in bitsliced format, we
refer to the algebraic normal forms for each output bit of the Sbox as a function of the input bits
(see Example 3.2.7). We recall that addition and multiplication in F2 can be implemented as logical
XOR(� ) and logical AND(&) respectively (see De�nition 1.2.17). There are in total 16 Sboxes and
we consider each of them in one loop of line 2. x0; x1; x2; x3 de�ned in line 3 are arrays of size 8,
each storing one bit of Sbox input from all eight encryption computations. Lines 4 – 7 compute eight
Sboxes in parallel, each corresponding to the encryption of one plaintext block. The 0th bits of the
Sbox outputs are given by the 4bth bits of the cipher state at the end of sBoxLayer, where 0 � b � 15.
Line 4 computes the 0th bits of the Sbox outputs using Equation 3.12. Similarly, lines 5, 6, 7 compute
the 1st, 2nd and 3rd bit of Sbox outputs using Equations 3.13, 3.14 and 3.15 respectively. Finally,
pLayer is implemented by line 8 onwards using Table 3.12. We note that Si [0] (line 8) is an array of 8
bits and we are permuting the 0th bit of cipher state for 8 encryptions simultaneously. The same can
be done for the remaining 63bits.

It is easy to see that with 32-bit (resp. 64-bit) architecture, we can encrypt 32 (resp. 64) plaintext
blocks in parallel. We note that bitsliced implementations are mostly used for bit-oriented ciphers
(e.g. DES, PRESENT). For byte-oriented ciphers (e.g. AES), table-based implementations will likely
give better performance.

3.3 RSA

In Section 2.1.2 we have mentioned that there are symmetric-key and asymmetric cryptosystems.
Up to now, we have only seen symmetric cryptosystems, both classical and modern designs. For a
symmetric-key cipher, prior communication of the master key ( key exchange) is required before any
ciphertext is transmitted. With only a symmetric-key cipher, key exchange may be dif�cult to achieve
due to, e.g. long distances or a large number of communicating parties. In practice, this is where an
asymmetric-key cryptosystem comes into play.

For example, Alice would like to communicate with Bob using AES. To exchange the AES master
key k, she encrypts k using a public-key cryptosystem and Bob's public key. Let c = Ee(k). The
resulting ciphertext c is sent to Bob, and Bob decrypts it using his private key d, obtaining k = Dd(c).
Then Alice and Bob can communicate using AES with the shared key k.
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Algorithm 3.6: Bitsliced implementation of round i of PRESENT,1 � i � 31.
Input: Si � 1; Keyi // Si � 1 is the output of round i � 1. When i = 1 , S0 contains the

plaintext blocks in bitsliced format.

// Keyi is the i th round key K i in bitsliced format given in Equation 3.16.

Output: Si : output of round i
// addRoundKey-------

1 Si � 1 = Si � 1 � Keyi // bitwise XOR

// sBoxLayer-------

2 for b = 0 ; b < 16; b+ + do
// Bits of Sbox inputs

3 x0 = Si � 1[4b]; x1 = Si � 1[4b+ 1] ; x2 = Si � 1[4b+ 2] ; x3 = Si � 1[4b+ 3]
// 0th bit of Sbox output

4 state[4b] = x0 � x2 � (x1 & x2) � x3

// 1st bit of Sbox output

5 state[4b+1] = x1� x3� (x1 & x3)� (x2 & x3)� (x0 & x1 & x2)� (x0 & x1 & x3)� (x0 & x2 & x3)
// 2nd bit of Sbox output

6 state[4b+2] = FF� x2� x3� (x0 & x1) � (x0 & x3) � (x1 & x3) � (x0 & x1 & x3) � (x0 & x2 & x3)
// 3rd bit of Sbox output

7 state[4b+3] = FF� x0 � x1 � x3 � (x1 & x2) � (x0 & x1 & x2) � (x0 & x1 & x3) � (x0 & x2 & x3)

// pLayer-------

8 Si [0] = state[0]
9 Si [16] = state[1]

10 Si [32] = state[2]
11 : : :
12 return Si

Clearly, we require that it is computationally infeasible to �nd the private key d given the public
key e. In practice, this is guaranteed by some intractable problem. 3 However, the cipher might not
be secure in the future. For example, if a quantum computer with enough bits is manufactured,
it can break many public-key cryptosystems [EJ96]. Furthermore, we note that a public-key cipher
is not perfectly secure (see Section 2.2.7); rather, its security is based on computational hardness
assumptions.

In this section, we discuss one public-key cryptosystem — RSA. It was published in 1977 and
named after its inventors Ron Rivest, Adi Shamir, and Leonard Adleman. RSA is one of the earliest
public-key cryptosystems and is still in use today. Its security is believed to rely on the dif�culty of
factoring a composite integer.

De�nition 3.3.1 (RSA). Let n = pq, where p; q are distinct prime numbers. Let P = C = Zn , K =
Z �

' (n) � f 1 g. For any e 2 K , de�ne encryption

Ee : Zn ! Zn ; m 7! me mod n;

and the corresponding decryption

Dd : Zn ! Zn ; c 7! cd mod n;

where d = e� 1 mod ' (n).
The cryptosystem (P; C; K ; E; D), where E = f Ee : e 2 K g, D = f Dd : d 2 K g, is called RSA.

Recall by Theorem 1.4.3,' (n) = ( p � 1)(q � 1) and by De�nition 1.4.5, Z �
' (n) consists of elements

in Z ' (n) that are coprime to ' (n), or equivalently, that have multiplicative inverses modulo ' (n).
For encryption, the message sender needs to known and e. Together, they form the public key

for RSA. n is called the RSA modulusand e is called the encryption exponent. The private keyd used for
decryption is kept secret. In this case, only the owner of the private key can decrypt the message.

3A problem is intractable if there does not exist an ef�cient algorithm to solve it.
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To generate the keys for RSA, we �rst generate randomly and independently two large primes p
and q. Then we compute n = pq. Normally p and q are supposed to have equal lengths. For example,
take p and q to be 512-bit primes, and n will be a 1024-bit modulus. Next e 2 Z �

' (n) is chosen. Since

' (n) is even, e is odd. Finally, we compute d = e� 1 mod ' (n).

Example 3.3.1. As a toy example, suppose Bob would like to generate his private and public keys for
RSA. Bob randomly generatesp = 3 and q = 5 . Then he computesn = 15 and

' (n) = (3 � 1) � (5 � 1) = 2 � 4 = 8:

From Z �
8 = f 1; 3; 5; 7 g, Bob choosese = 3 . By the extended Euclidean algorithm, he computes

8 = 3 � 2 + 2; 3 = 2 � 1 + 1 =) 1 = 3 � 2 � 1 = 3 � (8 � 3 � 2) = � 8 + 3 � 3:

Hence his private key d = 3 � 1 mod 8 = 3.
Suppose Alice would like to send plaintext m = 2 to Bob, using Bob's public key n = 15 and

e = 3 . Alice computes
c = me mod n = 2 3 mod 15 = 8 mod 15:

After receiving the ciphertext c from Alice, Bob computes the plaintext using his private key

m = cd mod n = 8 3 mod 15 = 512 mod 15 = 2 mod 15:

Example 3.3.2. Now we will look at a bit larger values for p and q. Let p = 29, q = 41, then n = 1189
and ' (n) = 28 � 40 = 1120. It is easy to verify that 3 - ' (n). Let us choosee = 3 . By the extended
Euclidean algorithm

1120 = 3 � 373 + 1 =) 1 = 1120 � 3 � 373:

Hence
d = � 373mod 1120 = 747:

To send plaintext m = 2 to Bob. Alice computes

c = me mod n = 2 3 mod 1189 = 8 mod 1189:

To decrypt, Bob calculates

m = cd mod n = 8 747 mod 1189 = 2 mod 1189:

Since
747 = 512 + 128 + 64 + 32 + 8 + 2 + 1 ;

we compute

84 mod 1189 = 4096mod 1189 = 529; 88 mod 1189 = 5292 mod 1189 = 426;
816 mod 1189 = 4262 mod 1189 = 748; 832 mod 1189 = 7482 mod 1189 = 674;
864 mod 1189 = 6742 mod 1189 = 78; 8128 mod 1189 = 782 mod 1189 = 139;
8256 mod 1189 = 1392 mod 1189 = 297; 8512 mod 1189 = 2972 mod 1189 = 223:

And we have

8512+128 mod 1189 = 223� 139mod 1189 = 83;

864+32 mod 1189 = 78� 674mod 1189 = 256

88+2+1 mod 1189 = 426� 64� 8 mod 1189 = 525;

8747 mod 1189 = 83� 256� 525mod 1189 = 2:

Next, we explain why the decryption works. By the choice of e and d,

ed � 1 mod ' (n) =) ed = ' (n)a + 1 for some a 2 Z:

Then
cd = ( me)d = m ' (n)a+1 = m(p� 1)(q� 1)am mod n:
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By Corollary 1.4.3,
cd � m mod p; cd � m mod q:

Since p and q are distinct prime numbers and n = pq, by Chinese Remainder Theorem (see Theo-
rem 1.4.7 and Example 1.4.19)

cd � m mod n:

We note that, if p or q is known to the attacker, then they can factorize n and compute ' (n). To-
gether with e, this allows them to compute d using the extended Euclidean algorithm (Algorithm 1.2).
Thus p, q, and ' (n) should all be kept secret. Thus all of p, q, and ' (n) should be kept secret.

RSA can only be secure if computing d from n and e is intractable. Of course, if the attacker can
factorize n with an ef�cient algorithm, then RSA is broken. However, there is no proof to conclude
if factorizing n is intractable or not. Up to now, the best-known algorithm for integer factorization
has been used to factorize RSA modulus of bit length 768[KAF + 10]. In practice, the most commonly
used RSA modulus n is 1024, 2048, or 4096 bit. Interestingly, it has been proved that ifd is known,
then n can be factorized with an ef�cient algorithm (see [Buc04, Page 172]). On the other hand, there
is no proof that RSA is secure if factoring is computationally infeasible – there might be other ways
to attack RSA [May03].

Normally e is chosen to be small to make the encryption ef�cient. However, e cannot be too
small. It has been shown that only the n=4 least signi�cant bits of d suf�ce to recover d in the case
of a small e [BDF98]. Also, d cannot be too small, it was proven that if d < n 0:292, then RSA can be
broken [BD00].

3.4 RSA Signatures

In this section, we discuss how RSA can be used for digital signatures.
As mentioned in Section 2.1, digital signatures provide a means for an entity to bind its identity

to a message stored in electronic form. This normally means that the sender uses their private key
to sign the (hashed) message. Whoever has access to the public key can then verify the origin of the
message. For example, the message can be electronic contracts or electronic bank transactions.

In more detail, suppose Alice signs a messagem with a private key d and generates a signature
s. The receiver Bob receives the message and the signature, he can then verifys with public key e
and a veri�cation algorithm. Given m and s, the veri�cation algorithm returns true to indicate a valid
signature and false otherwise.

To use RSA for digital signatures, we again let p and q be two distinct primes. Let n = pq. We
choosee 2 Z �

' (n) , e 6= 1 , and compute d = e� 1 mod ' (n). Same as for RSA, the public key consists of
e and n. And d is the private key. p, q and ' (n) should be kept secret.

To sign a messagem, Alice computes the signature

s = md mod n:

Then Alice sends both m and s to Bob. To verify the signature, Bob computes

se mod n:

If
se � m mod n;

then the veri�cation algorithm outputs true, and false otherwise.
In the intended use of RSA signatures, the signer computes s = md mod n using the private key

d. However, as we will see below, plain RSA signatures are vulnerable to forgery attacks.

Example 3.4.1. Alice choosesp = 5 and q = 7 . Then n = 35 and ' (n) = 24 . Suppose Alice chooses
e = 5 , which is coprime to 24. By the extended Euclidean algorithm

24 = 5 � 4 + 4; 5 = 4 + 1 = ) 1 = 5 � (24 � 5 � 4) = 24 � (� 1) + 5 � 5;

we have d = e� 1 mod 24 = 5. To sign messagem = 10, Alice computes

s = md mod n = 105 mod 35 = 5:
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Alice sends both the messagem = 10 and signature s = 5 to Bob. Bob veri�es the signature

se mod n = 5 5 mod 35 = 10 = m:

The most common attack for a digital signature is to create a valid signature for a message without
knowing the secret key. Such an attack is called forgery. If the goal is to create a valid signature given
a message that was not signed by Alice before, it is called selective forgery. If the goal is to create a
valid signature for any message not signed by Alice before, then the attack is called existential forgery.

There are normally three attacker assumptions. Key-only attackassumes the attacker only has ac-
cess to Alice's public key (n; e). Known message attackconsiders an attacker who has a list of messages
previously signed by Alice. In a chosen message attack, the attacker can request Alice's signature on a
list of messages.

Next, we discuss the security of RSA signatures with respect to forgery attacks.
First, we consider a known message existential forgery attack. Suppose the attacker, Eve, knows

messagesm1; m2 and their corresponding signatures s1 and s2. Eve computes

s = s1s2 mod n; m = m1m2 mod n:

Since
s = md

1md
2 mod n = ( m1m2)d mod n = md mod n;

s is a valid signature for m.
A chosen message selective forgery attack works as follows. Eve chooses a messagem 2 Zn and

takes any messagem1 2 Z �
n that is different from m. She computes

m2 = mm � 1
1 mod n:

Eve obtains valid signatures

s1 = md
1 mod n; and s2 = md

2 mod n

for m1 and m2. Then she computes
s = s1s2 mod n:

Since
s = md

1md
2 mod n = ( m1m2)d mod n = md mod n;

s is a valid signature for m.
In view of those attacks, RSA signatures are commonly used together with a fast public hash

function h (see Section 2.1.1). Here we identify the hash outputh(m) with an element of Zn . To sign
a messagem, Alice computes the signature

s = h(m)d mod n:

Then she sends bothm and s to Bob. Bob computesse mod n and h(m). If

se � h(m) mod n;

then Bob concludes the signature is valid.
With a hash function, the two simple multiplicative attacks discussed above no longer apply

directly. Suppose Eve knows messagesm1; m2 and their corresponding signatures s1 and s2. She can
compute h(m1) and h(m2) ash is public. However, to repeat the known message existential forgery
attack, she needs to �nd m such that

h(m) � h(m1)h(m2) mod n;

which is computationally infeasible according to property (b) of hash functions listed in Section 2.1.1.
Suppose Eve chooses a messagem, and computes h(m). To repeat the chosen message selective

forgery attack, she needs to �nd m1 such that h(m1) = y for some y 2 Z �
n . For the same reason as

above, this is computationally infeasible.
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3.5 Implementations of RSA Cipher and RSA Signatures

In this section, we discuss several methods for implementing RSA and RSA signature computations.
Section 3.5.1 presents three methods for implementing modular exponentiation. As we will see, those
methods will require the computations of other modular operations. Then in Section 3.5.2, we discuss
how to ef�ciently implement modular multiplication.

3.5.1 Implementing Modular Exponentiation

To implement RSA or RSA signatures, we need to compute

ad mod n

for some integer a 2 Zn , where n = pq is a product of two distinct primes and d 2 Z �
' (n) . We

can compute d � 1 modular multiplications, but it will be inef�cient for large d. In practice, the bit
length of d ranges in thousands, thus making the calculation infeasible by this na �̈ve method. We will
discuss three methods to make modular exponentiation computations faster.

3.5.1.1 square-and-multiply algorithm

In this part, let n � 2 be an integer and d 2 Z ' (n) . We discuss how to calculate

ad mod n

for a 2 Zn .
By Theorem 1.1.1, we can writed in the following form

d =
`d � 1X

i =0

di 2i ;

where di = 0 ; 1, for 0 � i � `d � 1, and

d = d`d � 1 : : : d2d1d0

is the binary representation of d. Then we have

ad = a
P ` d � 1

i =0 di 2i
=

`d � 1Y

i =0

(a2i
)di =

Y

0� i<` d ;di =1

a2i
:

Thus, to compute ad mod n, we can �rst compute a2i
for 0 � i < ` d. Then ad is the product of

a2i
for which di = 1 . One can see that compared to the nä�ve calculation, which requires d � 1

multiplications, this method needs only O(log d) modular multiplications. More precisely, it uses `d

squarings and at most `d � 1 extra multiplications.
This observation leads us to the square-and-multiply algorithmlisted in Algorithm 3.7. Line 5 com-

putes a2i +1
in loop i . We check each bit ofd (line 3), if the i th bit of d is 1, then a2i

is multiplied to the
result (line 4). As this algorithm starts from the least signi�cant bit of d, i.e. d0, it is also called the
right-to-left square-and-multiply algorithm. Accordingly, the left-to-right square-and-multiply algorithmis
listed in Algorithm 3.8. We can see that compared to Algorithm 3.7, Algorithm 3.8 requires one less
variable and hence less storage.

Example 3.5.1. Let n = 15; d = 3 = 11 2; a = 2 . Computing

ad mod n = 2 3 mod 15 = 8 mod 15 = 8

using Algorithm 3.7, we get the values of the variables in each loop as follows:

i di t result
0 1 4 2
1 1 1 8
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Algorithm 3.7: Right-to-left square-and-multiply algorithm for computing modular expo-
nentiation

Input: n; a; d// n 2 Z; n � 2; a 2 Zn ; d 2 Z ' ( n ) has bit length `d

Output: ad mod n
1 result = 1 , t = a
2 for i = 0 ; i < ` d; i + + do

// i th bit of d is 1

3 if di = 1 then
// multiply by a2i

4 result = result � t mod n

// t = a2i +1

5 t = t � t mod n

6 return result

Algorithm 3.8: Left-to-right square-and-multiply algorithm for computing modular expo-
nentiation.

Input: n; a; d// n 2 Z; n � 2; a 2 Zn ; d 2 Z ' ( n )

Output: ad mod n
1 t = 1
2 for i = `d � 1, i � 0, i � � do
3 t = t � t mod n

// i th bit of d is 1

4 if di = 1 then
5 t = a � t mod n

6 return t

The returned value is 8. Similarly, using Algorithm 3.8, the intermediate values are:

i di t
1 1 2
0 1 8

Where in the last loop, line 3 computes t = 4 and line 5 calculates t = 8 mod 15 = 8.

Example 3.5.2. Let n = 23; d = 4 = 100 2; a = 5 . Computing

ad mod n = 5 4 mod 23 = 625 mod 23 = 4

using Algorithm 3.7, we get the values of the variables in each loop as follows:

i di t result
0 0 2 1
1 0 4 1
2 1 16 4

The �nal result is 4. Using Algorithm 3.8, in the �rst loop ( i = 2 ), line 3 computes t = 1 mod 23 and
line 5 calculates t = 1 � 5 mod 23 = 5 mod 23. The intermediate values are:

i di t
2 1 5
1 0 2
0 0 4

The �nal output is 4.
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3.5.1.2 Montgomery Powering Ladder

Same as in Section 3.5.1.1, in this part, letn � 2 be an integer and d 2 Z ' (n) . We introduce another
method, Montgomery powering ladder, to compute ad mod n for a 2 Zn .

Montgomery powering ladder was �rst introduced for ef�cient computations of elliptic curve
scalar multiplications [Mon87]. Then it was adopted for computing exponentiation in any abelian
group [JY03]. We will present the details of the method used for modular exponentiation. In partic-
ular, the abelian group we consider here is Zn with modular multiplication.

Recall that we have the following binary representation of d

d =
`d � 1X

i =0

di 2i :

For 0 � j � `d � 1, de�ne

L j :=
`d � 1X

i = j

di 2i � j ; H j := L j + 1 :

Then

2L j +1 = 2
`d � 1X

i = j +1

di 2i � ( j +1) =
`d � 1X

i = j +1

di 2i � j = � dj +
`d � 1X

i = j

di 2i � j = � dj + L j :

We have
L j = 2L j +1 + dj = L j +1 + H j +1 + dj � 1 = 2H j +1 + dj � 2;

and

L j =

(
2L j +1 if dj = 0

L j +1 + H j +1 if dj = 1
; H j =

(
L j +1 + H j +1 if dj = 0

2H j +1 if dj = 1
:

Then for any a 2 Zn ,

aL j =

(
(aL j +1 )2 if dj = 0

aL j +1 aH j +1 if dj = 1
; aH j =

(
aL j +1 aH j +1 if dj = 0

(aH j +1 )2 if dj = 1
: (3.17)

Since

L 0 =
`d � 1X

i =0

di 2i = d;

to compute ad mod n is equivalent to computing aL 0 mod n. By Equation 3.17,

aL 0 =

(
(aL 1 )2 if d0 = 0

aL 1 aH 1 if d0 = 1
:

Similarly, aL 1 and aH 1 can be computed with aL 2 and aH 2 . Thus, we can start from the most signi�cant
bit of d, d`d � 1, compute aL ` d � 1 and aH ` d � 1 , then calculate aL ` d � 2 and aH ` d � 2 with Equation 3.17, and
so on. Note that

L `d � 1 = d`d � 1; H `d � 1 = d`d � 1 + 1

and

aL ` d � 1 =

(
1 if d`d � 1 = 0

a if d`d � 1 = 1
; aH ` d � 1 =

(
a if d`d � 1 = 0

a2 if d`d � 1 = 1
: (3.18)

Details of Montgomery powering ladder for implementing modular exponentiation are shown in
Algorithm 3.9, where at the end of the j th iteration, R0 and R1 correspond to aL j and aH j respectively.
When j = `d � 1, lines 4 – 9 implement Equation 3.18. For j < ` d � 1, lines 4 – 9 implement
Equation 3.17.

The computations of lines 5 and 6 (respectively lines 8 and 9) can be done in parallel by �rst
storing the computation results in temporary variables and then assigning to R1 and R0 (respectively
R0 and R1).
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Algorithm 3.9: Montgomery powering ladder for computing modular exponentiation.
Input: n, a, d// n 2 Z, n � 2; a 2 Zn , d 2 Z ' ( n ) has bit length `d

Output: ad mod n
1 R0 = 1
2 R1 = a
3 for j = `d � 1, j � 0, j � � do
4 if dj = 0 then
5 R1 = R0R1 mod n// aH j = aL j +1 aH j +1 for j < ` d � 1

6 R0 = R2
0 mod n// aL j =

�
aL j +1

� 2
for j < ` d � 1

7 else
8 R0 = R0R1 mod n// aL j = aL j +1 aH j +1 for j < ` d � 1

9 R1 = R2
1 mod n// aH j =

�
aH j +1

� 2
for j < ` d � 1

10 return R0

Example 3.5.3. Same as in Example 3.5.1, letn = 15; d = 3 = 11 2; a = 2 . We have calculated that
ad mod n = 8 . To compute it with Algorithm 3.9, the intermediate values are

j = 1 ; d1 = 1 ; R0 = R0R1 mod n = 2 ;
R1 = R2

1 = 2 2 mod 15 = 4
j = 0 ; d0 = 1 ; R0 = R0R1 mod n = 2 � 4 mod 15 = 8

and the �nal result is 8.

Example 3.5.4. Here we repeat the computation in Example 3.5.2. Let n = 23; d = 4 = 100 2; a = 5 .
We know that ad mod n = 4 . With Algorithm 3.9, the intermediate values are

j = 2 ; d2 = 1 ; R0 = R0R1 mod n = 5 ;
R1 = R2

1 = 5 2 mod 23 = 25 mod 23 = 2
j = 1 ; d1 = 0 ; R1 = R0R1 mod n = 5 � 2 mod 23 = 10;

R0 = R2
0 = 5 2 mod 23 = 2

j = 0 ; d0 = 0 ; R1 = R0R1 mod n = 2 � 10mod 23 = 20;
R0 = R2

0 = 2 2 mod 15 = 4

and the �nal result is 4.

3.5.1.3 Chinese Remainder Theorem (CRT) Based RSA

In this part, we focus on the case when n = pq is the RSA modulus (p, q are distinct odd primes) and
d 2 Z �

' (n) is the private key.
By Chinese Remainder Theorem (see Theorem 1.4.7 and Example 1.4.19), �nding the solution for

x � ad mod n

is equivalent to solving
x � ad mod p; x � ad mod q:

By Corollary 1.4.3, we can compute

xp := ad mod (p� 1) mod p; xq := ad mod (q� 1) mod q;

and solve for
x � xp mod p; x � xq mod q: (3.19)

An implementation that computes ad mod n by solving Equation 3.19 is called CRT-based RSAimple-
mentation.

By Equations 1.19 and 1.20, we compute

M q = q; Mp = p; yq = M � 1
q mod p = q� 1 mod p; yp = M � 1

p mod q = p� 1 mod q;
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and
x = xpyqq + xqypp mod n (3.20)

gives us the solution to Equation 3.19.
Calculating x by Equation 3.20 is called the Gauss's algorithmfor CRT. While Garner's algorithm

calculates
x = xp + (( xq � xp)yp mod q)p: (3.21)

We will show that Equation 3.21 indeed gives the solution to Equation 3.19. First, it is straightforward
to seex � xp mod p. Furthermore,

x � xp + ( xq � xp) � xq mod q:

Sincexp 2 Zp, xp < p . Similarly, (xq � xp)yp mod q � q � 1. And

x = xp + (( xq � xp)yp mod q)p < p + ( q � 1)p = n:

Thus x 2 Zn .

Example 3.5.5. Let us consider the toy example from Example 3.3.1. We have

p = 3 ; q = 5 ; n = 15; ' (n) = 8 ; e = 3 ; d = 3 :

Bob receives ciphertextc = 8 from Alice. Instead of computing the plaintext directly using

m = cd mod n = 8 3 mod 15;

we compute

mp = cd mod (p� 1) mod p = 8 3 mod 2 mod 3 = 8 mod 3 = 2;

mq = cd mod (q� 1) mod q = 8 3 mod 4 mod 5 = 512 mod 5 = 2:

By the extended Euclidean algorithm,

5 = 3 � 1 + 2; 3 = 2 + 1 = ) 1 = 3 � (5 � 3) = 3 � 2 � 5:

Thus

yp = p� 1 mod q = 3 � 1 mod 5 = 2 mod 5;

yq = q� 1 mod p = 5 � 1 mod 3 = � 1 mod 3 = 2 mod 3:

By Gauss's algorithm,

m = mpyqq + mqypp mod n = 2 � 2 � 5 + 2 � 2 � 3 mod 15 = 32 mod 15 = 2:

By Garner's algorithm,

m = mp + (( mq � mp)yp mod q)p = 2 + 0 = 2 :

Both algorithms give us the original plaintext from Alice.

Example 3.5.6. Here we look at Example 3.3.2. We have

p = 29; q = 41; n = 1189; ' (n) = 1120; e = 3 ; d = 747;

and ciphertext c = 8 . Then

mp = cd mod (p� 1) mod p = 8 747 mod 28 mod 29 = 819 mod 29 = 2;

mq = cd mod (q� 1) mod q = 8 747 mod 40 mod 41 = 827 mod 41 = 2:

By the extended Euclidean algorithm

41 = 29 + 12; 29 = 12 � 2 + 5; 12 = 5 � 2 + 2; 5 = 2 � 2 + 1;
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and

1 = 5 � 2 � (12 � 5 � 2) = � 2 � 12 + (29 � 12� 2) � 5

= 29 � 5 � 12� (41 � 29) = � 41� 12 + 29 � 17:

We have

yp = p� 1 mod q = 29 � 1 mod 41 = 17 mod 41;

yq = q� 1 mod p = 41 � 1 mod 29 = � 12mod 29 = 17 mod 29:

By Gauss's algorithm,

m = mpyqq + mqypp mod n = 2 � 17� 41 + 2 � 17� 29mod 1189 = 2380mod 1189 = 2:

By Garner's algorithm,

m = mp + (( mq � mp)yp mod q)p = 2 + 0 = 2 :

Example 3.5.7. Same as in Example 3.5.6, we keep

p = 29; q = 41; n = 1189; ' (n) = 1120; e = 3 ; d = 747:

Then we have
yp = 17; yq = 17:

Let c = 155, then

mp = cd mod (p� 1) mod p = 155747 mod 28 mod 29 = 1019 mod 29 = 21;

mq = cd mod (q� 1) mod q = 155747 mod 40 mod 41 = 3227 mod 41 = 9:

To compute 1019 mod 29, we note that

102 mod 29 = 100 mod 29 = 13;

104 mod 29 = 132 mod 29 = 24;

108 mod 29 = 242 mod 29 = 25;

1016 mod 29 = 252 mod 29 = 16:

Thus
1019 mod 29 = 1016 � 102 � 10mod 29 = 16 � 13� 10mod 29 = 21:

Similarly,

322 mod 41 = 40

323 mod 41 = 32 � 40mod 41 = 9

329 mod 41 = 93 mod 41 = 32

3227 mod 41 = 323 mod 41 = 9:

By Gauss's algorithm,

m = mpyqq + mqypp mod n = 21 � 17� 41 + 9 � 17� 29mod 1189 = 19074mod 1189 = 50:

By Garner's algorithm,

m = mp + (( mq � mp)yp mod q)p = 21 + ((9 � 21) � 17mod 41) � 29

= 21 + 1 � 29 = 50:
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Example 3.5.8. Let us consider Example 3.4.1 for RSA signatures computation. We have

p = 5 ; q = 7 ; n = 35; ' (n) = 24 ; e = 5 ; d = 5 ; m = 10:

To sign messagem = 10, Alice computes

sp = md mod (p� 1) mod p = 105 mod 4 mod 5 = 0;

sq = md mod (q� 1) mod q = 105 mod 6 mod 7 = 5:

By the extended Euclidean algorithm

7 = 5 + 2 ; 5 = 2 � 2 + 1 =) 1 = 5 � 2 � (7 � 5) = 5 � 3 � 2 � 7

We have

yp = p� 1 mod q = 3 mod 7;

yq = q� 1 mod p = � 2 mod 5 = 3:

By Gauss's algorithm,

s = spyqq + sqypp mod n = 5 � 3 � 5 mod 35 = 5:

By Garner's algorithm,

s = sp + (( sq � sp)yp mod q)p = 0 + (5 � 3 mod 7) � 5 = 1 � 5 = 5:

Compared to Gauss's algorithm, Garner's algorithm does not require the �nal modulo n reduc-
tion.

CRT-based RSA implementation can improve the ef�ciency of the computation in many ways.
Firstly, yp and yq can be precomputed, which saves time during communication. Secondly, the in-
termediate values during the computation are only half as big compared to those in the compu-
tation of ad mod n since they are in Zp or Zq rather than Zn . Moreover, xp = ad mod (p� 1) mod p
and xq = ad mod (q� 1) mod q can be calculated by the square-and-multiply algorithm (Algorithms 3.7
and 3.8) or Montgomery powering ladder (Algorithm 3.9) to further improve the ef�ciency. In this
case,d mod (p � 1) and d mod (q � 1) are much smaller than d, computing xp or xq requires fewer
multiplications than computing ad mod p or ad mod q.

3.5.2 Implementing Modular Multiplication

From the previous subsection, we see that to have more ef�cient modular exponentiation imple-
mentations, we need to compute modular addition, subtraction, inverse, and multiplications. For
modular addition and subtraction, we can just compute the corresponding integer operations and
then perform a single reduction modulo the modulus. For inverse modulo an integer, as has been
mentioned a few times, we can utilize the extended Euclidean algorithm. Next, we will discuss two
methods for implementing modular multiplication.

Throughout this subsection, let n be an integer of bit length `n , in particular

2`n � 1 � n < 2`n : (3.22)

Let a; b2 Zn be two integers. Then 0 � a; b < n. We would like to compute

R := abmod n:

Let us assume the computer's word size (see Section 2.1.2) is! . De�ne

� :=
�

`n

!

�
; i.e. (� � 1)! < ` n � �!:

We can write

a = a� � 1jja� � 2jj : : : jja0; b = b� � 1jjb� � 2jj : : : jjb0; 0 � ai ; bj < 2! for 0 � i; j < �:
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where jj indicates concatenation. Note that some ai or bj might be 0 if the bit length of a or b is less
than `n . Furthermore, we have

a =
� � 1X

i =0

ai (2! ) i ; b =
� � 1X

j =0

bj (2! ) j : (3.23)

Then the product of a and b is given by

t = ab= t2� � 1jj t2� � 2jj : : : jj t0;

where
tx =

X

i;j; i + j = x

ai bj ; 0 � x � 2� � 1:

Such a multiplication method can be described by Algorithm 3.10.

Algorithm 3.10: Standard multiplication.
Input: a; b// a; b 2 Zn , where n � 2 is an integer of bit length `n

Output: ab
1 for i = 0 ; 1; 2: : : ; 2� � 1, t i = 0 // � = d̀ n =! e, where ! is the word size of the computer

// for each bj

2 for j = 0 , j < � , j + + do
3 T1 = 0

// for each ai

4 for i = 0 , i < � , i + + do
// T1 has bit length at most !

5 T1jjT0 = t i + j + ai bj + T1

6 t i + j = T0

7 t j + � = T1

8 return t2� � 1jj t2� � 2jj : : : jj t0

One drawback of Algorithm 3.10 is that a variable with double word size is being processed in
line 5. To see this, the maximum value of the right-hand side in line 5 is

2! � 1 + (2 ! � 1)(2! � 1) + 2 ! � 1 = 22! � 1:

Moreover, to compute R = t mod n, division by n will be required.

Example 3.5.9. As a simple example, let us consider word size ! = 2 and let n = 15 be a4-bit integer.
Let a = 13 = 11012 and b = 5 = 01012. We have

a0 = 012; a1 = 112; b0 = 012; b1 = 012; � =
�

4
2

�
= 2 :

The product t = t3jj t2jj t1jj t0 has bit length at most 8. Computations in lines 5 – 7 for each loop are as
follows:

T1jjT0 = t0 + a0b0 + T1 = 00 + 01 + 00 = 0001 ; t0 = 01;
T1jjT0 = t1 + a1b0 + T1 = 00 + 11 + 00 = 0011 ; t1 = 11;
T1jjT0 = t1 + a0b1 + T1 = 11 + 01 + 00 = 0100 ; t1 = 00;
T1jjT0 = t2 + a1b1 + T1 = 00 + 11 + 01 = 0100 ; t2 = 00; t3 = 01

The values for each variable in Algorithm 3.10 are listed below

j i ai bj T1 T0 t3 t2 t1 t0

0 0 01 00 01 00 00 00 01
0 1 11 00 11 00 00 11 01
1 0 01 01 00 00 00 00 01
1 1 11 01 00 01 00 00 01

As expected, we get
t = 01000001 = 65 = 13 � 5:

Furthermore, if we would like to continue the computation and �nd abmod 15, we will divide 65by
15and calculate the remainder, which is 5.
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3.5.2.1 Blakely's Method

First proposed in 1983 [Bla83], Blakely's method for computing modular multiplication interleaves
the multiplication steps with the reduction steps. The product abis computed as follows

t = ab=

 
� � 1X

i =0

ai (2! ) i

!

b =
� � 1X

i =0

(2! ) i ai b;

where ai s are given in Equation 3.23. Algorithm 3.11 lists the steps for computing

R = t mod n = abmod n

with Blakely's method.

Algorithm 3.11: Blakely's method for computing modular multiplication.
Input: n; a; b// n 2 Z; n � 2 has bit length `n ; a; b 2 Zn

Output: abmod n
1 R = 0

// � = d̀ n =! e, where ! is the word size of the computer

2 for i = � � 1, i � 0, i � � do
3 R = 2 ! R + ai b
4 R = R mod n

5 return R

Note that in line 3,

R � 2! (n � 1) + (2 ! � 1)(n � 1) = (2 ! +1 � 1)n � (2! +1 � 1) < (2! +1 � 1)n:

Thus, line 4 can be replaced by comparing R with n for 2! +1 � 2 times and subtract n from R in case
R � n:

1 for j = 0 ; 1; 2: : : ; 2! +1 � 2 do
2 if R � n then
3 R = R � n

4 else break

In this way, we can avoid dividing by n to compute the remainder. In particular, when ! = 1 ,
2! +1 � 2 = 2. And we have Algorithm 3.12, which is the original proposal from Blakely [Bla83, Koç94].

Algorithm 3.12: Blakely's method for computing modular multiplication by taking ! = 1 .
Input: n; a; b// n 2 Z; n � 2 has bit length `n ; a; b 2 Zn

Output: abmod n
1 R = 0
2 for i = `n � 1, i � 0, i � � do
3 R = 2R + ai b
4 if R � n then R = R � n
5 if R � n then R = R � n

6 return R

Example 3.5.10. Same as in Example 3.5.9, let the word size! = 2 , and

a = 13 = 11012; b = 5 ; n = 15; `n = 4 ; � = 2 :

We have
a0 = 012 = 1 ; a1 = 112 = 3 :
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Let us calculate abmod n using Algorithm 3.11. For i = 1 ,

R = 0 + 3 � 5 mod 15 = 0 mod 15:

And for i = 0 ,
R = 0 + 1 � 5 mod 15 = 5 mod 15:

We have the �nal result 13� 5 mod 15 = 5.

Example 3.5.11. Let
a = 55 = 1101112; b = 46; n = 69; ! = 2 :

n is a 7-bit integer. Then

a0 = 11 = 3 ; a1 = 01 = 1 ; a2 = 11 = 3 ; a3 = 0 ; � =
�

7
2

�
= 4 :

Computing abmod n with Algorithm 3.11 gives us the following intermediate values:

i = 3 line 3, R = 0 ;

line 4, R = 0 ;

i = 2 line 3, R = 3 � 46 = 138;

line 4, R = 138 mod 69 = 0;

i = 1 line 3, R = 1 � 46 = 46;

line 4, R = 46 mod 69 = 46;

i = 0 line 3, R = 2 2 � 46 + 3 � 46 = 322;

line 4, R = 322 mod 69 = 46:

We have abmod n = 46.

Now we can expand the modular multiplication computations in the square-and-multiply algo-
rithm with Blakely's method. The details are listed in Algorithm 3.13 for right-to-left square-and-
multiply algorithm, and in Algorithm 3.14 for left-to-right square-and-multiply algorithm.

Since`n is the bit length of n, the bit lengths of the variables “result”, “ t” and “ a” are at most `n .
We can write

result =
� � 1X

j =0

hj (2! ) j ; t =
� � 1X

j =0

t j (2! ) j ; a =
� � 1X

j =0

aj (2! ) j :

Then, in Algorithm 3.13, lines 5 – 9 implement result = result � t mod n (line 4 of Algorithm 3.7) and
lines 10 – 14 implement t = t � t mod n (line 5 of Algorithm 3.7).

Similarly, in Algorithm 3.14, lines 3 – 7 implement t = t � t mod n (line 3 of Algorithm 3.8) and
lines 9 – 13 implement t = a � t mod n (line 5 of Algorithm 3.8).

Example 3.5.12. Let us repeat the computation in Example 3.5.2 with Blakely's method. We will
calculate

ad mod n = 5 4 mod 23 = 625 mod 23 = 4:

Suppose the computer word size ! = 2 . n = 23 = 101112 has `n = 5 bits, then � = d5=2e = 3 . Lines 1
and 2 in Algorithm 3.13 give

result = 1 ; h0 = 01; h1 = 00; h2 = 00; t = 5 = 01012; t0 = 01; t1 = 01; t2 = 00:
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Algorithm 3.13: Right-to-left square-and-multiply algorithm with Blakely's method for
modular multiplication.

Input: n; a; d// n 2 Z; n � 2 has bit length `n ; a 2 Zn ; d 2 Z ' ( n ) has bit length `d

Output: ad mod n
1 result = 1
2 t = a
3 for i = 0 , i < ` d, i + + do

// i th bit of d is 1

4 if di = 1 then
// lines 5 -- 9 implement result = result � t mod n

5 R = 0
// � = d̀ n =! e, where ! is the word size of the computer

6 for j = � � 1, j � 0, j � � do
7 R = 2 ! R + hj t
8 R = R mod n

9 result = R

// lines 10 -- 14 implement t = t � t mod n

10 R = 0
11 for j = � � 1, j � 0, j � � do
12 R = 2 ! R + t j t
13 R = R mod n

14 t = R

15 return result

The intermediate values during the computation are:

i = 0 d0 = 0
loop line 11 j = 2 R = 0

j = 1 R = 2 ! R + t1t mod n = 5 mod 23
j = 0 R = 2 ! R + t0t mod n = 2 2 � 5 + 1 � 5 mod 23 = 2 mod 23

line 14 t = 2 t0 = 10; t1 = 00; t2 = 00
i = 1 d1 = 0

loop line 11 j = 2 R = 0
j = 1 R = 0
j = 0 R = t0t mod n = 2 � 2 mod 23 = 4 mod 23

line 14 t = 4 t0 = 00; t1 = 01; t2 = 00
i = 2 d2 = 1

loop line 6 j = 2 R = 0
j = 1 R = 0
j = 0 R = h0t mod n = 4 mod 23

line 9 result = 4

And the output is 4. Similarly, with Algorithm 3.14, line 1 gives

t = 1 ; t0 = 01; t1 = 00; t2 = 00:

We also have
a = 5 ; a0 = 01; a1 = 01; a2 = 00:
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Algorithm 3.14: Left-to-right square-and-multiply algorithm with Blakely's method for
modular multiplication.

Input: n; a; d// n 2 Z; n � 2 has bitlength `n ; a 2 Zn ; d 2 Z ' ( n ) has bit length `d

Output: ad mod n
1 t = 1
2 for i = `d � 1, i � 0, i � � do

// lines 3 -- 7 implement t = t � t mod n

3 R = 0
// � = d̀ n =! e, where ! is the word size of the computer

4 for j = � � 1, j � 0, j � � do
5 R = 2 ! R + t j t
6 R = R mod n

7 t = R
// i th bit of d is 1

8 if di = 1 then
// lines 9 -- 13 implement t = a � t mod n

9 R = 0
10 for j = � � 1, j � 0, j � � do
11 R = 2 ! R + aj t
12 R = R mod n

13 t = R

14 return t

The intermediate values are

i = 2 d2 = 1
loop line 4 j = 2 R = 0

j = 1 R = 0
j = 0 R = t0t mod n = 1 mod 23

line 7 t = 1 t0 = 01; t1 = 00; t2 = 00
loop line 10 j = 2 R = 0

j = 1 R = 2 ! R + a1t = 1 mod 23
j = 0 R = 2 ! R + a0t = 2 2 + 1 = 5 mod 23

line 13 t = 5 t0 = 01; t1 = 01; t2 = 00
i = 1 d1 = 0

loop line 4 j = 2 R = 0
j = 1 R = t1t mod n = 5 mod 23
j = 0 R = 2 ! R + t0t mod n = 2 2 � 5 + 5 mod 23 = 25 mod 23 = 2 mod 23

line 7 t = 2 t0 = 10; t1 = 00; t2 = 00
i = 0 d0 = 0

loop line 4 j = 2 R = 0
j = 1 R = 0
j = 0 R = t0t mod n = 2 � 2 mod 23 = 4 mod 23

line 7 t = 4

The output is also 4.

Similarly, we can adopt Blakely's method in Montgomery powering ladder (Algorithm 3.9) and
we get Algorithm 3.15 for computing modular exponentiation. Since `n is the bit length of n, the bit
lengths of the variables R0 and R1 are at most `n . We can write

R0 =
� � 1X

i =0

R0i (2! ) i ; R1 =
� � 1X

i =0

R1i (2! ) i :

Then lines 5 – 9 implement R1 = R0R1 mod n (line 5 of Algorithm 3.9). Lines 10 – 14 implement
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R0 = R2
0 mod n (line 6 of Algorithm 3.9). Lines 16 – 20 implement R0 = R0R1 mod n (line 8 of

Algorithm 3.9). Lines 21 – 25 implement R1 = R2
1 mod n (line 9 of Algorithm 3.9).

Algorithm 3.15: Montgomery powering ladder with Blakely's method for computing mod-
ular multiplication.

Input: n, a, d// n 2 Z, n � 2; a 2 Zn ; d 2 Z ' ( n ) has bit length `d

Output: ad mod n
1 R0 = 1
2 R1 = a
3 for j = `d � 1, j � 0, j � � do
4 if dj = 0 then

// lines 5 -- 9 implement R1 = R0R1 mod n

5 R = 0
6 for i = � � 1, i � 0, i � � do

// � = d̀ n =! e, where ! is the word size of the computer

7 R = 2 ! R + R0i R1

8 R = R mod n

9 R1 = R
// lines 10 -- 14 implement R0 = R2

0 mod n

10 R = 0
11 for i = � � 1, i � 0, i � � do
12 R = 2 ! R + R0i R0

13 R = R mod n

14 R0 = R

15 else
// lines 16 -- 20 implement R0 = R0R1 mod n

16 R = 0
17 for i = � � 1, i � 0, i � � do
18 R = 2 ! R + R0i R1

19 R = R mod n

20 R0 = R
// lines 21 -- 25 implement R1 = R2

1 mod n

21 R = 0
22 for i = � � 1, i � 0, i � � do
23 R = 2 ! R + R1i R1

24 R = R mod n

25 R1 = R

26 return R0

Example 3.5.13. Here we repeat the computation in Example 3.5.4 with Algorithm 3.15. Let

n = 23; d = 4 = 100 2; a = 5 :

We have calculated that ad mod n = 4 . Same as in Example 3.5.12, we assume! = 2 . Then we have
`n = 5 and � = 3 . With Algorithm 3.15, lines 1 and 2 give

R0 = 1 ; R00 = 01; R01 = 00; R02 = 00; R1 = 5 ; R10 = 01; R11 = 01; R12 = 00:

The intermediate values are

j = 2 d2 = 1

loop line 17 i = 2 R = 0

i = 1 R = 0

i = 0 R = R00R1 mod n = 5 mod 23
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line 20 R0 = 5 R00 = 01; R01 = 01; R02 = 00

loop line 22 i = 2 R = 0

i = 1 R = 2 ! R + R11R1 mod n = 5 mod 23

i = 0 R = 2 ! R + R10R1 mod n = 2 2 � 5 + 5 mod 23 = 2

line 25 R1 = 2 R10 = 10; R11 = 00; R12 = 00
j = 1 d1 = 0

loop line 6 i = 2 R = 0

i = 1 R = R01R1 mod n = 2 mod 23

i = 0 R = 2 ! R + R00R1 mod n = 2 2 � 2 + 2 mod 23 = 10

line 9 R1 = 10 R10 = 10; R11 = 10; R12 = 00

loop line 11 i = 2 R = 0

i = 1 R = 2 ! R + R01R0 mod n = 5 mod 23

i = 0 R = 2 ! R + R00R0 mod n = 2 2 � 5 + 5 mod 23 = 2

line 14 R0 = 2 R00 = 10; R01 = 00; R02 = 00
j = 0 d0 = 0

loop line 6 i = 2 R = 0

i = 1 R = 0

i = 0 R = R00R1 mod n = 2 � 10mod 23 = 20

line 9 R1 = 20

loop line 11 i = 2 R = 0

i = 1 R = 0

i = 0 R = R00R0 mod n = 2 � 2 mod 23 = 4

line 14 R0 = 4

Hence the output is 4.

3.5.2.2 Montgomery's Method

In this part, we discuss another method for computing modular multiplication, attributed to Peter
Montgomery [Mon85].

Supposen is odd and let r = 2 `n . In particular, gcd(n; r ) = 1 . By Bézout's identity (Theorem 1.1.3),
there exist integers r � 1 and n̂ such that

rr � 1 � nn̂ = 1 : (3.24)

We have discussed that such a pair of integers r � 1 and n̂ can be found with the extended Euclidean
algorithm.

Remark 3.5.1. We note that for any positive integer t,

rr � 1 � nn̂ + trn � trn = 1 = ) r (r � 1 + tn ) � n(n̂ + tr ) = 1 : (3.25)

Then r � 1 + tn , n̂ + tr can replacer � 1 and n̂ in Equation 3.24.

For the rest of this part, we further require that n̂ is positive.

Example 3.5.14. Let n = 15. Then `n = 4 and r = 2 4 = 16. By the extended Euclidean algorithm

16 = 15 + 1 =) 1 = 16 � 15;

we have r � 1 = 1 , and n̂ = 1 .

Example 3.5.15. Let n = 23. Then `n = 5 and r = 2 5 = 32. By the extended Euclidean algorithm

32 = 23 + 9; 23 = 9 � 2 + 5; 9 = 5 + 4 ; 5 = 4 + 1 ;
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and
1 = 5 � (9 � 5) = � 9 + (23 � 9 � 2) � 2 = 23 � 2 � 5 � (32 � 23) = 23 � 7 � 32� 5:

Hence r � 1 = � 5 and n̂ = � 7. To make n̂ positive, we can take t = 1 as in Equation 3.25, we have

r � 1 = � 5 + n = � 5 + 23 = 18; n̂ = � 7 + r = � 7 + 32 = 25:

We can check that
18r � 25n = 18 � 32� 25� 23 = 1:

Example 3.5.16. Let n = 57. Then `n = 6 and r = 2 6 = 64. By the extended Euclidean algorithm

64 = 57 + 7; 57 = 7 � 8 + 1 =) 1 = 57 � (64 � 57) � 8 = � 64� 8 + 57 � 9;

and we have r � 1 = � 8, and n̂ = � 9. To get a positive n̂, we choose (see Remark 3.5.1)

r � 1 = � 8 + n = � 8 + 57 = 49; n̂ + r = � 9 + 64 = 55:

We can check that
49r � 55n = 49 � 64� 55� 57 = 1:

Example 3.5.17. Let n = 1189. Then `n = 11 and r = 2 11 = 2048. By the extended Euclidean
algorithm

2048 = 1189 + 859; 1189 = 859 + 330; 859 = 330� 2 + 199; 330 = 199 + 131;
199 = 131 + 68; 131 = 68 + 63; 68 = 63 + 5; 63 = 5 � 12 + 3;
5 = 3 + 2 ; 3 = 2 + 1 ;

and

1 = 3 � 2 = (63 � 5 � 12) � 2 � 5 = 63 � 2 � (68 � 63) � 25 = (131 � 68) � 27� 68� 25

= 131 � 27� (199� 131) � 52 = (330 � 199) � 79� 199� 52 = 330 � 79� (859� 330� 2) � 131

= (1189 � 859) � 341� 859� 131 = 1189� 341� (2048� 1189)� 472

= 2048 � (� 472) � 1189� (� 813):

We have r � 1 = � 472and n̂ = � 813. To have a positive n̂, we take

r � 1 = � 472 + 1189 = 717; n̂ = 2048 � 813 = 1235:

Before computing R = abmod n, we �rst introduce Algorithm 3.16, denoted MonPro, which
calculatesabr� 1 mod n given a; b; n, and n̂.

By Equation 3.24,
1 + nn̂ � 0 mod r:

Then in line 3 of Algorithm 3.16,

t + mn = t + tn̂n = t(1 + n̂n)

is divisible by r , and the output u is an integer. By our choice of r = 2 `n and Equation 3.22

t = ab < rn:

From line 2 we know m < r . Hence in line 3,

u <
rn + rn

r
= 2n;

which shows that lines 4 – 5 calculate u mod n. Furthermore,

u �
ab+ mn

r
� abr� 1 + mnr � 1 � abr� 1 mod n:

Thus, Algorithm 3.16 indeed outputs abr� 1 mod n.
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Algorithm 3.16: MonPro, Montgomery product algorithm.

Input: n, r , n̂, a; b// n is an odd integer of bit length `n ; r = 2 ` n ; n̂ is a positive

integer satisfying Equation 3.24; a; b 2 Zn

Output: abr� 1 mod n
1 t = ab
2 m = tn̂ mod r

3 u =
t + mn

r
4 if u � n then
5 u = u � n

6 return u

Let x = x`x � 1x`x � 2 : : : x1x0 be a positive integer of bit length `x . By de�nition (see Theorem 1.1.1),
we know that

x =
`x � 1X

i =0

x i 2i :

If `x � `n , for any i � `n , x i 2i is a multiple of r = 2 `n . Thus,

x mod r =
min f `x � 1;`n � 1gX

i =0

x i 2i :

In other words, to compute x mod r , we just keep the least signi�cant `n bits of x. Note that the
integer r � 1 has binary representation given by a binary string with `n 1s. We have

x mod r = x & ( r � 1):

We know that a; b � 0. Since we also choosên > 0, line 2 can be replaced by

m = tn̂ & ( r � 1):

In casex is a multiple of r . We have

2`n

�
�
�
�
�

`x � 1X

i =0

x i 2i :

It is easy to show that x i = 0 for 0 � i < ` n . And

x
r

=
`x � 1X

i = `n

x i 2i : (3.26)

For any positive integer s � `x , we de�ne right shift x by s bits to be the integer x`x � 1x`x � 2 : : : xs.4 We
write

x >> s := x`x � 1x`x � 2 : : : xs: (3.27)

Compared with Equation 3.26, division by r is equivalent to right shift by `n . We have shown that
t + mn in line 3 is a multiple of r . Then line 3 can be replaced by

u = ( t + mn) >> ` n :

In summary, Algorithm 3.16 can be rewritten as Algorithm 3.17. The discussions above demon-
strate the main advantage of using MonPro over a standard modular multiplication method – the
operations modulo n is replaced by modulo r , which can be simpli�ed to an ANDoperation. Further-
more, to compute division by r , we can simply do a right shift.

4Note that when s = `x , we have x >> s = 0 .
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Algorithm 3.17: MonPro, Montgomery product algorithm.

Input: n, r , n̂, a; b// n is an odd integer of bit length `n ; r = 2 ` n ; n̂ is a positive

integer satisfying Equation 3.24; a; b 2 Zn

Output: abr� 1 mod n
1 t = ab
2 m = tn̂ & ( r � 1)// for a non-negative integer, mod r is equivalent to computing AND

with r � 1. This line implements line 2 of Algorithm 3.16.

3 u = ( t + mn) >> ` n // for a non-negative integer, shift right by `n bits is

equivalent to division by r = 2 ` n . This line implements line 3 of

Algorithm 3.16.

4 if u � n then
5 u = u � n

6 return u

Example 3.5.18. Let n = 15, Then

`n = 4 ; r = 2 4 = 16; r � 1 = 15:

We have
53mod r = 5 ; 53 & 15 = 110101 & 1111 = 101 = 5:

Furthermore,
240
r

=
240
16

= 15; 240>> 4 = 11110000>> 4 = 1111 = 15:

Example 3.5.19. Let n = 23. Then `n = 5 and r = 2 5 = 32. In Example 3.5.15 we have discussed
that r � 1 = 18 and n̂ = 25. We will compute a few modular multiplications which will be useful for
Example 3.5.27.

Let a = 22, b = 22. Following Algorithm 3.16, we have

t = ab= 22 � 22 = 484;

m = tn̂ mod r = 484 � 25mod 32 = 4;

u =
t + mn

r
=

484 + 4 � 23
32

= 18;

and the output is 18. Indeed, abr� 1 mod n = 22 � 22� 18mod 23 = 18.
Let a = 18, b = 18. We have

t = ab= 18 � 18 = 324;

m = tn̂ mod r = 324 � 25mod 32 = 4;

u =
t + mn

r
=

324 + 4 � 23
32

= 13;

and the output is 13. We can verify that abr� 1 mod n = 18 � 18� 18mod 23 = 13.
Let a = 9 , b = 13. We have

t = ab= 9 � 13 = 117;

m = tn̂ mod r = 117 � 25mod 32 = 13;

u =
t + mn

r
=

117 + 13 � 23
32

= 13;

and the output is 13. We can verify that abr� 1 mod n = 9 � 13� 18mod 23 = 13.
Let a = 13, b = 13. We have

t = ab= 169;

m = tn̂ mod r = 169 � 25mod 32 = 1;

u =
t + mn

r
=

169 + 1 � 23
32

= 6 ;
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and the output is 6. We can verify that abr� 1 mod n = 13 � 13� 18mod 23 = 6.
Let a = 13, b = 1 . We have

t = ab= 13;

m = tn̂ mod r = 13 � 25mod 32 = 5;

u =
t + mn

r
=

13 + 5 � 23
32

= 4 ;

and the output is 4. We can verify that abr� 1 mod n = 13 � 18mod 23 = 4.
Let a = 9 , b = 9 . We have

t = ab= 81;

m = tn̂ mod r = 81 � 25mod 32 = 9;

u =
t + mn

r
=

81 + 9 � 23
32

= 9 ;

and the output is 9. We can verify that abr� 1 mod n = 9 � 9 � 18mod 23 = 9.
Let a = 9 , b = 22. We have

t = ab= 198;

m = tn̂ mod r = 198 � 25mod 32 = 22;

u =
t + mn

r
=

198 + 22 � 23
32

= 22;

and the output is 22. We can verify that abr� 1 mod n = 9 � 22� 18mod 23 = 22.

Example 3.5.20. Let n = 15, a = 3 ; b = 5 . We have discussed in Example 3.5.14 thatr = 2 4 = 16,
r � 1 = 1 and n̂ = 1 . Following Algorithm 3.16, we have

t = ab= 3 � 5 = 15;

m = tn̂ mod r = 15 � 1 mod 16 = 15;

u =
t + mn

r
=

15 + 15 � 15
16

= 15;

and the output is 0. Indeed, abr� 1 mod n = 15 mod 15 = 0.

Example 3.5.21. Let n = 57, a = 3 ; b = 5 . We have discussed in Example 3.5.16 thatr = 64, r � 1 = 49
and n̂ = 55. Following Algorithm 3.16, we have

t = ab= 3 � 5 = 15

m = tn̂ mod r = 15 � 55mod 64 = 57 mod 64;

u =
t + mn

r
=

15 + 57 � 57
64

= 51;

and the output is 51. We can check that

abr� 1 mod n = 3 � 5 � 49mod 57 = 735 mod 57 = 51:

Example 3.5.22. Let n = 57, a = 21; b = 5 . We know from Example 3.5.16 that

r = 64; r � 1 = 49; n̂ = 55:

Following Algorithm 3.16, we have

t = ab= 21 � 5 = 105

m = tn̂ mod r = 105 � 55mod 64 = 15

u =
t + mn

r
=

105 + 15 � 57
64

= 15;

and the output is 15. We can check that

abr� 1 mod n = 21 � 5 � 49mod 57 = 5145mod 57 = 15:
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For any a 2 Zn , we de�ne the n-residue ofa with respect tor as

ar := ar mod n:

Example 3.5.23. Let n = 15, and a = 3 . Then r = 16 and

ar = ar mod n = 3 � 16mod 15 = (3 mod 15) � (16 mod 15) = 3 � 1 mod 15 = 3:

Example 3.5.24. Let n = 57, and a = 3 , then r = 64 and

ar = ar mod n = 3 � 64mod 57 = (3 mod 57)(64mod 57) = 3 � 7 mod 57 = 21:

To compute R = abmod n, we note that

R = abmod n = ar br� 1 mod n = MonPro(ar ; b):

We refer to such a computation as Montgomery's method for modular multiplication. Details are
given in Algorithm 3.18.

Algorithm 3.18: Montgomery's method for computing modular multiplication.

Input: n; r; a; b// n an odd integer of bit length `n ; r = 2 ` n ; a; b 2 Zn

Output: abmod n
1 Compute a positive n̂ with the extended Euclidean algorithm (Algorithm 1.2)
2 ar = ar mod n
3 u = MonPro(n; r; n̂; ar ; b)// Algorithm 3.16 or 3.17

4 return u

Example 3.5.25. Let n = 15, a = 3 , and b = 5 . We have discussed thatar = 3 (see Example 3.5.23) and
MonPro(3; 5) = 0 (see Example 3.5.20). Then by Algorithm 3.18,abmod n = 0 . Indeed, abmod n =
3 � 5 mod 15 = 0.

Example 3.5.26. Let n = 57, a = 3 , and b = 5 . We know that ar = 21 (see Example 3.5.24) and
MonPro(21; 5) = 15 (see Example 3.5.22). Then by Algorithm 3.18,abmod n = 15. We can check that
abmod n = 3 � 5 mod 57 = 15.

Utilizing MonPro for computing modular multiplication as in Algorithm 3.18 is not optimal as
it requires computing ar mod n for each multiplication. Even though n̂ can be precomputed by the
extended Euclidean algorithm, it is time-consuming. MonPro will be more useful when multiple
multiplications are computed. We will discuss a more ef�cient way of using MonPro.

By Corollary1.4.2, the set
Z n

r := f ar = ar mod n j a 2 Zn g

contains the same elements modulo n as in Zn . We de�ne addition + Mon and multiplication � Mon

operation on Z n
r as follows:

ar + Mon br := ( a + b)r ; ar � Mon br := ( ab)r mod n:

Then we have the following lemma.

Lemma 3.5.1. (Z n
r ; + Mon; � Mon) is a commutative ring with additive identity 0r and multiplicative

identity 1r .

Proof. Firstly, (a + b)r = ( a + b)r mod n and (ab)r = abr mod n are both in Z n
r . Thus Z n

r is closed
under + Mon and � Mon.

Associativity and commutativity of + Mon follows from that for addition in Zn . The identity ele-
ment for + Mon is 0r = 0 mod n since for any ar 2 Z n

r ,

ar + 0 r = ar mod n + 0 mod n = ar :
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The inverse of ar with respect to + Mon is (� a)r , where � a is the inverse of a in Zn with respect to
addition modulo n:

ar + ( � a)r = ar mod n + ( � a)r mod n = ar � ar mod n = 0 mod n = 0 r :

We have proved that (Z n
r ; + Mon) is an abelian group.

Now, for any ar ; br ; cr 2 Z n
r .

(ar � Mon br ) � Mon cr = ( ab)r � Mon cr = ( abc)r = abcr mod n

ar � Mon (br � Mon cr ) = ar � Mon (bc)r = ( abc)r = abcr mod n:

Hence
(ar � Mon br ) � Mon cr = ar � Mon (br � Mon cr )

and � Mon is associative. Moreover,

ar � Mon (br + Mon cr ) = ar � Mon (b+ c)r = ( a(b+ c)) r = ( ab+ ac)r = ( ab)r + Mon (ac)r

= ar � Mon br + Mon ar � Mon cr ;

so the distributive law holds for � Mon and + Mon. The identity element for � Mon is 1r = r mod n since

ar � Mon 1r = 1 r � Mon ar = ar :

Hence, (Z n
r ; + Mon; � Mon) is a commutative ring (see De�nition 1.2.8).

Remark 3.5.2. We note that

ar � Mon br = ( ab)r = abr mod n = arbrr � 1 mod n = ar br r � 1 mod n = MonPro(ar ; br ):

Thus, MonPro(ar ; br ) implements the multiplication in the ring (Z n
r ; + Mon; � Mon).

Now we can apply the Montgomery product algorithm MonPro (Algorithm 3.16 or 3.17) for com-
puting multiplications in the right-to-left (Algorithm 3.7) and the left-to-right (Algorithm 3.8) square-
and-multiply algorithms. The details are listed in Algorithms 3.19 and 3.20.

Algorithm 3.19: Montgomery right-to-left square-and-multiply algorithm.

Input: n, r , n̂, a, d // n is an odd integer of bit length `n ; r = 2 ` n ; n̂ is given by

Equation 3.24; a 2 Zn ; d 2 Z ' ( n ) has bit length `d

Output: ad mod n
1 result r = r mod n
2 t r = ar mod n
3 for i = 0 , i < ` d, i + + do

// i th bit of d is 1

4 if di = 1 then
5 resultr = MonPro(n; r; n̂; result r ; t r )// result r = result r � Mon t r

6 t r = MonPro(n; r; n̂; t r ; t r )// t r = t r � Mon t r

7 t = MonPro(n; r; n̂; result r ; 1)// t = t r � Mon 1 = result r � r � 1 mod n

8 return t

By Lemma 3.5.1 and Remark 3.5.2, lines 5 and 6 in Algorithm 3.19 compute

resultr = result r � Mon t r and t r = t r � Mon t r

respectively. It follows from Algorithm 3.7 that lines 1 – 6 in Algorithm 3.19 calculate

result r = ( ar )d mod n = ( ad)r mod n:

Then line 7 removes the factor r from (ad)r and outputs the �nal result.
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Algorithm 3.20: Montgomery left-to-right square-and-multiply algorithm.

Input: n, r , n̂, a, d // n is an odd integer of bit length `n ; r = 2 ` n ; n̂ is given by

Equation 3.24; a 2 Zn ; d 2 Z ' ( n ) has bit length `d

Output: ad mod n
1 t r = r mod n
2 ar = ar mod n
3 for i = `d � 1, i � 0, i � � do
4 t r = MonPro(n; r; n̂; t r ; t r )// t r = t r � Mon t r

5 if di = 1 then
6 t r = MonPro(n; r; n̂; t r ; ar )// t r = t r � Mon ar

7 t = MonPro(n; r; n̂; t r ; 1)// t = t r � Mon 1 = t r r � 1 mod n

8 return t

Similarly, lines 4 and 6 in Algorithm 3.20 compute

t r = t r � Mon t r and t r = t r � Mon ar

respectively. It follows from Algorithm 3.8 that lines 1 – 6 in Algorithm 3.20 calculate

t r = ( ar )d mod n = ( ad)r mod n:

Then line 7 removes r from (ad)r mod n and outputs the �nal result.

Example 3.5.27. Let
n = 23; d = 4 = 100 2; a = 5 :

In Example 3.5.2, we have computed

ad mod n = 5 4 mod 23 = 625 mod 23 = 4

with square-and-multiply algorithm. In Example 3.5.12 we showed the steps when modular multipli-
cations in the square-and-multiply algorithm are done with Blakely's method. Now we calculate the
same modular exponentiation with the square-and-multiply algorithm and Montgomery's method
for modular multiplication.

According to Example 3.5.15 that

r = 32; r � 1 = 18; n̂ = 25:

For the detailed computations with MonPro below, we refer to Example 3.5.19.
Following Algorithm 3.19, lines 1 and 2 give

resultr = 32 mod 23 = 9; t r = 5 � 32mod 23 = 22:

For i = 0 , d0 = 0 , line 6 computes

t r = MonPro(23; 32; 25; 22; 22) = 18:

For i = 1 , d1 = 0 , line 6 computes

t r = MonPro(23; 32; 25; 18; 18) = 13:

For i = 2 , d2 = 1 , line 5 computes

resultr = MonPro(23; 32; 25; 9; 13) = 13:

Then line 6 computes (note that this computation does not affect the �nal output)

t r = MonPro(23; 32; 25; 13; 13) = 6:
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Finally line 7 computes
t = MonPro(23; 32; 25; 13; 1) = 4 :

Following Algorithm 3.20, lines 1 and 2 give

t r = 32 mod 23 = 9; ar = 5 � 32mod 23 = 22:

For i = 2 , d2 = 1 , line 4 computes

t r = MonPro(23; 32; 25; 9; 9) = 9 :

Then line 6 computes
t r = MonPro(23; 32; 25; 9; 22) = 22:

For i = 1 , d1 = 0 , line 4 computes

t r = MonPro(23; 32; 25; 22; 22) = 18:

For i = 0 , d0 = 0 , line 4 computes

t r = MonPro(23; 32; 25; 18; 18) = 13:

Finally, line 7 computes the output

t = MonPro(23; 32; 25; 13; 1) = 4 :

We can also apply the Montgomery product algorithm (Algorithm 3.16 or 3.17) to Montgomery
powering ladder (Algorithm 3.9) for computing modular exponentiation. We have Algorithm 3.21.

Algorithm 3.21: Montgomery powering ladder with Montgomery's method for modular
multiplication.

Input: n, r , n̂, a, d // n is an odd integer of bit length `n ; r = 2 ` n ; n̂ is given by

Equation 3.24; a 2 Zn ; d 2 Z ' ( n ) has bit length `d

Output: ad mod n
1 R0 = r mod n
2 R1 = ar mod n
3 for j = `d � 1, j � 0, j � � do
4 if dj = 0 then
5 R1 = MonPro(n; r; n̂; R0; R1)// R1 = R0 � Mon R1

6 R0 = MonPro(n; r; n̂; R0; R0)// R0 = R0 � Mon R0

7 else
8 R0 = MonPro(n; r; n̂; R0; R1)// R0 = R0 � Mon R1

9 R1 = MonPro(n; r; n̂; R1; R1)// R1 = R1 � Mon R1

10 R0 = MonPro(n; r; n̂; R0; 1)// R0 = R0 � Mon 1 = R0 � r � 1 mod n

11 return R0

By Lemma 3.5.1 and Remark 3.5.2, lines 5 and 6 in Algorithm 3.21 compute

R1 = R0 � Mon R1; R0 = R0 � Mon R0

respectively. Similarly, lines 8 and 9 in Algorithm 3.21 compute

R0 = R0 � Mon R1; R1 = R1 � Mon R1:

It follows from Algorithm 3.9 that lines 1 – 9 in Algorithm 3.21 calculate

(ar )d mod n = ( ad)r mod n:

Then line 10 removes r from (ad)r mod n and outputs the �nal result.
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Example 3.5.28. We repeat the computation in Example 3.5.27 with Algorithm 3.21. We have

n = 23; a = 5 ; d = 4 = 100 2; r = 32; r � 1 = 18; n̂ = 25:

For the detailed computations with MonPro below, we refer to Example 3.5.19.
Lines 1 and 2 in Algorithm 3.21 give

R0 = r mod n = 32 mod 23 = 9; R1 = ar mod n = 5 � 32mod 23 = 22:

For j = 2 , d2 = 1 , line 8 computes

R0 = MonPro(23; 32; 25; 9; 22) = 22:

Sinced1 = d0 = 0 , for the rest of the computations, only R0 is relevant for the result. For j = 1 , line 6
calculates

R0 = MonPro(23; 32; 25; 22; 22) = 18:

For j = 0 , line 6 calculates
R0 = MonPro(23; 32; 25; 18; 18) = 13:

Finally, line 10 gives the output

R0 = MonPro(23; 32; 25; 13; 1) = 4 :

3.6 Further Reading

Figures and further reading . We note that �gures in this chapter are adjusted versions of drawings
from [Jea16]. [Jea16] includes many source �les for various cryptography-related illustrations.

Implementation of symmetric block ciphers . For more discussions on implementations of symmet-
ric block ciphers, we refer the readers to [Osw]. For a detailed analysis of algebraic normal form and
Boolean functions, we refer the readers to [O'D14].

Bitsliced implementation of DES can be found in e.g. [MPC00, Kwa00]. For AES, [KS09] discusses
a bitsliced implementation for a 64-bit architecture, and [SS16] presents a design for a32-bit archi-
tecture. More ef�cient bitsliced implementations of PRESENT can be found in [BGLP13] for 64-bit
architecture and in [RAL17] for 32-bit architecture.

A related novel way of implementing symmetric block ciphers called Fixslicing was introduced
in 2020 [ANP20, AP20] to achieve ef�cient software constant-time implementations. The main idea
is to use an alternative representation of several rounds of the cipher in which the bits within a given
register never move.

RSA security . At the time of writing, quantum computers with a few hundred qubits (the quantum
counterpart of the classical bit) have been demonstrated [Cho22]. To break RSA, thousands of qubits
are required [GE21]. Nevertheless, post-quantum public-key cryptosystems have been proposed
(see e.g. [HPS98, BS08]) to protect communications once suf�ciently powerful quantum computers
become available.

Implementations of RSA . For more discussions on different methods for implementing RSA, we
refer the readers to [Koç94]. [Koç94] also discusses how Garner's algorithm (Equation 3.21) can be
designed for solving simultaneous linear congruences in general. For a more ef�cient way to imple-
ment the extended Euclidean algorithm, see [Sti05, Algorithm 5.3].

Digital signatures . There are other digital signatures based on different public-key cryptosystems.
For more discussions, we refer the readers to [Buc04, Chapter 12].

Key sizes. In Section 2.2.6 we have seen that exhaustive key search can be used to break shift ci-
pher and af�ne cipher. The lesson is that the key space should be big enough so the attacker cannot
brute force the secret key. This size is determined by the current computation power. For example,
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the 56-bit secret key of DES was successfully broken in 1998 [Fou98]. The U.S. National Institute for
Standards and Technology (NIST) issues recommendations for key sizes for government institutions
in the USA. According to those recommendations, 80-bit keys were “retired” in 2010 [BBB + 07], and
keys shorter than 112 bits were considered insuf�cient from 2015 onward [BD16]. In its 2015 guid-
ance, the National Security Agency (NSA) required AES-256 for Top Secretclassi�cation, partly in
view of the potential future impact of quantum computing [Age15].



Chapter 4

Side-Channel Analysis Attacks and
Countermeasures

Abstract

Side-channel analysis attacks passively target cryptographic implementations. These
attacks exploit the fact that an attacker may observe physical characteristics of a de-
vice running a cryptographic algorithm. The attacker obtains side-channel informa-
tion, e.g. power consumption, electromagnetic emanations, execution time, etc., and
then uses such information to recover the secret key.

In this chapter, we focus on power analysis attacks that exploit power-consumption
information. We discuss several attack methodologies against symmetric block ci-
phers and RSA, together with the corresponding countermeasures.
Keywords : side-channel attacks, power analysis attack, simple power analysis, dif-
ferential power analysis, hiding, masking

Side-channel analysis attacks passively target cryptographic implementations. These attacks ex-
ploit the fact that an attacker may observe physical characteristics of a device running a cryptographic
algorithm. The attacker obtains so-called side-channel information, e.g. power consumption, elec-
tromagnetic emanations, execution time, etc., and then uses such information to recover the secret
key.

In this chapter, we will focus on power analysis attacks that exploit power consumption informa-
tion. The same attack methodologies can be used in a similar manner when electromagnetic emana-
tions (EM) are analyzed.

Although side-channel analysis attacks can refer to a wide range of attacks, including timing at-
tacks [Koc96], cache attacks [GMWM16], etc., in this book we use the termside-channel analysisin the
narrower sense of power analysis attacks only. In short, we also write side-channel analysis as SCA.

Device under test . The device from which the attacker takes measurements is called the device under
test (DUT). For example, it may be a microcontroller running a software implementation, or an FPGA
or ASIC realizing a hardware implementation.

For the power analysis attacks studied in this chapter, we assume that the attacker has certain
knowledge of the implementation. For example, this may include knowledge of how to interface
with the encryption routine, whether the computation is executed serially or in parallel, whether
the implementation is round-based or bitsliced, and whether any countermeasures are present. In
general, this type of information can also be obtained by reverse engineering, by visual inspection of
side-channel measurements, or sometimes simply by trial and error.

Attacker goal . The ultimate goal of the attacker is to recover the master key of a symmetric block
cipher or the private key of a public-key cryptosystem.

Attacker's assumptions. Depending on whether the attacker has access to a device similar to the
target device, we distinguish two types of SCA attacks:
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• Non-pro�led SCA. If the attacker does not have access to a similar device, but only to the target
device or to measurements obtained from the target device, we talk about a non-pro�led SCA.
In a typical scenario, this attack uses a set of measurements obtained while a �xed secret key is
used to encrypt multiple random plaintexts.

• Pro�led SCA. If we assume that the attacker has access to a clone of the target device, then
they can carry out a pro�led SCA. This attack operates in two phases. In the pro�ling phase, the
attacker acquires side-channel measurements corresponding to known plaintexts/ciphertexts
and known keys. This set of data is used to characterize or model the device. Then, in the
attack phase, the attacker acquires a few measurements from the target device, which is usually
identical to the clone device, using known plaintexts/ciphertexts and an unknown key. These
measurements from the target device are then tested against the characterized model from the
clone device.

Source code

The source code and measurement data for this chapter can be found at the following
link:

https://github.com/XIAOLUHOU/SCA-measurements-and-analysis---
-Experimental-results-for-textbook

4.1 Experimental Setup

Power analysis measures variations in the DUT's power consumptionthrough the corresponding volt-
age change. The most convenient device for capturing the voltage change over time is a digital
sampling oscilloscope—a device that records samples of the measured voltage signal over time. We
refer to each sample point as atime sample. More information on measurement setups is provided in
Section 6.1.

To target the correct time interval, in our experiments a trigger signal is set high ( 5V) during the
computation that we want to capture and set low afterward. One measurement consists of the volt-
age values recorded at eachtime sampleduring this interval. It can be stored as an array whose length
equals the total number of time samples in the measured interval. It can also be plotted as a graph in
which the x-axis corresponds to time samples and the y-axis records the voltage values.1 Thus, we
refer to the result of a single measurement as a(power) trace.

Device under test and oscilloscope. For the experiments in this chapter, we used the ready-to-use
measurement platform NewAE ChipWhisperer-Lite. The program code was running on a 32-bit
ARM Cortex-M4 microcontroller (STM32F3) with a clock speed of � 7:4 MHz. The ADC was set to
capture samples at 4� that speed, i.e. at approximately 29:6 MHz with 10-bit resolution. However,
for plotting purposes, we normally reduced the number of time samples. The measurement setup is
depicted in Figure 4.1. The ChipWhisperer-Lite board is in the middle of the picture in black, han-
dling communication with the DUT and data acquisition. The red PCB on the right is the CW308 UFO
board—a breakout board with the DUT, the ARM Cortex-M4 target (blue board), mounted on top.
The controlling and data processing were done from a laptop, from the Jupyter environment avail-
able for the ChipWhisperer platform. In the background, there is a Teledyne T3DSO3504 benchtop
oscilloscope, which was used mainly for convenience—to locate the relevant time intervals precisely
during the initial analysis stage.

Figure 4.2 shows a power trace for the �rst �ve rounds of PRESENT encryption. To make the trace
easier to interpret, we added a sequence of nop instructions before and after the �ve-round cipher
computation. This trace has in total 18500time samples. Certain patterns can be seen from the trace
and we can deduce the corresponding operations in each time interval. For example, time samples
0–1434and 17514–18500correspond to nop instructions. We can also see �ve repeated patterns in
the �gure and deduce the duration of each round, as indicated by the red dotted lines. In terms of

1Note that, in the case of ChipWhisperer, which will be used for our experiments and analysis, the y-axis does not show
the actual voltage value but a 10-bit value proportional to the current going through the shunt resistor.
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