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Location Original Change

Page 6, Theorem 1.1.2 If m,n ∈ Z, n > 0, then there exist q, r ∈ Z, such that 0 ≤ r < n and n = qm+ r. If m,n ∈ Z and m > 0, then there exist q, r ∈ Z such that 0 ≤ r < m and n = qm+r.

Page 8, proof of Lemma
1.1.1

To prove (6), since m|n,m|q, there are integers c1, c2 such that n = mc1 and q = mc2.
Then

un+ vq = uc1m+ vc2m = (uc1 + vc2)m

is a multiple of m.

To prove (6), since m|n and m|a, there are integers c1, c2 such that n = mc1 and
a = mc2. Then

un+ va = uc1m+ vc2m = (uc1 + vc2)m

is a multiple of m.

Page 8, Theorem 1.1.4 (Eu-
clid’s division)

Given m,n ∈ Z, take q, r such that n = qm+ r. Then gcd(m,n) = gcd(m, r). Given m,n ∈ Z with m > 0, let q, r ∈ Z be such that n = qm + r and 0 ≤ r < m.
Then gcd(m,n) = gcd(m, r).

Page 9, Algorithm 1.1, lines
2-4

Input: m, n// m,n ∈ Z, m ̸= 0

Output: gcd(m,n)
1 while m ̸= 0 do
2 r = n%m// remainder of n divided by m

3 n = m
4 m = r

5 return r

Input: m, n// m,n ∈ Z, m ̸= 0

Output: gcd(m,n)
1 while m ̸= 0 do
2 r = m
3 m = n%m// remainder of n divided by m

4 n = r

5 return n

Page 9, last paragraph By the extended Euclidean algorithm, we can also find integers s, t such that
gcd(160, 21) = s160 + t35.

By the extended Euclidean algorithm, we can also find integers s, t such that
gcd(160, 21) = 160s+ 21t.

Page 11, proof of Theorem
1.1.5

Then the integer n′ =
∏k

i=2 p
ei
i =

∏ℓ
j=2 q

dj
j has two distinct factorizations and n′ < n,

contradicts the minimality of n.
Then the integer

n′ =
n

p1
= pe1−1

1

k∏
i=2

peii = qd1−1
1

ℓ∏
j=2

q
dj
j

also has two distinct factorizations and satisfies n′ < n, contradicting the minimality
of n.

Page 16, first two para-
graphs

Without loss of generality, we assume i ≥ j. Multiplying both sides of gi = gj by
g−j , we get gi−j = e.
By Definition 1.2.6, since 0 ≤ i− j < ord (g), we must have i = j. A contradiction.

Without loss of generality, we assume i > j. Multiplying both sides of gi = gj by
g−j , we get gi−j = e.
By Definition 1.2.6, since 0 < i− j < ord (g), this is impossible.

Page 16, Definition 1.2.8 The distributive laws holds The distributive laws hold

Page 18, first paragraph be-
low Definition 1.2.12

By definition, for any a ∈ F , there exists b ∈ F such that ... By definition, for any a ∈ F , a ̸= 0, there exists b ∈ F such that ...

Page 19, above Definition
1.2.14

For an element a ∈ F and an integer p, we define For an element a ∈ F and a positive integer p, we define

Page 20, Theorem 1.2.3 Let K be a finite field of characteristic p. Then K contains pn elements. Let K be a finite field of characteristic p. Then K contains pn elements for some
positive integer n.

Page 20, Example 1.2.24 Define f : F → E, such that Define f : F2 → E by

Page 20, Example 1.2.24 f(1⊕ 0) = f(1) = a, f(1) + f(0) = a+ b = a f(1⊕ 0) = f(1) = b, f(1) + f(0) = b+ a = b

Page 21, last paragraph If aij = 0 for i ̸= j, A is said to be a diagonal matrix. An n-dimensional identity
matrix, denoted In, is a diagonal matrix whose diagonal entries are 1, i.e. aii = 1 for
i = 0, 1, . . . , n− 1. . . . An n× n matrix is called a square matrix (i.e. a matrix with
the same number of rows and columns).

An n × n matrix is called a square matrix (i.e. a matrix with the same number of
rows and columns). If A is a square matrix and aij = 0 for i ̸= j, then A is said to
be a diagonal matrix . An n × n identity matrix, denoted In, is an n × n diagonal
matrix whose diagonal entries are 1 and all the other entries are 0, i.e. aii = 1 for
i = 0, 1, . . . , n− 1 and aij = 0 for i ̸= j. . . .

Page 29, Example 1.3.14 Let F = F, V = F3
2. 001 and 100 are linearly independent. Let F = F2 and V = F3

2. Then 001 and 100 are linearly independent.

Page 30, Remark 1.3.5

v =

r∑
i=1

aivi =

r∑
i=1

bivr =⇒
r∑

i=1

(ai − bi)vi = 0 . . . v =

r∑
i=1

aivi =

r∑
i=1

bivi =⇒
r∑

i=1

(ai − bi)vi = 0 . . .

Page 32, after Example
1.3.18

For any v = (v0, v2, . . . , vn−1) ∈ Fn
2 and w = (w0, w2, . . . , wn−1) ∈ Fn

2 , For any v = (v0, v1, . . . , vn−1) ∈ Fn
2 and w = (w0, w1, . . . , wn−1) ∈ Fn

2 ,

Page 32, Lemma 1.3.4 For any S ⊆ V , S⊥ is a subspace of Fn
2 . For any S ⊆ Fn

2 , S
⊥ is a subspace of Fn

2 .

Page 32, proof of Lemma
1.3.4

1-(a). Take any v,u ∈ S⊥ and any s ∈ S, by Eq. 1.10, we have

(v +w) · s = v · s+ u · s = 0,

hence v +w ∈ S⊥.

1-(a). Take any v,u ∈ S⊥ and any s ∈ S. By Eq. 1.10, we have

(v + u) · s = v · s+ u · s = 0,

hence v + u ∈ S⊥.

Page 34, first paragraph We have a⊂ b.
Similarly, we can prove b⊂ a.

We have a⊆ b.
Similarly, we can prove b⊆ a.

Page 34, proof of Lemma
1.4.1

If r1 = r2 for some 0 ≤ r1, r2 < n, then n|(r1 − r2). Since 0 ≤ r1, r2 < n, we have
r1 = r2.

If r1 = r2 for some 0 ≤ r1, r2 < n, then n | (r1−r2). Since −(n−1) ≤ r1−r2 ≤ n−1,
the only multiple of n in this range is 0. Hence r1 − r2 = 0, so r1 = r2.

Page 41, Corollary 1.4.3 Then for any a, b, c ∈ Z such that b ≡ c mod (p− 1), we have Then for any a ∈ Z and any nonnegative integers b, c such that b ≡ c mod (p− 1), we
have

Page 41, Example 1.4.14 which is no coprime which is not coprime

Page 43
x ≡ aiyiMi +

∑
1≤j≤n,j ̸=i

ajyjMj ≡ . . . x ≡ aiyiMi +
∑

1≤j≤k,j ̸=i

ajyjMj ≡ . . .

Page 44, above Example
1.4.17

x =

3∑
i=1

aiyiMi mod n = 2× 2× 35 + . . . x =

3∑
i=1

aiyiMi mod m = 2× 2× 35 + . . .

Page 44, Example 1.4.17 With the extended Euclidean algorithm, we have found With the extended Euclidean algorithm, we can find

Page 46, Corollary 1.4.5 For any a, b ∈ Z, we have For any a ∈ Z and any nonnegative integer b, we have

Page 48, Equation (1.23)
f(x)×F [x] g(x) := dnx

n + dn−1x
n−1 + . . . f(x)×F [x] g(x) := dm+nx

m+n + dm+n−1x
m+n−1 + . . .

Page 49, Theorem 1.5.1 For any f(x), g(x) ∈ F [x], if deg(f(x)) ≥ 1, there exists s(x), r(x) ∈ F [x] such that
deg(r(x)) < deg(f(x)) and

g(x) = s(x)f(x) + r(x).

For any f(x), g(x) ∈ F [x] with f(x) ̸= 0, there exist s(x), r(x) ∈ F [x] such that

g(x) = s(x)f(x) + r(x),

where either r(x) = 0 or deg(r(x)) < deg(f(x)).

Page 50, Example 1.5.4 h(x) = 4x5 + x3 ∈ F3[x] has degree 5 and it is reducible since h(x) = x3(4x2 + 1). h(x) = x5 + x3 ∈ F3[x] has degree 5 and it is reducible since

h(x) = x3(x2 + 1).

Page 50, Example 1.5.5
x4 + x+ 1 = x2(x2 + x+ 1) + (x3 + x+ x2 + 1) x4 + x+ 1 = (x2 + x)(x2 + x+ 1) + 1

Page 51, Example 1.5.6
F2[x]/(f(x)) = {1, x, x+ 1}
. . .

F2[x]/(g(x)) = {1, x, x+ 1}

F2[x]/(f(x)) = {0, 1, x, x+ 1}
. . .

F2[x]/(g(x)) = {0, 1, x, x+ 1}

Page 53, Example 1.5.12 By Theorem 1.5.2, R/(f(x)) is a field. By Lemma 1.5.4,

R/(f(x)) = {a+ bx | a, b ∈ R}.

By Theorem 1.5.2, R[x]/(f(x)) is a field. By Lemma 1.5.4,

R[x]/(f(x)) = {a+ bx | a, b ∈ R}.

Page 53, Example 1.5.13 By Theorem 1.5.2, F2/(g(x)) is not a field and F2/(f(x)) is a field. . . . x is a zero
divisor in F2/(g(x)) (Table 1.3), but has inverse x+ 1 in F2/(f(x)) (Table 1.2).

By Theorem 1.5.2, F2[x]/(g(x)) is not a field and F2[x]/(f(x)) is a field. . . . x is a zero
divisor in F2[x]/(g(x)) (Table 1.3), but has inverse x+ 1 in F2[x]/(f(x)) (Table 1.2).

Page 55, Definition 1.5.5 We define
v +w = gv(x) + gw(x) mod f(x),

v ×w = gv(x)gw(x) mod f(x).

Using the bijection φ, we define

v +w := φ(gv(x) + gw(x) mod f(x)) ,

and
v ×w := φ(gv(x)gw(x) mod f(x)) .

Page 59, Definition 1.6.6 A binary code C is said to be k-error correcting if the minimum distance decoding
outputs the correct codeword...

A binary code C is said to be k-error correcting if with the incomplete decoding rule,
minimum distance decoding outputs the correct codeword...

Page 60, proof of Theorem
1.6.2

vi =


ci 0 ≤ i < k

c′i k ≤ i < d

ci = c′i k ≥ d

. vi =


ci 0 ≤ i < k,

c′i k ≤ i < d,

ci = c′i d ≤ i < n.

Page 62 above Definition
1.6.9

the vectors vi (0 ≤ i ≤ n − 1), where vij = 0 for j ̸= i and vii = 1, form a basis for
C.

the vectors

vi = (0, . . . , 0,
i

1, 0, . . . , 0, 1), 0 ≤ i ≤ n− 2,

form a basis for C.

Page 62 proof of Lemma
1.6.2

dis (u, v) =

{
0 if u = v

1 if u ̸= v, i.e. u+ v = 0
dis (u, v) =

{
0 if u = v

1 if u ̸= v, i.e. u+ v = 1

Page 63, Definition 1.6.11 Let C be a binary liner code. Let C be a binary linear code.

Page 64, proof of Theorem
1.6.4

Take v ∈ C such that v ̸= 0. By definition,

vH =
∑

i,vi ̸=0

vihi = 0,

where hi denotes the ith column of H. We can see that the columns hi, where vi ̸= 0,
are linearly dependent. Note that wt (v) = |{vi | vi ̸= 0}|.

Take v ∈ C such that v ̸= 0. Then

Hv⊤ =
∑

i, vi ̸=0

vihi = 0,

where hi denotes the ith column of H. We can see that the columns hi, where vi ̸= 0,
are linearly dependent. Note that

wt (v) = |{i | vi ̸= 0}|.

Page 66, above Section 1.7.1 The complement of A, Ac, contains events in Ω that are not in A. The complement of A, denoted Ac, consists of all outcomes in Ω that are not in A.

Page 72, Example 1.7.11

1A : A → R, 1A(ω) =

{
1 ω ∈ A

0 ω ̸∈ A
. 1A : Ω → R, 1A(ω) =

{
1 ω ∈ A

0 ω ̸∈ A
.

Page 72, below Equation
1.29

Take any Bi ∈ B that are pairwise disjoint. Take any Bi ∈ R that are pairwise disjoint.

Page 78, Remark 1.7.1 On the other hand, if we let Y ∼ N (µ, σ) be a normal random variable, then On the other hand, if Y ∼ N (µ, σ2) is a normal random variable, then

Page 79, Equation 1.40 Cov(X,Y ) = E [XY − µXY − µY X + µxµY ] Cov(X,Y ) = E [XY − µXY − µY X + µXµY ]

Page 79, below Remark 1.7.2
Cov(X + Z, Y ) = Cov(X,Y ) + Cov(X,Z). Cov(X + Z, Y ) = Cov(X,Y ) + Cov(Z, Y ).

Page 79, above the last
equation

Set m = n, Yj = Xi, we have Setting m = n and Yj = Xj , we obtain

Page 80, Example 1.7.24 If X1, . . . , Xn are pairwise independent random variables and each Xi ∼ N (µi, σ
2
i )

is normal, then X = (X1, X2, . . . , Xn) induces a Gaussian distribution with mean
µ = (µ1. . . . , µn) and covariance matrix Q a diagonal matrix with Qii = σ2

i

If X1, . . . , Xn are independent random variables and each Xi ∼ N (µi, σ
2
i ) is normal,

then
X = (X1, X2, . . . , Xn)

induces a Gaussian distribution with mean

µ = (µ1, . . . , µn)

and covariance matrix Q, which is diagonal with entries Qii = σ2
i

Page 81, Definition 1.7.11 Let X and Y be two random variables with finite variances. Let X and Y be two random variables with positive finite variances.

Page 81, below Definition
1.7.11

For example, if when X is large (or small), Y is also large (or small), then the signs
of Xi −X and Yi − Y will tend to be the same. Or if when X is large (or small), Y
is small (or large), then the signs of Xi −X and Yi − Y will tend to be different.

For example, if when X is large (or small), Y is also large (or small), then the signs
of Xi − µX and Yi − µY will tend to be the same. Or if when X is large (or small),
Y is small (or large), then the signs of Xi −µX and Yi −µY will tend to be different.

Page 85, below Figure 1.6
P (−tα,n ≤ T ≤ tα,n) = . . .

which gives
P (−tα/2,n ≤ T ≤ tα/2,n) = 1− α,

or
P (|T | > tα/2,n) = α.

P (−tα,n ≤ Tn ≤ tα,n) = . . .

which gives
P (−tα/2,n ≤ Tn ≤ tα/2,n) = 1− α,

or
P (|Tn| > tα/2,n) = α.

Page 88, Remark 1.8.4 Similarly, we can use the sample variance as a point estimator for σx Similarly, we can use the sample variance as a point estimator for σ2
x

Page 89, the last equation
c := tα/2,n−1

s√
n
. c := tα/2,n−1

sx√
n
.

Page 90, below Equation
1.60

Let {Y1, Y2, . . . , Ym} be a sample for Y with sample mean Y and sample variance Sy. Let {Y1, Y2, . . . , Ym} be a sample for Y with sample mean Y and sample variance S2
y .

Page 91, symbol for χ2-
distribution

X 2
n−1, X 2

m−1, X 2
m+n−2 χ2

n−1, χ
2
m−1, χ

2
m+n−2

Page 92, first paragraph of
Section 1.8.3

The decision will then be either to accept the hypothesis, or to reject it. By accepting a
hypothesis, we conclude that the resulting data from the sample appear to be consistent
with it.

The decision will then be either to reject the null hypothesis or to fail to reject it. If
we fail to reject the null hypothesis, we conclude only that the resulting data from
the sample appear to be consistent with it.

Page 93, Equation 1.70 where c is a number such that if X = µ0,

P (|X − µ0| > c) = α.

where c is chosen so that, under the null hypothesis H0 : µx = µ0,

P (|X − µ0| > c) = α.

Page 93, above Equation
1.71

If X = µ0, then by Equation . . . If µx = µ0, then by Equation . . .

Page 94, below Equation
1.74

Note that when µ = µ0, T . . . Note that when µx = µ0, T . . .

Page 95, Equation 1.75
H0 : µ = µ0, H1 : µ > µ0.

. . . In this case, we will reject H0 when X is much bigger than u0 since when X is
smaller, it is more likely for H0 to be true than for H1 to be true.

H0 : µx = µ0, H1 : µx > µ0.

. . . In this case, we reject H0 when X is much larger than µ0, since values of X below
µ0 are more consistent with H0 than with H1.

Page 97, above Equation
1.87

Furthermore, suppose m = n, we have a good estimate for c, and we know that
µx ≥ µy. To test if µx ̸= µy, the number of data required is at least

Furthermore, suppose m = n, we have a good estimate for c, and we are testing the
one-sided alternative µx > µy. Then the number of data required is at least

Page 105
c = c1c2 · · · = ek(p1)ek(p2) . . . . c = c1c2 · · · = Ek(p1)Ek(p2) . . . .

Page 105
c = c1c2 · · · = ez1(p1)ez2(p2) . . . c = Ez1(p1)Ez2(p2) . . .

Page 106 Table 2.2 (b)

Á 11000001 C1

Ä 11000100 C4

Í 11001101 CD

× 11010111 D7

÷ 11110111 F7

Á 1100001110000001 C381

Ä 1100001110000100 C384

Í 1100001110001101 C38D

× 1100001110010111 C397

÷ 1100001110110111 C3B7

Page 107 A cipher is said to be computationally secure if breaking it requires computing power
that is not available in practice.

A cipher is said to be computationally secure if any attack that can be carried out in
realistic (efficient) time has only a negligible chance of breaking it.

Page 113, Example 2.2.6 To decrypt ZSLWCAZHPR, we write the ciphertext in groups of five letters and add the
keyword to each group letter by letter modulo 26.

To decrypt ZSLWCAZHPR, we write the ciphertext in groups of five letters and subtract
the keyword from each group letter by letter modulo 26.

Page 122, below Remark
2.2.3

If we randomly choose a letter, the probability of each letter appearing is then given
by

If we choose two positions uniformly at random, then the probability that both letters
are equal to the ith letter is

Page 122, below Example
2.2.15 Ic(x) = · · · = 0.004454. Ic(x) = · · · ≈ 0.0445.

Page 133 When ω1 = ω2...the Sbox is a ω1-bit Sbox When ω1 = ω2...the Sbox is an ω1-bit Sbox

Page 136, second last para-
graph

Eight distinct Sboxes, SBj
DES : F6

2 → F4
2 (1 ≤ j ≤ 8), are applied to each of the 6 bits. Eight distinct Sboxes, SBj

DES : F6
2 → F4

2 (1 ≤ j ≤ 8), are applied to these eight 6-bit
subblocks.

Page 137, Table 3.3 caption SB1
DES in DES found function. SB1

DES in the DES round function.

Page 139, RSA security Nevertheless, post-quantum public key cryptosystems are being proposed (see e.g.
[HPS98, BS08]) to protect communications after a quantum computer is built.

Nevertheless, post-quantum public key cryptosystems are being proposed (see
e.g. [HPS98, BS08]) to protect communications after a sufficiently strong quantum
computer is built.

Page 143, Table 3.10 row E, column 9 the entry should be EB

Page 147, first sentence The inverse of MixColumns, InvMixColumns, is defined by multiplying each column
of the cipher state by the inverse of g(x) (Eq. 3.1.2) modulo x4 + 1.

The inverse of MixColumns, InvMixColumns, is defined by multiplying each column
of the cipher state by the inverse of g(x) modulo x4 + 1, where

g(x) = 03x3 + 01x2 + 01x+ 02

Page 158, the last equation
. . . T2(s2(j+2 mod 4))T3(s3(j+3 mod 4)),

Thus the four tables . . .

. . . T2(s2(j+2 mod 4))⊕T3(s3(j+3 mod 4)),

Thus the four tables . . .

Page 158, the last sentence They cannot be used for the last round of AES as there is no Mixcolumns operation. They cannot be used for the last round of AES as there is no MixColumns operation.

Page 159, Example 3.2.4 Now let use consider the Boolean function defined as follows: Now let us consider the Boolean function defined as follows:

Page 160, Example 3.2.4 last
sentence

Then φ0(x) = 0. Then φ0(0) = 0.

Page 162 If the input is 7= 1110, the PRESENT Sbox output is D= 1101, . . . If the input is 7= 0111, the PRESENT Sbox output is D= 1101, . . .

Page 164, Algorithm 3.6
lines 6 and 7

state[4b+ 2] = 1⊕ . . .
state[4b+ 3] = 1⊕ . . .

state[4b+ 2] = FF⊕ . . .
state[4b+ 3] = FF⊕ . . .

Page 168, third line Let n = pq. We choose e ∈ Z∗
φ(n), and compute d = e−1 mod φ(n). Let n = pq. We choose e ∈ Z∗

φ(n), e ̸= 1, and compute d = e−1 mod φ(n).

Page 170, first paragraph which is computationally infeasible according to property (c) of hash functions listed
in Sect. 2.1.1.

which is computationally infeasible according to property (b) of hash functions listed
in Sect. 2.1.1.

Page 172, Algorithm 3.8 i = ℓd, i ≥ 0, i−− i = ℓd − 1, i ≥ 0, i−−
Page 175, Algorithm 3.9,
comments for line 5 and line
8

aHj = aLj+1Hj+1 aHj = aLj+1aHj+1

Page 177 m = mpyqq +mqypp mod n = 2× 2× 5 + 2× 2× 3 = 32 mod 15 = 2. m = mpyqq +mqypp mod n = 2× 2× 5 + 2× 2× 3 mod 15 = 32 mod 15 = 2.

Page 181, Equation 3.22

a =

κ−1∑
i=0

ai(2
ω)i, b =

κ−1∑
j=0

bj(2
ω)i. a =

κ−1∑
i=0

ai(2
ω)i, b =

κ−1∑
j=0

bj(2
ω)j .

Page 181, Algorithm 3.10,
comment for line 5

Ti has bit length at most ω T1 has bit length at most ω

Pages 194 – 195 verity verify

Page 197, Example 3.5.26 We know that ar = 21 (see Example 3.5.20) and MonPro(21, 5) = 15 . . . We know that ar = 21 (see Example 3.5.24) and MonPro(21, 5) = 15 . . .

Page 198, above Remark
3.5.2 (a(b+ c))r = (ab+ ac)r = (ab)r +Mon (bc)r (a(b+ c))r = (ab+ ac)r = (ab)r +Mon (ac)r

Page 199, Algorithm 3.19 return result return t

Page 199, below Algorithm
3.19 tr = (ar)

d mod n = (ad)r mod n.

Then line 7 removes r from (ad)r and outputs the final result.

resultr = (ar)
d mod n = (ad)r mod n.

Then line 7 removes the factor r from (ad)r and outputs the final result.

Page 200 For i = 2, d2 = 1, line 5 computes

tr = MonPro(23, 32, 25, 9, 13) = 13.

For i = 2, d2 = 1, line 5 computes

resultr = MonPro(23, 32, 25, 9, 13) = 13.

Page 201, above Algorithm
3.21

For i = 0, d1 = 0, line 4 computes For i = 0, d0 = 0, line 4 computes

Page 209, last paragraph of
Section 4.1.1

Similar to SPA, the attack does not require statistical analysis of the traces, only
visual inspection is enough.

Delete this sentence.

Page 216, below Equation
4.7

Thus, we should collect at least 57 traces to get a 99% percent confidence interval for
µ2368.

Thus, we should collect at least 57 traces to obtain a 99% confidence interval for
µ2368.

Page 216, the last paragraph Let µ′
2368 and σ

′2 denote the mean and variance of L′
2368 respectively. Let µ′

2368 and σ
′2
2368 denote the mean and variance of L′

2368 respectively.

Page 220
c =

zα/2σ√
5000

= . . . c = zα/2
σ2368√
5000

= . . .

Page 228
|l392 − lr392|√
s2392
634

+
sr2392
5000

|l392 − lr392|√
s2392
634

+
sr2392
10000

Page 228
α

2
= 1− Φ(zα) = 1− Φ(4.5) = . . .

α

2
= 1− Φ(zα/2) = 1− Φ(4.5) = . . .

Page 228 This means that there is a 6.8 × 10−4 percent chance that we would reject the null
hypothesis (i.e. conclude that the means are different) in case it is true (i.e. the
means are in fact the same).

This means that there is an approximately 6.8×10−6 probability that we would reject
the null hypothesis (i.e. conclude that the means are different) in case it is true (i.e.
the means are in fact the same).

Page 236, Example 4.2.15 E
[
wt (v)2

]
=

1

|F8
2|
∑
v∈F82

wt
(
v2) = . . . E

[
wt (v)2

]
=

1

|F8
2|
∑
v∈F82

wt (v)2 = . . .

Page 248, Remark 4.3.1 For AES, the correlations between the first AddRoundKey outputs are higher than
correlations between the first SubBytes operation outputs, that is why in. . .

For the PRESENT cipher, correlations among outputs from the initial addRoundKey
operation are stronger than those between outputs of the initial sBoxLayer. There-
fore, in. . .

Page 250, Example 4.3.3

H11 = wt (v̂11) = wt (E) = 3

H12 = wt (v̂11) = wt (4) = 1

H21 = wt (v̂11) = wt (3) = 2

H22 = wt (v̂11) = wt (7) = 3

H11 = wt (v̂11) = wt (E) = 3,

H12 = wt (v̂12) = wt (4) = 1,

H21 = wt (v̂21) = wt (3) = 2,

H22 = wt (v̂22) = wt (7) = 3.

Pages 250 – 251 Hamming leakage model Hamming weight leakage model

Page 255, Step 8 last sen-
tence

. . . when the target signal wt(v). . . . when the target signal is wt(v).

Page 255, Step 10 . . .We argue that this is achievable . . . is in procession of a clone device . . .We argue that this is achievable . . . is in possession of a clone device.

Page 262, the last paragraph Similarly, an approximation for the covariance matrix is then given by Qs, where the
(u1, u2)-entry of Qs is the sample covariance between Ltu1

,s and Ltu2
,s (1 ≤ u1, u2,≤

tqPOI). . . . With our profiling traces, we can compute Msignal templates.

Similarly, an approximation for the covariance matrix is then given by Qs, where the
(u1, u2)-entry of Qs is the sample covariance between Ltu1

,s and Ltu2
,s, for

1 ≤ u1, u2 ≤ qPOI.

. . . With our profiling traces, we can compute Msignal templates, where each template
corresponds to one possible value of the target signal.

Page 263, first paragraph For our illustrations, when the target signal is v, we will have 16 templates. And
when the target signal is wt (v), we will have 5 templates.

For our illustrations, when the target signal is v, we obtain 16 templates, each cor-
responding to a possible value of v from 0 to F. When the target signal is wt (v), we
derive 5 templates, each corresponding to a Hamming weight value from 0 to 4.

Page 263 Template Step c For a fixed key hypothesis k̂i, we divide the Mp attack traces from P-DPA Step 10 into
Msignal sets, A1, A2, . . . , AMsignal , depending on the hypothetical target intermediate
value v̂ij obtained in P-DPA Step 11. In particular, for an attack trace ℓj , let sij
denote the index of the set that it belongs to. Namely

ℓj ∈ Asij given key hypothesis k̂i.

We are only interested in the leakages at the POIs for each attack trace ℓj =
(lj1, l

j
2, . . . , l

j
q). Define

ℓj,POI := (ljt1 , l
j
t2
, . . . , ljtqPOI

).

With the mean vector µsij
and the covariance matrix Qsij obtained in Template Step

b, we can compute the probability of ℓj given k̂i using the PDF . . .

We are only interested in the leakages at the POIs for each attack trace ℓj =
(lj1, l

j
2, . . . , l

j
q). Define

ℓj,POI := (ljt1 , l
j
t2
, . . . , ljtqPOI

).

For each key hypothesis k̂i and attack trace ℓj , we compute the hypothetical target
intermediate value given the knowledge of the associated plaintext. Let µsij and Qsij

be the template for this hypothetical value, corresponding to k̂i and ℓj , as obtained
in Template Step b. The probability of ℓj given k̂i can then be computed using the
PDF . . .

Page 265, the last equation

Q1 =

(
2.2925× 10−6 −8.7422× 10−8 1.9156× 10−7

−8.7422× 10−8 1.4864× 10−6 −4.9987× 10−8

)
.

Q1 =

 2.2925× 10−6 −8.7422× 10−8 1.9156× 10−7

−8.7422× 10−8 1.4864× 10−6 −4.9987× 10−8

1.9156× 10−7 −4.9988× 10−8 1.4658× 10−6

 .

Page 267 µ1 = −0.039027, σ2
1 = 2.1679112× 10−6. µ1 = −0.039027, σ2

1 = 2.16437× 10−6.

Page 268, Figure 4.46 cap-
tion

The target signal is given by the exact value of the 1st Sbox output. The target signal is given by the exact value of the 6th Sbox output.

Page 276 Definition 4.3.1 For an Sbox SB: Fω1
2 → Fω2

2 , the (extended) difference distribution table (DDT) of
SB is a 2-dimensional table T of size (2ω1 − 1) × 2ω2 such that for any 0 < δ < 2ω1

and 0 ≤ ∆ < 2ω2 , the entry of T at the ∆th row and δth column is given by

T [∆, δ] = {a | a ∈ Fω1
2 , SB(a⊕ δ)⊕ SB(a) = ∆}.

We refer to δ as the input difference, and ∆ as the output difference.

For an Sbox SB : Fω1
2 → Fω2

2 , the (extended) difference distribution table (DDT) of
SB is a 2-dimensional table T of size 2ω2 × (2ω1 − 1) such that for any 0 < δ < 2ω1

and 0 ≤ ∆ < 2ω2 , the entry of T at the ∆th row and δth column is given by

T [∆, δ] = {a | a ∈ Fω1
2 , SB(a⊕ δ)⊕ SB(a) = ∆}.

Here we identify elements of Fω1
2 and Fω2

2 with their binary representations as integers
when indexing the rows and columns of the table. We refer to δ as the input difference,
and ∆ as the output difference.

Page 281, the last equation
S1 = C09B5DFC8AF48EF3, S′

2 = . . . S2 = C09B5DFC8AF48EF3, S′
2 = . . .

Page 285

P (wt (∆S2) = 1|∆S0 = 000000000000FFFF)

= . . .

= 28 × 2−1 + 2−8 × 2−1 = . . .

P (wt (∆S2) = 1|∆S0 = 000000000000FFFF)

= . . .

= 2−8 × 2−1 + 2−8 × 2−1 = . . .

Pages 290 and 296 We aim to find a pair of plaintexts S0 and S1 We aim to find a pair of plaintexts S0 and S′
0

Page 293, the last paragraph Let β0, β1, β2, and β0 be the differential values of the four active bytes . . . Let β0, β1, β2, and β3 be the differential values of the four active bytes . . .

Page 296, Table 4.2 caption The corresponding hypotheses for k00 ⊕ 4C, k11 ⊕ AA, k22 ⊕ 10, k33 ⊕ 90 are listed in
the second, third and fourth column respectively.

The corresponding hypotheses for k00 ⊕ 4C, k11 ⊕ AA, k22 ⊕ 10, and k33 ⊕ 90 are listed
in the second, third, fourth, and fifth columns, respectively.

Page 299 SCADPA Step 6 archives achieves

Page 305 We can then read out the value of bits di (i = ℓd − 1, . . . , 0, 1) Fig. 4.72 We can then read out the value of bits di (i = ℓd − 1, . . . , 1, 0) Fig. 4.72

Page 309
H3 = wt (79) = wt (01111001) = 5. H4 = wt (79) = wt (01111001) = 5.

Page 310 Figure 4.75 cap-
tion

Sample correlation coefficients from Fig. 4.73 (in red) with one power trace from Fig.
4.74 in gray.

Sample correlation coefficients from Fig. 4.74 (in red) with one power trace from Fig.
4.73 in gray.

Pages 312 – 321 F2nC
2 FnC

2

Page 314 Code-SCA Step 4 Identity the POI Identify the POI

Page 315, Equation 4.69
TSG[a] = SG(Words[a]), a = 0, 1, . . . , 2nC − 1.

TSG[a] = SG(Words[a]), a = 0, 1, . . . ,

(
nC

wH

)
− 1.

Page 323, Algorithm 4.6 be-
tween line 3 and line 4

mutiply by a2i multiply by a2i

Page 325, below Figure 4.84 We know that the first secret bit dℓ−1 = 1, . . . We know that the first secret bit dℓd−1 = 1, . . .

Page 334, below Equation
(4.83)

The size of T1 is 8 × 4, and the storage required is 28 × 24 = 212 bits, or 29 bytes.
The table T2 requires 16 bits of memory.

The size of T1 is 8× 4, and the storage required is 28 × 4 = 210 bits, or 27 bytes. The
table T2 requires 24 × 4 = 64 bits of memory.

Page 336 Algorithm 4.10,
loop header and final
addRoundKey line (lines 4
and 11)

i = 0, i < 31, i++ . . . state = addRoundKey(state, Ki) i = 1, i ≤ 31, i++ . . . state = addRoundKey(state, K32)

Page 337, below Equation
4.84

While the raw traces are all 5000 time samples long, for plotting and analysis we
shorten them to 3600 time samples, since the later parts correspond to nop instruc-
tions and do not contain useful information.

While the raw traces are all 5000 time samples long, for plotting and analysis we
shorten them to 3600 time samples, since the latter parts correspond to nop instruc-
tions and do not contain useful information.

Page 339, Figure 4.90 cap-
tion

Estimations of guessing entropy computed... Estimations of success rate computed...

Pages 343 and 399 singing signing

Page 345 Person’s χ2−test Pearson’s χ2 test

Page 356, Equation 5.1
f : Fω1

2 → Fω
2 f : Fω1

2 → Fω2
2

Page 365 where SB, SR, MC, and AR stand for SubBytes . . . where SB, SR, MC, and AK stand for SubBytes . . .

Page 366, the last equation
30⊕ DD = ED 30⊕ 3F = 0F

Page 367, Table 5.2, caption Part of the difference distribution table for AES Sbox . . . output differences 0C, 69,
8C, and ED.

Part of the difference distribution table for AES Sbox . . . output differences 0C, 69,
8C, and 0F.

Page 367, Table 5.2, the last
row

ED 52,53 . . . 0F 74,75 18,1A F4,FC . . .

Page 367, below Table 5.2 Part of the AES Sbox difference distribution table corresponding to output differences
8C, 69, 0C, and ED is shown . . . Thus δ can only take values that give nonempty
entries in the DDT for columns 2δ, δ, δ, 3δ and corresponding rows 8C, 69, 0C, 0F.
By searching the rows 8C, 69, 0C, ED, we can find all possible values of δ:

01, . . . EE

Part of the AES Sbox difference distribution table corresponding to output differences
8C, 69, 0C, and 0F is shown . . . Thus δ can only take values that give nonempty
entries in the DDT for columns 2δ, δ, δ, 3δ and corresponding rows 8C, 69, 0C, 0F.
By searching the rows 8C, 69, 0C, 0F, we can find all possible values of δ:

06, 28, 2E, 49, 58, 76, 8B, 90, A1, B2, B8, BC, D1

D3, E4

Page 371, Equation 5.13

P (S′
00 = s′00) = · · · = 1

256

255∑
s00=0

(
255∑
x=1

. . .

)
P (S′

00 = s′00) = · · · = 1

256

255∑
s00=0

(
255∑
x=0

. . .

)

Page 372
c00 = SBAES(s00 ⊕ k00) = 62. c00 = SBAES(s00)⊕ k00 = 62.

Page 382, the last sentence In particular, 01 is the codeword for 0000, 08 in the codeword for 0001, etc. In particular, 01 is the codeword for 0000, 08 is the codeword for 0001, etc.

Page 387, below Equation
5.15 κ0 = 0000000000000000. κ0 = 00000000000000000000000000000000.

Page 395, the last displayed
equation q = gcd(s′e −m,n) = gcd(711 − 2143) = . . . . q = gcd(s′e −m,n) = gcd(711 − 2, 143) = . . . .

Page 398, the two tables

i di t result i di t s

Page 405 and Page 406, Ex-
ample 5.3.6, case j = 0, d0 =
0 loop line 6, i = 0

R = 2ω +R00R1 mod n = 8 R = 2ωR+R00R1 mod n = 8

Page 414, Example 5.4.2 Suppose an error occurred during the computation of s∗p, and the faulty value s∗
′

p = 10.
. . . and the faulty signature will be

s′ = s∗
′

p yqq + s∗qypp mod n = 10× 6× 13 + 33× 6× 11 mod 143 = 98,

In this case, the attacker can repeat the Bellcore attack by computing

q = gcd(s′ − s, n) = gcd(98− 46, 143) = gcd(52, 143).

By the Euclidean algorithm

143 = 52× 2 + 39, gcd(52, 143) = gcd(52, 39),

52 = 39× 1 + 13, gcd(52, 39) = gcd(39, 13),

39 = 13× 3, q = gcd(39, 13) = 13.

Suppose an error occurred during the computation of s∗p, and the faulty value s∗
′

p = 3.
. . . and the faulty signature will be

s′ = s∗
′

p yqq + s∗qypp mod n = 3× 6× 13 + 33× 6× 11 mod 143 = 124.

In this case, the attacker can repeat the Bellcore attack by computing

q = gcd(s′ − s, n) = gcd(124− 46, 143) = gcd(78, 143).

By the Euclidean algorithm,

143 = 78 + 65, gcd(78, 143) = gcd(78, 65),

78 = 65 + 13, gcd(78, 65) = gcd(65, 13),

65 = 13× 5, q = gcd(65, 13) = 13.

Page 419, Proposition 5.4.4 If sq . . . the attacker cannot compute q = gcd(s
′er
dr −m,n) without brute force. If sq . . . the attacker cannot compute p = gcd(s

′er
dr −m,n) without brute force.

Page 419, proof of Proposi-
tion 5.4.4 q = gcd(s

′er
dr −m,n) p = gcd(s

′er
dr −m,n)

Page 422, Example 5.4.7 Suppose sp is faulty and s′p = 2. Then

m̂′ = · · · = (2103 mod 13 + 0) mod 13 = 27 mod 13 = 11,

s′q = m̂
′dr mod q = 117 mod 13 = 2.

Thus s′q is also faulty.

Suppose sp is faulty and s′p = 2. Then

m̂′ = · · · = (2103 mod 13) mod 11 = (27 mod 13) mod 11 = 11 mod 11 = 0,

s′q = m̂
′dr mod q = 07 mod 11 = 0.

Thus s′q is also faulty.

Page 424, above Section
5.4.4 . . . m2i = 22 mod 15 . . . . . . m2i = 22 mod 15 . . .

Page 448, proof of the
lemma in Appendix A

Now suppose the lemma is true for n = k, where k ≥ 2. . . . where the last equality
follows from Eq. A.1.

Now suppose the lemma is true for n = k, where k ≥ 2. We will show that it is also
true for n = k + 1.
Fix i0 ∈ {1, 2, . . . , k}. For convenience, define

D0 :=

k∑
j=0

(−1)ja0j det(A0j), Di0 :=

k∑
j=0

(−1)i0+jai0j det(Ai0j).

We will prove that D0 = Di0 .
For 0 ≤ j < ℓ ≤ k, let A0i0,jℓ denote the matrix obtained from A by deleting rows 0
and i0 and columns j and ℓ.
First, expand each det(A0j) along the row corresponding to the original i0th row of
A. Since A0j is a k × k matrix, this is valid by the induction hypothesis. Thus,

det(A0j) =

j−1∑
ℓ=0

(−1)i0−1+ℓai0ℓ det(A0i0,ℓj) +

k∑
ℓ=j+1

(−1)i0−1+ℓ−1ai0ℓ det(A0i0,jℓ).

Multiplying by (−1)ja0j and summing over j gives

D0 =
∑

0≤j<ℓ≤k

(−1)i0+j+ℓa0jai0ℓ det(A0i0,jℓ)

+
∑

0≤j<ℓ≤k

(−1)i0+j+ℓ−1a0ℓai0j det(A0i0,jℓ)

=
∑

0≤j<ℓ≤k

(−1)i0+j+ℓ(a0jai0ℓ − a0ℓai0j

)
det(A0i0,jℓ).

Next, expand each det(Ai0ℓ) along its first row, which corresponds to the original 0th
row of A. Again using the induction hypothesis,

det(Ai0ℓ) =

ℓ−1∑
j=0

(−1)ja0j det(A0i0,jℓ) +

k∑
j=ℓ+1

(−1)j−1a0j det(A0i0,ℓj).

Multiplying by (−1)i0+ℓai0ℓ and summing over ℓ gives

Di0 =
∑

0≤j<ℓ≤k

(−1)i0+j+ℓai0ℓa0j det(A0i0,jℓ)

+
∑

0≤j<ℓ≤k

(−1)i0+j+ℓ−1ai0ja0ℓ det(A0i0,jℓ)

=
∑

0≤j<ℓ≤k

(−1)i0+j+ℓ(a0jai0ℓ − a0ℓai0j

)
det(A0i0,jℓ).

Hence Di0 = D0.
Therefore, the expansion of det(A) along row i0 is equal to the expansion along row
0. This proves the lemma for n = k + 1.
By mathematical induction, the lemma holds for all n ≥ 1.

Page 450 By Lemma A.2.1 again, we know that rank(A) ̸= n and according to Theorem A.2.2,
A is not invertible.

By Lemma A.2.1 again, we know that rank(A) ̸= m, and according to Theorem A.2.2,
A is not invertible.

Page 450
0 = uM⊤Mu⊤ = (Mu⊤)⊤(Mu⊤) = ∥Mu⊤∥2 =⇒ Mu⊤ = 0. 0 = uM⊤Mu⊤ = (Mu⊤)⊤(Mu⊤) = ∥Mu⊤∥22 =⇒ Mu⊤ = 0.

Page 461 In Table E.1, we list values in TSG, which are signals for each integer between 00 and
3F . . . where the signals are in ascending order and the words from F6

2 with Hamming
weight 6 are recorded accordingly.

In Table E.1, we list values in TSG, which are signals for each integer between 00 and
FF . . . where the signals are in ascending order and the words from F8

2 with Hamming
weight 6 are recorded accordingly.

Replacement for Section 5.3.3

The following text replaces Section 5.3.3 in the published version.

In this subsection, we discuss an attack [BCG08] that injects faults into the RSA public modulus n during signature signing and aims to recover the private key d. Since the value n is large,
it is typically stored in several registers, and the fault can be injected while loading or preparing n. The attack is specific to implementations based on the right-to-left square and multiply
algorithm.
The RSA signature computation with the right-to-left square and multiply algorithm is given in Algorithm 5.7. Let n′ denote the faulty RSA modulus and let

ε := n⊕ n′

be the fault mask. Suppose the fault is injected in round j (1 ≤ j ≤ ℓd − 2), during the square computation in line 6,

t = t ∗ t mod n′,

and assume that the same faulty modulus n′ is used for the rest of the computation.
We note that if the fault is injected in round j = ℓd − 1 during the square computation, then the final output is not affected, so the resulting faulty signature is not useful for recovering
the secret key. If the fault is injected in round 0, then the computation effectively becomes md mod n′, and recovering d from the faulty signature would require brute force over all possible
values of d. Hence we assume throughout that 1 ≤ j ≤ ℓd − 2.
Let

Tj := m2j mod n.

Then Tj is the value of the variable t at the beginning of iteration j. After the faulty square in round j, the value of t becomes

Uj := T 2
j mod n′ =

(
m2j mod n

)2

mod n′.

From this point onward, all subsequent squarings are performed modulo n′. Thus, for every i ≥ j + 1, the value of t at the beginning of iteration i is

U2i−j−1

j mod n′.

Define
Aj := m

∑j
i=0 di2

i

mod n

and

Ej :=

ℓd−1∑
i=j+1

di2
i−j−1.

Then the faulty signature is given by

s′ =
(
Aj · U

Ej

j

)
mod n′. (1)

Recall that the correct signature is
s = md mod n.

To express Aj in terms of s, define

d(>j) :=

ℓd−1∑
i=j+1

di2
i.

Assuming m ∈ Z∗
n, we can write

Aj = sm−d(>j)

mod n.

Hence Equation 1 becomes

s′ =
[(

sm−d(>j)

mod n
)
· UEj

j

]
mod n′. (2)

There are 2ℓd−j−1 possible values for the bit string
dℓd−1dℓd−2 . . . dj+1.

If the attacker has the knowledge of ε (and hence n′), the message hash value m, the correct signature s, and the faulty signature s′, then for each guess

d̂ℓd−1d̂ℓd−2 . . . d̂j+1

they can compute

d̂(>j) :=

ℓd−1∑
i=j+1

d̂i2
i, Êj :=

ℓd−1∑
i=j+1

d̂i2
i−j−1,

and then form the hypothetical faulty signature

ŝ′ =
[(

sm−d̂(>j)

mod n
)
· U Êj

j

]
mod n′, (3)

where

Uj =
(
m2j mod n

)2

mod n′.

The attacker then compares ŝ′ with the observed faulty signature s′. Any guess satisfying

ŝ′ = s′

is kept as a candidate, which reduces the hypotheses for the bits dj+1, dj+2, . . . , dℓd−1.
The attack can be repeated for other values of j to reduce the key hypotheses further.

Example 1. Let n = 15 and m = 2. Then φ(n) = 8. Let d = 5 = 1012. Computing

s = md mod n = 25 mod 15

with Algorithm 5.7, we obtain the following intermediate values:

i di t after squaring s after multiplication
0 1 4 2
1 0 1 2
2 1 1 2

Hence the correct signature is
s = 2.

Suppose a fault is injected into the modulus when line 6 is executed in iteration j = 1, resulting in n′ = 13. Then the intermediate values become

i di t after squaring s after multiplication
0 1 4 2
1 0 3 2
2 1 9 6

and the faulty signature is
s′ = 6.

We now verify this with Equation 1. Since j = 1, we have

T1 = m21 mod n = 22 mod 15 = 4,

and
U1 = T 2

1 mod n′ = 42 mod 13 = 16 mod 13 = 3.

Moreover,

A1 = md02
0+d12

1

mod n = m1+0 mod 15 = 2,

and

E1 =

2∑
i=2

di2
i−1−1 = d2 = 1.

Hence
s′ = (A1 · UE1

1 ) mod n′ = (2 · 3) mod 13 = 6,

as expected.
Now suppose the attacker wants to recover the bit d2. Since j = 1, there is only one unknown bit above position j, namely d2. By Equation 3, the attacker computes

ŝ′ =
[(

sm−d̂(>1)

mod n
)
· U Ê1

1

]
mod n′,

where
d̂(>1) = d̂22

2, Ê1 = d̂2.

If d̂2 = 0, then
d̂(>1) = 0, Ê1 = 0,

and therefore
ŝ′ =

[
(2 · 20) mod 15

]
mod 13 = 2.

If d̂2 = 1, then
d̂(>1) = 4, Ê1 = 1.

Since
2−1 mod 15 = 8,

we have
2−4 mod 15 = (2−1)4 mod 15 = 84 mod 15 = 1.

Thus
ŝ′ =

[
(2 · 2−4 mod 15) · 3

]
mod 13 = (2 · 1 · 3) mod 13 = 6.

Since the observed faulty signature is s′ = 6, the attacker concludes that
d2 = 1.

In case the attacker does not know the exact fault mask ε (and hence does not know n′), but instead knows only a range of possible values for ε, they can brute force all possible values of ε
together with all possible bit guesses in Equation 3 in order to reduce the set of key candidates. We refer the readers to [BCG08] for more details.

https://link.springer.com/book/10.1007/978-3-031-62205-2
https://xiaoluhou.github.io/Textbook.pdf

